
Computer Engineering and Intelligent Systems                                                                                                                                 www.iiste.org 

ISSN 2222-1719 (Paper) ISSN 2222-2863 (Online) 

Vol.5, No.2, 2014 

 

1 
 

A Survey of Provenance Leveraged Trust in Wireless 
Sensor Networks 

 
Gulustan Dogan1,* and Ted Brown1 

1City University of New York, Graduate Center, 365 5th Ave, New York, NY 10016 
*  E-mail of the corresponding author: dogangulus@gmail.com 

 
Abstrat 
A wireless sensor network is a collection of self-organized sensor nodes. WSNs have many challenges 
such as lack of a centralized network administration, absence of infrastructure, low data transmission 
capacity, low bandwidth, mobility, lack of connectivity, limited power supply and dynamic network 
topology. Due to this vulnerable nature, WSNs need a trust architecture to keep the quality of the 
network data high for a longer time. In this work, we aim to survey the proposed trust architectures 
for WSNs. Provenance can play a key role in assessing trust in these architectures. However not many 
research have leveraged provenance for trust in WSNs. We also aim to point out this gap in the field 
and encourage researchers to invest in this topic. To our knowledge our work is unique and provenance 
leveraged trust work in WSNs has not been surveyed before. 
Keywords:Provenance, Trust, Wireless Sensor Networks 
 
 
1. Introduction 

 
In a wireless sensor network, nodes communicate with each other via radio links. Radio links have 
limited transmission range, so nodes transmit data via a multi-hop strategy.   Each node acts as a 
router and as a host (Momani & Challa, 2010). There is a very low data transmission capacity and 
bandwidth between nodes. One other property of wireless sensor networks is they have a limited power 
supply and their energy is exhausted easily. Lastly, nodes join or leave a network at any given time and 
their position change frequently, this results in a dynamic network topology. They have the same 
challenges that a MANET have. In addition to challenges a MANET have such as absence of 
infrastructure, mobility, lack of connectivity, there is also computation constraint. This is why a trust 
model for WSNs have to be designed (Momani & Challa, 2010). WSN technology is a newly 
emerging concept. Tiny and cheap nodes are employed in large numbers in difficult environments 
such as military fields for many purposes such as surveillance. Small low cost sensors collect and relay 
environmental data (Akyildiz, et al., 2002). Originally WSNs were motivated by surveillance in 
battlefields for military however in time the they were used in many areas (Momani & Challa, 
2010). Some examples of these areas are monitoring an active volcano(Werner-Allen, et al., 2006; 
Werner-Allen, et al., 2005), monitoring the microclimate throughout the volume of redwood trees 
(Culler, et al., 2004), to building and bridge monitoring (Glaser, 2004; Paek, et al., 2006), to health-
care monitoring (Gao, et al., 2006), and some other applications such as (Tubaishat & Madria, 2003; 
Akyildiz et al., 2002; Yoneki & Bacon, 2005; Callaway, 2004). 
Trust is quite important for self-configurable and autonomous systems such as WSN (Fernández-
Gago, et al., 2007). WSNs are very vulnerable environmensts due to computational and energy 
constraints. In addition WSNs are very open to physical world effects such as a person walking on a 
field can step on a sensor and make it dysfunctional. A trust management scheme can make a WSN 
tolerant to node failures and misbehaviours by assisting decision making process. For example a node 
can decide to cooperate with 
 

a node or not based on the feedback it will receive from the trust model. Trust research on WSN is 
very new, few systems have considered it (Ganeriwal, et al., 2008; Yao, et al., 2005). More research has 
been done on Trust in Ad-hoc and P2P networks. although these network types have many 
similarities to WSN, still a seperate trust management system has to be developed for WSN because 
of their specific characteristics such as energy and computation constraints. For example most of the 
trust models for ad-hoc networks use a central reputation mechanism that needs a manager overseeing 
the trust of the network (Rebahi, et al., 2005). This approach is not very applicable to sensor networks 
because of energy and scalability issues. 
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One of the biggest constraints in developing a trust model for WSNs is the overhead that can be 
caused by 
the trust model. Trust model should be as lightweight as possible (Fernández-Gago et al., 2007). 
Moreover data collection is very important in the process of designing a trust management system. The 
system should be history aware, past behaviors should be taken into consideration (Fernández-Gago et 
al., 2007). Moreover, every node should keep their past behavior statistics regarding the data they 
produce such as average error of the created data in the past time intervals. This is where provenance 
comes into the picture. There are many different data that can be used as input of the trust model. 
For example, a node that is not alive for a long time or a node that appears or disappears randomly 
many not be trusted. On the communication layer, a node which is misreporting will not be trusted. 
For instance a node which is giving a fire alarm when conditions are calm should be given a low trust 
value (Fernández-Gago et al., 2007). 
In Section II, we give some background information on Provenance. We present background 
information on Trust in Section III. Section IV surveys the trust architectures in Social Sciences, E-
Commerce, Ad-hoc and Peer-to-peer networks. Section V surveys the WSN trust architectures. 
Section VI concludes the paper. 
 
 
2. Background on Provenance 

 
In the study of fine art, provenance refers to the documented history of some art object (Moreau, et 
al., 2008a). Provenance of a painting is a history of its ownership. Based on the documented history, 
the object is considered authentic or fake. For instance if it cannot be verified that Mona Lisa was 
created by Leonardo Da Vinci then the painting is considered invaluable. 
In the first place, database community has addressed the issue of provenance.  Cui et al.(Cui, et al., 
2000) 
were among the first researchers to formalize provenance of data in the context of relational databases 
calling it lineage of a tuple. Each tuple present in the output of a query is associated with a set of 
tuples present in the input. The associated tuples are called lineage. Basically the lineage of a tuple 
is defined as the input data that contributed to the tuple. 
Although provenance was first addressed by database community, later it was used by many research 
com- 
munities such as network(Zhou, et al., 2010), internet (Carroll, et al., 2005), trust(Golbeck, 2006), file 
systems(Sar & Cao, 2005). 
Computing divides provenance into data provenance and workflow provenance (Moreau, et al., 2008b). 
Data 
provenance gives a detailed record of the derivation of a piece of data that is the result of a 
transformation step (Tan, 2007) whereas workflow provenance is the information or metadata that 
characterizes the pro- cessing steps of information from input to output (Davidson & Freire, 2008). 
Research is being done for assessing trust using provenance in sensor networks. However we still 
examine the trust associated with routing messages between nodes (binary events). Wireless sensor 
network stream both continuous and discrete data or monitor events. New trust models are needed to 
address the continuous data issue and to combine data trust with communication trust(Momani & 
Challa, 2010). 
In WSNs provenance should be validated in order to prevent spoofing of messages from malicious 
attack- 
ers. For instance nodes can have digital signatures to validate the authenticity of the computed 
provenance (Zhou, et al., 2008). There should be some kind of access control for securing data (Lange, 
2010). Making provenance records trustworthy is a challenge (Hasan, et al., 2009). Cost of digital 
signatures and cryptogra- phy techniques is too high. Therefore light-weighted digital signature 
techniques should be used for handling security and privacy in data provenance systems (Lim, et al., 
2009). 

3. Background on Trust 
 
Josang et al. (Jsang & Presti, 2004) defines trust and trustworthiness based on the definitions of 
Gambetta (Gambetta, 2000). Solhaug et al. (Solhaug, et al., 2007) defines trustworthiness as 
objective probability that the trustee performs a particular action on which interests of the trustor 
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depend. Trust is a subjective probability varying from 1 (complete trust) to 0 (complete distrust) 
(Jsang & Presti, 2004). 
As trust is the believed probability and trustworthiness is the actual probability, there can be a 
difference between them. This difference introduces the risk factor (Cho, et al., 2010). Risk 
increases if the trust is misplaced. 
Reputation is also a concept that is very related to trust. Sometimes reputation and trust is used in 
the same context however they have different meanings. Reputation is the opinion of an entity such a 
node, a person about the other. However trust is derivation of reputation of an entity. Trust is 
calculated based on the reputation. 
Uncertainty is also related to trust. Trust is a mechanism to cope with uncertainty. If the information 
that 
is used as trust evidence is uncertain then the trust is inaccurate too (Walker, et al., 
2003). 
Information trust or data trust refers to the trust placed on data produced by objects or processes. 
Infor- mation trust in a network is important because it can prevent erroneous data to accumulate in 
the network. In a network, a node can (i) create data (ii) process the data such as fusion (iii) pass the 
data along. The trust of data depends on the trust of the node that creates the data and the trust of the 
nodes the data has visited. Information trust in a network can be categorized into three : (i)creator 
node’s subjective view of the trust (ii)objective trust assessment of the data by the neighbouring 
nodes (iii) changes in information trust as the data travels along the network 
 
 
4. Trust in Different Domains 

 
Below we give information about trust literature in different domains based on the survey of Momani 
and Challa. 
 
 
4.1   Trust in Distributed and Peer-to-Peer 
Systems 
 

In distributed systems, there is no central authority for assessing the trust of entities. Hence entities 
form their own opinions of trust by exchanging information with their peers. Generally methods 
from game theory (Xiong & Liu, 2003), bayesian networks (Wang & Vassileva, 2003a) are used for 
trust calculation distributedly. 
Aberer and Despotovis were one of the first researchers to propose a reputation management system 
for P2P systems (Aberer & Despotovic, 2001). They employe algorithms and data structures that 
require no knowledge from a central authority. The trust model is based on the past interactions 
between the nodes. One drawback of their method is that only the negative feedbacks are considered and 
the system is sensitive to misbehaviour of peers. The resurrecting duckling model in (Stajano & 
Anderson, 2000) and its descendants (Balfanz, et al., 2002) use out-of-band channels to authenticate key 
exchange. The established trust between the nodes is binary, either secure or not secure. 
There are other trust models for peer-to-peer systems which we do not want to go into details of 
as we 
are interested in trust models for sensor networks. Other trust mechanisms surveyed by Momani and 
Challa(Momani & Challa, 2010) are SECURE(Cahill, et al., 2003), Distributed Trust Model(Abdul-
Rahman 
& Hailes, 1998), Bayesian Network Model (Wang & Vassileva, 2003a), UniTec(Kinateder, et al., 
2005), BambooTrust(Kotsovinos & Williams, 2006), B-trust model(Quercia, et al., 2006). 
 

 
4.2   Trust in Ad-hoc 
Networks 
 

In ad-hoc networks, nodes join to networks or move networks very often. There are no trusted 
nodes to support the network functionality. Trust relationship between the nodes is also dynamic as 
the network is constantly changing (Zhou, 2003). 
A majority of the trust mechanisms in ad-hoc networks use game theory and bayesian network 
approaches. Two examples of these systems are CONFIDANT (Buchegger & Le Boudec, 2002) and 
CORE (Michiardi 
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& Molva, 2002). Recently Bayesian analytics methods are most widely deployed than game theory 
methods (Buchegger et al., 2003a; Buchegger, et al., 2003b). 
 
 
5. Trust in WSNs 

 
Trust has been a research area in social sciences for a long time however it is a new area in 
computing motivated by trust models for e-commerce (McKnight & Chervany, 2001). Trust in  
WSNs is  an open and challenging research area. Although extensive efforts have been carried out 
for trust management in Ad-hoc and P2P networks, very little has been done on Trust management 
in WSN domain (Fernández- Gago et al., 2007). Some of the reputation and trust systems in the 
context of sensor networks can be listed as follows (Srinivasan, et al., 2006; Crosby, et al., 2006; 
Hur, et al., 2005; Chen, et al., 2007; Xiao, et al., 2007; Crosby & Pissinou, 2007; Krasniewski, et al., 
2005; Shaikh, et al., 2006; Yao et al., 2005; Hung, et al., 2007; Mundinger & Le Boudec, 2006; Ma, et 
al., 2006; Zhang, et al., 2008; Yao, et al., 2006; Momani, et al., 2006). 
Security and trust are very related concepts and sometimes they are used interchangeably (Pirzada & 
Mc- Donald, 2004). However security is different than trust. It is broader than trust and overhead is 
higher in security. Trust is used in restructuring a WSN such as omitting nodes, adding nodes, merging 
clusters. Trust establishment is a must because WSN depends on cooperative and trusting nature of its 
nodes. However due to limited resources in WSN, it is not possible to use the traditional cryptographic 
approaches (Eschenauer, et al., 2004). Different trust mechanisms are needed for wireless sensor 
networks. 
The most common methodologies in trust calculation in WSNs are ratings, weighting, probability, 
bayesian 
network, neural network, game theory, fuzzy logic, swarm intelligence, directed undirected graph. 
Clusters are also very important for sensor networks because if clusters are malicious, the network will 
quickly become dysfunctional. A trust based decision making in selecting cluster heads should be used. 
A WSN faces different kinds of attacks such as eavesdropping, fabrication, injection, modification of 
packets, node capturing and many others (Momani & Challa, 2010). These attacks rise issues such as 
privacy, account- ability, data integrity, data authentication and data freshness. Some research has been 
done on security of WSN as surveyed by Momani and Challa (Wang, et al., 2006; Papadimitratos & 
Haas, 2002; Zhou, 2003; Wal- ters, et al., 2007; Newsome, et al., 2004; Zia & Zomaya, 2006; Perrig, 
et al., 2004; Stajano & Ander- son, 2000; Zhou & Haas, 1999; Przydatek, et al., 2003). 
Cryptographic mechanisms do not completely solve the problems. System faults, erroneous data, bad 
routing by malicious nodes can cause network break- downs. Cryptography is not sufficient to solve the 
security problems, cryptographic approaches should be integrated with tools from domains such as 
statistics, e-commerce, social sciences. A secure routing protocol (SRP) is needed. Some nodes can 
behave maliciously or selfishlessly. SRP has to discover and isolate these nodes. 
Trust establishment in sensor networks is a must because the survival of a WSN depends on 
cooperative and trusting nature of its nodes. Due to resource limitation of sensor nodes, using 
traditional methods such as cryptography to generate trust is not possible (Eschenauer et al., 2004). 
Therefore new methods for secure communication and distribution of trust values between nodes are 
needed. Provenance can play an important role in eliminating the challenges faced in developing trust 
architectures by keeping the historical behavior of nodes. Some trust models in WSNs make use of 
provenance but some of them do not. Below we have surveyed both directions. 
 

 
5.1   Standard Trust Models 
 

There are some trust models for sensor networks which do not make use of provenance. In this 
subsection, we have surveyed them and briefly summarized their approaches. 
One example of a trust model for sensor networks is TIBFIT (Krasniewski et al., 2005). In TIBFIT, a 
trust index based fault tolerance system, they keep a trust index as a quantitative measure of fidelity of 
previous event reports (Krasniewski et al., 2005). Their notion of trust is closely related to error rate of 
data produced by nodes. They keep historical correctness of nodes without calling it provenance. 
Bayesian network (Wang 
& Vassileva, 2003a; Wang & Vassileva, 2003b) and game theory techniques (Xiong & Liu, 2003) are 
two other examples of the models used for building trust in networks (Momani & Challa, 2010). 
Ganeriwal and Srivastava were the first to introduce a reputation model for sensor networks 
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(Ganeriwal 
et al., 2008). Their system is called RFSN (Reputation-based Framework for High Integrity Sensor 
Networks). Their model uses beta distribution to represent and continuously update trust and 
reputation. Their model uses direct and indirect information (second hand information) to calculate 
reputation. Their notion of trust is binary. Nodes are classified as cooperative or uncooperative based 
on their trust values. Trust is calculated as an expected value of reputation. If node’s trust is below a 
threshold, it is considered uncooperative. RFSN use a watchdog mechanism to monitor the nodes, to 
calculate the reputation and to calculate trust (Ganeriwal et al., 2008). Bayes theorem is used to 
describe the binary events as succesful and unsuccesful. They do not make use of second hand 
information and they do not mention about trust updates. 
Dai et al. calculate trust scores based on four factors: 1) path similarity 2) data similarity 3) data 
conflict 4) data deduction (Dai, et al., 2008). For data similarity they calculate distance between two 
numerical values, distance between two categorical values and distance between two string values. 
DRBTS (Distributed Reputation-based Beacon Trust System) is a system that  is primarily modeled for 
sensor networks which it is crucial to know the location of a sensor (Srinivasan et al., 2006). They 
use beacon nodes to  find the nodes  that are misreporting their places. Every beacon node is  
distributedly monitoring the 1-hop neighborhood for misbehaving nodes and updating the reputation of 
the misreporting nodes in the Neighbor-Reputation-Table (NRT). Sensor nodes use the information in 
NRT tables to decide about trustworhiness of a node based on simple majority voting scheme. 
One of the most important breaches of sensor networks is that cluster heads can be malicious 
(Crosby 
et al., 2006). Garth et al. proposes a distributed trust based framework for election of trustworthy 
cluster heads. Direct and indirect information coming from trusted nodes is used. Trust is calculated as 
the weighted calculation of the packet drop rate, data packets and control packets. Every node is 
keeping a trust table of the nodes around it and they report to the cluster head upon request. The 
second-hand information is not used so the bad mouthing effect is prevented. 
Hur et al.  has proposed a trust model for assessing trustworthiness of sensor data and to remove 
the 
data from malicious nodes (Hur et al., 2005). Their work has many similarities to a work of ours 
(Dogan, et al., 2011). However their model does not make use of provenance, the historical data. Each 
node evaluates trustworthiness of its neighbor nodes by crosschecking the neighbor nodes redundant 
sensing data with its own result. More accurate results are found out by disregarding the data coming 
from malicious nodes. Chen et al.  (Chen et al., 2007) propose a reputation-based trust which 
borrows tools from probability, statistics and mathematics analysis.  They have suggested a new 
term certainty used in trust system and they argued that the positive or negative outcomes for a 
certain event is not enough information to make a decision in WSNs. They build up a reputation space 
and trust space in WSNs, and define a transformation from reputation space to trust space. Finally, 
they discuss some important properties of them and point out some open problems in reputation 
system in WSNs. 
Xiao et al. use a Trust Voting algorithm, a sensor node consults with its neighbors to validate if its 
reading is true or not (Xiao et al., 2007). Faulty nodes do not participate in voting algorithm. 
Tanachaiwiwat et al.  (Tanachaiwiwat, et al., 2004) has built a trust routing model (TRANS) for 
sensor 
networks. In their model, nodes send probing messages to neighbours and wait for ACK messages. 
Nodes that are maliciously routing the message or dropping the message are blacklisted by the sink 
node. Traffic flow is from/to the sink. 
One of the models using beta reputation system is Connected Dominating Set (CDS)-based reputation 
monitoring system by Srinivasan et al. (Srinivasan, et al., 2008). The nodes obtain direct information 
about other nodes and store it as a beta distribution parameters tuple. 
Momani et al. build a Gaussian Reputation System for WSN (Momani, et al., 2007). Each node’s 
reported data is evaluated by its neighbour nodes.   They introduce a Bayesian probabilistic 
approach for mixing second hand information from neighbouring nodes with directly observed 
information. 
RDAT uses a beta reputation system and base station evaluates trustworthiness of nodes based on 
sensing, routing and aggregation behaviours (Ozdemir, 2008). Reliability of the system is increased 
in presence of compromised nodes. 
GTMS is a group-based trust management scheme developed by Shaikh et al. (Shaikh et al., 2006). 
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They combine centralized and distributed approaches. Their work has very similarities to our approach. 
However they do not consider faulty data sent by malicious nodes. Every group has a trust value 
which is kept at a small database at the base station. 
In Agent Based Trust and Reputation Management Sytem (ATRM) nodes store the trust and 
reputation information locally (Boukerch, et al., 2007). The network model is based on a clustered WSN 
with backbone where its core is a mobile agent system. 
 
 
5.2   Provenance Leveraged Trust Models 
 

In many sensor network applications, provenance can be used for assessing trust. In this subsection, 
we surveyed the work in literature. However not many research leveraging provenance for computing 
trust in wireless sensor networks has been done. One of the main aims of this research is to point out 
this gap in the field and encourage more researchers to invest in this topic. 
Two example wireless sensor network applications are a battlefield monitoring system and a 
supervisory control data acquisition system.  A battlefield system gathers target locations from 
multiple sources such as cameras, satellite images, vehicles, proximity sensors. Critical decisions 
are taken based on the data hence trustworthiness is a concern and can be assessed by using 
provenance. A Supervisory Control and Data Acquisition (SCADA) system collects real-time 
information from data collection points such as sensors, based on this data it performs critical tasks. A 
failure can affect the whole system. Therefore provenance is a key in preventing failures beforehead by 
finding out untrusted sources (Lim et al., 2009). 
In a multihop network, data goes through many nodes. Some techniques have been introduced in 
order to 
make sure data is not changed such as digital signature. However errors in network can be due to 
intentional misbehavior such as attacks or unintentional errors such as exhausted batteries (Wang, 
et al., 2010). In our previous work, we estimate the trustworthiness of information based on 
trustworthiness of its provider (Govindan, et al., 2011). Then we further assess the trustworthiness of 
this information based on similarity of information received from multiple paths. Our approach is 
unique in the sense that we consider both path and information correlation in trust assessment. Our 
trust model works in three steps (1)initial trust computation (2) information trust adjustment (3) 
reputation feedback (Govindan et al., 2011). In another work of us, we have designed a trust 
enhancing architecture based on provenance which restructures the network for a higher trust value 
(Dogan et al., 2011). Our system is unique in the sense that network restructuring is done based on 
provenance records. 
Orchestra is a system assessing trust and authority based on provenance. It is not specifically 
designed for wireless sensor networks. It is a data integration engine using provenance to accept or 
reject updates from neighboring nodes by examining the provenance of updates (Ives, et al., 2005). In 
the path-vector protocol used in BGP, whole path is carried during route advertisement. Nodes in the 
network trace the origins of data and accept or reject that data based on origins. 
Lim et al.  has work on using provenance to compute trustworthiness in streaming environments 
(Lim, 
et al., 2010). They implement a framework for computing trust scores of nodes and data in a network. 
Both network nodes and data items have trust values. Trust value of a network node is computed as the 
weighted sum of trust score of the node and the average of the trust values of the data items of this 
node (data items that are originated from or visiting this network node). The first score of data item 
is calculated based on the trust scores of network nodes that is in its provenance graph. It is assigned 
the minimum trust score of the nodes in the provenance graphs. This trust score is the initial score, 
later trust score is updated. The intermediate trust score is calculated both using the value and 
provenance similarity. The distribution of values for all the data items in the network is modeled. If 
the value is the data item is close to mean, it is given a bigger trust score. It is determined by value 
similarity and adjusted by provenance similarity. They 

assume that items in the same event should have similar provenance graphs, they do adjustments 
according to the provenance graph similarity. They do intuitive changes on the trust scores according 
to provenance similarity results. For instance if values are similar and if also provenance graphs are 
similar, the trust score is increased. If values are different and if also provenance graphs are different, 
the trust score is increased. If values are different but provenance graphs are same than the trust score is 
decreased. Because it means that the items are in the same event but they are generating different 
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data values. They have ran experiments on the implementation they have done. The trust scores are 
decreasing when faulty data is injected to the system. 
Zhou et al. use provenance for enforcing distributed trust management policies in networks and they 
also explore the general applicability of these techniques to sensor networks (Zhou, et al., 2007). 
They use provenance tables to trace the origins of networked data and to enforce trust policies to accept 
or reject data based on source origins. 
 
 
6. Conclusion 

 
Trust in WSNs is still an open and challenging field due to the dynamic nature of sensor networks. 
However it is a very rewarding area as most of the WSN applications are deployed in hostile environments 
such as military fields. A solid trust architecture leveraging provenance for WSNs will be a valuable 
intellectual contribution to both research and industry as WSN applications are very widely used in 
real world applications. 
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