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Abstract

Advanced Encryption Standard (AES) [1, 2] is a great research challenge. It has been developed to replace the Data
Encryption Standard (DES). AES suffers from a major limitation of Error propagation effect. To tackle this limitation,
two methods are available. One is Redundancy Based Technique and the other one is Bite Based Parity Technique. The
first one has a significant advantage of correcting any error on definite term over the second one but at the cost of higher
level of overhead and hence lowering the processing speed. In this paper we have proposed a new approach based on
the Redundancy Based Technique that would certainly speed up the process of reliable encryption and hence the
secured communication.
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1. Introduction

The redundancy based technique [3 — 6] needs two modules: encryption module and decryption module for producing
error-free cipher at the transmitter. The output cipher of the encryption module is decrypted by the decryption module.
The decrypted output is compared with the plain text to check for error. If they match, the cipher is taken to be error-
free and it is transmitted over the channel. The dual process of encryption and decryption by the technique make the
encryption process slow and costly. Below is an example to clarify the process of Redundancy Based Technique.

128-bit Message (Plain Text): Bikramjit Sarkar

Corresponding Hexadecimal values: 42 69 6b 72 61 6d 6a 69 74 20 53 61 72 6b 61 72
128-bit Cipher key (Hex): 2B 28 AB 09 7E AE F7 CF 15 D2 15 4F 16 A6 88 3C
128-bit Cipher text (Hex): FC 41 16 48 BE C0 16 A7 FC 5C 3F 43 F4 13 F4 A0

If a one-bit error is now injected in the 8™ bit position of the intermediate cipher generated after 7™ round and the
encryption process continues through 3 more rounds of AES encryption, an erroneous cipher text will be generated at
the output as follows:

8A 88 3E 2D DC 16 77 90 4D B3 05 3E CA 04 4D 0C

Now on comparing the erroneous cipher with the error free cipher we get errors in 70 bits at the cipher text. It is,
therefore, seen that a single bit error, if injected after 7" round in 8™ bit position, leads to the generation of huge number
of errors at the output cipher. Now if this erroneous cipher is decrypted back, we get a message (erroneous plain text) in
the corresponding hexadecimal values as follows:

B2 C9 A7 34 CF 60 C6 24 75 F5 4B CD 9F 97 3C 62

Now on comparing the erroneous message with the error free message (plain text), we find errors in 57 bits in the
erroneous message. This implies that that the message generated after decrypting the erroneous cipher text differs from
the original message (plain text) and that the cipher text is not supposed to be sent to the receiver. This is basically the
Redundancy Based Technique to ward off the error propagation effect of AES.
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It is clear that the Redundancy Based Technique requires the comparison of 128 bits since the plain text taken is of 128
bits. Here we propose to modify the Redundancy Based Technique that will reduce the overhead of comparison to only
16 bits.

2. Proposed Technique
We get the cipher text from the plain text after the AES encryption of 10 rounds. Here we consider that both the block
size (plain text) and the key size are of 128 bits.

Now we carry on the experiment on Redundancy Based Technique to ward off the error propagation effect of AES.
Here we require both the Encryption Module and the Decryption Module at the transmitter end. First the Longitudinal
redundancy Check (LRC) code (Odd) L, is generated from the input state (plain text) P and then P is encrypted through
the encryption module to generate the cipher text C which is then again decrypted to find P’. Again another LRC code
(0dd) L, is generated from P°. L; and L, are then compared. If the comparison proves L; and L, to be same, it means,
there is no error injected / generated in the intermediate states of the encryption process, assuming that the entire
decryption process is free from any error. The cipher text is hence considered to be error-free and is transmitted. It
should be noted that the introduction of LRC Code Generator leads to comparisons amongst only 16 pairs of bits instead
of 128 pairs of bits. The block diagram of the proposed scheme is shown in Figure 1.

2.1. Experimental results
Character wise Binary Equivalent is first generated from the plain text.

42 6 6 72 6l 6d 6a 6 74 20 53 61 72 6b 61 72
!
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
1 1 1 1 1 1 1 1 1 0 1 1 1 1 1 1
0 1 1 1 1 1 1 1 1 1 0 1 1 1 1 1
0 0 0 1 0 0 0 0 1 0 1 0 1 0 0 1
0 1 1 0 0 1 1 1 0 0 0 0 0 1 0 0
0 0 0 0 0 1 0 0 1 0 0 0 0 0 0 0
1 0 1 1 0 0 1 0 0 0 1 0 1 1 0 1
0 1 1 0 1 1 0 1 0 0 1 1 0 1 1 0

Generated Odd LRC Code (L;): 1101001110101001.

Character wise Binary Equivalent is then generated from the Decrypted Message (generated from the Original Message
after encryption and then again decryption) as before:

B2 C© A7 34 CF 6 C6 24 75 F5 48 CD 9F 97 3C 62
!
1 1 1 0 1 0 1 0 0 1 1 1 1 1 0 0
0 1 0 0 1 1 1 0 1 1 0 1 0 0 0 1
1 0 1 1 0 1 0 1 1 1 0 0 0 0 1 1
1 0 0 1 0 0 0 0 1 1 0 0 1 1 1 0
0 1 0 1 1 0 0 1 0 0 1 1 1 0 1 0
0 0 1 0 1 0 1 0 1 1 0 1 1 1 1 0
1 0 1 0 1 0 1 0 0 0 1 0 1 1 0 1
0 1 1 0 1 0 0 0 1 1 1 1 1 1 0 0

Generated Odd LRC Code (L,): 1100111101101010.
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Now L, and L,, both of 16 bits, are compared with each other and the comparison reveals that L, differs L; by 7 bits,
which implies that there were error(s) injected in the encryption process and the cipher generated is erroneous. So the
input state is again left for further processing to generate the error free cipher text to be transmitted. It should be noted
that if P and P’ be equal, L; and L, are also equal, indicating that no error has been injected / generated in the encryption
process assuming that the decryption process is entirely free from errors.

3. Conclusion

In this paper we have proposed a new approach based on the Redundancy Based Technique to tackle the error
propagation effect of AES. Redundancy Based Technique has a limitation of lower speed of encryption. According to
this method, there is a particular step of comparison of 128 pairs of bits. Our approach has minimized the overhead of
comparison from 128 pairs of bits to 16 pairs of bits. Although an additional module of LRC Code Generator that has
been introduced in our approach causes an extra overhead of the new approach, yet the proposed technique is superior.
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Figure 1. Block diagram of the proposed scheme
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