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Abstract

The Internet is being viewed as a critical component of success by the researchers, teachers and
students in the Universities and Colleges. The Objectives of thesis is to identify unproductive
network based applications responsible for consuming valuable bandwidth of University network
system and to enhance utility of productive applications on a University network. This research
work, geared towards analysis on the internet traffic network’s of Ahmadu Bello University
(ABU), Zaria as a case study. the monitoring of network traffic was conducted by bandwidth
monitoring software, a packet sniffer (using Wireshark Version 165, SVR Rev 40429) configured
as a gateway between the University network system and the internet over a 90-day monitoring
period in a schedule of 15 minutes daily, 30 minutes weekly and 2 hours monthly. The data
(packets) captures was further analysed using MATLAB which is a tool for graphing network
data from which conclusions from the graphs was drawn that ABU’s current network traffic is
underutilized and far from optimal in terms of Internet Inbound/Outbound traffic generated by its
users (staff/students). It has also been observed that defensive bandwidth management is
insufficient in respect to the institution’s aims and objectives on its network usage. This
emphasises the need for improved bandwidth management and optimization.

Keyword: Network monitoring traffic, Monitoring software (packet sniffer), Packet capture and
Traffic analysis.

1. Introduction

The rapid growth of the Internet in size, complexity and traffic types has made network
management a challenging task. The ability of a monitoring system to provide accurate
information about the nature and type of the network traffic cannot be over emphasized.
Information about who is generating the most traffic, what protocols are in use, where is the
traffic originating from or where is the destination of the traffic can be very important to solving
congestion problems. Many network administrators spend a lot of time trying to know what is
degrading the performance of their network [4]. A typical solution to congestion problem is to
upgrade network infrastructure, i.e. replace servers with high end servers and increase the
bandwidth. This solution is expensive, short term and does not scale. As soon as the upgrade is
done the congestion problem will improve for a while and later gradually deteriorate as the users
change their behavior in response to the upgrade. The alternative solution to this problem is to
deploy a scalable network traffic monitoring and analysis system, in order to understand the
dynamics of the traffic and changes in the internet and overall stability of the network. In addition
to knowing the health status of the network, monitoring of network activity also has the benefits
of detecting denial of service (DoS) and bandwidth theft attacks. In order to conduct analysis of
wide range of network behaviors, it is necessary to collect network traffic on a continuous basis
rather than as a onetime event which only captures transient behaviors that provides insight into
network problems. Collecting long term network traffic data will provide valuable information for
improving and understanding the actual network dynamics [1]

2. Background

The type of connectivity used to link the Institution to the Internet Service Provider are Leased
Line — Fiber and Leased Line — Radio link/Wireless Satellite/VSAT (3.88m Dish). The University
connects to the Cisco router, and the capacity connection for two satellite i.e. Intelsat satellite

33



Computer Engineering and Intelligent Systems www.iiste.org
ISSN 2222-1719 (Paper) ISSN 2222-2863 (Online) LAY
Vol.4, No.4,2013 IIS'E

(Downlink: 3.5Mbps/ Uplink: 512Kbps) and I- direct satellite (Downlink: 1.5Mbps/ Uplink:
512Kbps) and currently connect to the Line — Fiber with Synchronous Transport Module
level-1(SMT-1) from GLO which has a bit rate of 155.52 Mbps. The Overall capacity is:

Uplink (Mbps):156.52Mbps

Downlink (Mbps):160.52Mbps
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Figure 1: Logical Diagram of the core and Distribution Layers of the ABU Network
Figure 1 shows the core and distribution layer of the entire ABU network diagram based on the
Cisco 3-layer model. It shows has shown the major nodes and connection points in the
distribution layer of the institution’s network and shows a direct connection of the Layer 3 Switch
(MLS or ACS) to the Data Center backbone on interface Gig 1/3/3.The connections between the
network nodes are implemented with optical fibers links ( i.e. Single Mode cable ) which interlink
the nodes of the , Senate building, Institutes of Education, Faculty of Engineering, Agric, Art,
Administration, Energy Research and NAPRI e.t.c
The backbone network is based on Gigabit Ethernet technology. These connections are
implemented via single-mode optical fiber which has the following features;
i. Relatively narrow diameter, through which only one mode will propagate typically 1310 or
1550nm.
ii.  Higher transmission rate
The small core and single light-wave virtually eliminate any distortion that could result from
overlapping light pulses, providing the least signal attenuation and the highest transmission
speeds of any fiber cable type. The TCP/IP suite of protocols is the set of protocols used to
communicate across the internet. It is also widely used on many organizational networks due to
its flexibility and wide array of functionality provided [4].These TCP/IP suites of protocols are
the sources of different networked application. TCP/IP suites of protocols are assessed by
showing the percentage each of the network protocols. Moreover, the TCP/IP protocols analysis
can be used to clearly show the percentage of traffic consumption which can be used as input for
bandwidth allocation in intercampus network. The TCP/IP suites of protocols that is interested in
are: FTP, Telnet, SMTP, HTTP, TCP, UDP, ICMP, ARP, DNS, eDonkey, SNMP, DHCP, SSH,
Telnet, NetBIOS, and POP3.
2.1 Network monitoring:
Is the ongoing process of collecting information about various aspects of network
operations. By carefully analyzing this data, you can identify faults; find cases of waste
and unauthorized access, and spot trends that may indicate future problems.
Implementation is the step of implementing traffic shaping, filtering, caching, and other
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technologies within your network to help bring actual usage in line with policy. The
actions you need to take are indicated by the data collected through monitoring and
analysis, and are constrained by the network policy. Many people expect to begin the task
of bandwidth management by starting with this step. But without good monitoring
techniques, network administrators are effectively blind to the problem [5]
2.2 Network Traffic Analysis Tools
Monitoring tools are selected out of a variety of tools (Ntop, Iptarf, MRTG, Nagios
and Web sense) available today. The following features have been considered while making
the selection:
i.  Appropriateness
i.  Affordability
ii.  Lightweight
iii.  Flexibility,
iv.  Graphical support
v.  Data retention
vi.  User friendly and
vii.  Feature richness

In this research, packet sniffer is selected because it is a piece of software capable of
monitoring all network traffic. It has the following features that most monitoring tools do not
posses.

i. It is an open source tool with extensive support.

ii. It stores data for a long time.

iii. It is able to capture all incoming and outgoing traffic for example clear-text
passwords, user names and other private or sensitive details. Internet bandwidth use
by host and protocol, point to point traffic are crucial to know in order to manage
and optimize the bandwidth.

3. Statement of Problem
The ABU network is expected to have growing number of hosts with the growing number
of staff and students, the following problems are encountered:

i. A way of giving priority to traffic based on users classes, applications or time of the
day to make maximum utilization and optimization of bandwidth has not been
implemented,

ii. A mechanism that makes sure that the University bandwidth is used for the intended
purpose (Academic and research related) and discovering when it  is not in place
are not available

iii. In addition bandwidth is often consumed by low priority, bandwidth-hungry uses for
non-educational purposes.

iv. Peer-to-Peer (P2P)-based network congestion; the primary cause of the bandwidth
problems is P2P file-sharing software (such as Morpheus, Gnutella, and KaZaa).
These programs allow an individual to connect to a network of other users and
exchange music, video, and other types of files.

4. Methodology
The methodology used in this research will focus on how to enhance the Internet users
experience by eliminating processes caused by improper management and control of
bandwidth. To identify unproductive web applications responsible for consuming valuable
bandwidth of University network system through the following;
1. Selection of Monitoring Software: A software that will monitor and adequately report in

details the

network usage, identified and preferably an open source software to take care of licensing

and virus issues [6]
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ii. Installation and Configuration of Monitoring Software: Packet sniffers is installed and
configured as a monitoring server on the network. It can be accessible from any part of
the network

iii. Verification of the Configuration: The server tested on a small office network to ensure
that the configuration works well.

iv. Installation of Software on Live Network: The software is installed on the University
network operating centre.

v. Data collected (packet traffic): Data is collected from the monitoring server daily over a
period of 90 days continuously.

vi. Extraction of data: Since the research is interested in the analysis of the network usage , a
detailed analysis of data is done using MATLAB (Simulink) to figure out the type
classification of applications as productive (academic and research related) and
unproductive (personal, non academic and  non research related) activities in addition
to applications which are consuming high bandwidth [9].

5. Results and Discussion
This begins with the preparation and collection of data, which includes both
transmitted and received rates per daily (15 Minute average), weekly (30 Minute average)
and monthly (2 Hours average) of the various access points in the networks, at over the
period of three months.

A programme using M files and communication toolbox in MATLAB was used to plot the
bandwidth utilization (Traffic IN and traffic OUT) of the daily, weekly and monthly
bandwidth usage

Co
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5.1 Verification of the Configuration
After the configuration the software is tested on the server. The following tasks are
verified:
i. Search for clear-text usernames and passwords from the network,
1. Convert network traffic into human readable form,
iii. Analyze networks to detect bottlenecks and detect network intruders.
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iv. Packets captured from a local area network and the capture network traffic is based on
application.
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Figure 3 shows a Packet captured from local Area Network
The matlab programme was run and the result was as shown in the following Figures; 3.1,

3.2and 3.3.

1-  Figure 3.1 gives the line chart of plot of daily average bandwidth utilization of different
number of users of the various access points that are found within the network.

2-  Figure 3.2 gives the line chart of plot of weekly average bandwidth utilization of users of
the various access points that are found within the network.

3-  Figure 3.3 gives the line chart of plot of monthly average bandwidth utilization of users of
the various access points that are found within the network
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upload maximum is 516.3Kbps at 2 3 pm. This shows that, the ABU Internet gateway
saturate very quickly from 10:00 a.m. up to 4:00 p.m. this emphasises the need for
improved bandwidth management and optimization.
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Figure 3.2 shows that, from Monday to Friday the maximum are download 29.4Mbps at
different time i.e. 1:00pm, 11:00am, 12:00am, 11:55am and 12.05am, and a very
percentage of the university community run windows operating systems which need daily

updates of both the operating system and the antivirus software on them.
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Figure 6 Monthly Bandwidth Utilization Graphs at 2011

Finally looking Figure 3.3 reveals that there are peer-to-peer connections using ABU
context which indicates that there are users with download manager software in their
computers. These software enable heavy down loaders congest internet connection
restricting internet access to other users and servers that need global accessibility.
Websites accessed by each user of the network was identified and was found that bulk
of Internet traffic is peer to peer access and downloads of music, video and Anti-virus
updates and access of free e-mail services Although, is acknowledge that peer to peer
access and download of music, video and Anti-virus updates and free e-mail services
might be important for academic purpose.
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6 Conclusion

This network traffic analyses show there is unwise bandwidth utilization in the campus network,
and is a serious and emerging challenge for almost all organisations in the present world
information technology. Lack of appropriate bandwidth management is preventing useful Internet
access which in turn yielding low quality of academic and research works. Better management of
bandwidth makes Internet access wider especially for those who need it in actual. Unfortunately
there is relatively little understanding about the importance of managing bandwidth because of
low awareness, lack of technical staff, improper implementation of Internet usage policy, non
supportive attitude of authorities, etc. Bandwidth is a very valuable and limited resource, so there
is a need to enhance awareness level among all stakeholders- students, researchers and staff
within the university education system in addition to implement a common acceptable policy.
Policy should encourage academic and research related activities and throttle of unproductive and
individual centric activities [10]. The ICT professionals responsible for management of university
network system have to monitor network traffic and users’ behaviour continuously on network
followed by analysis of web applications eating valuable resource. Furthermore, provision of
trainings and technical tools is not sufficient for bandwidth management but there is a need to
have a rich coordination among  all stakeholders, authority and ICT staff on a common
acceptable Internet access policy.

Hence, it is a necessary condition to implement appropriate bandwidth management so as to
reduce the bandwidth starvation in the campus network.
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