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ABSTRACT 

Internal security attacks are malicious and sometimes inadvertent in nature. Although security policies, standards, awareness, 

strategies and tools currently are usually put in place, employees usually engage in risky behaviours that can jeopardize  

business interest.  The problem has become acute with the proliferation of Social Networks Services (SNS) that has now 

constitute a threat through which business enterprise data networks can be attacked, leading to information leakage and 

external intrusions. The direction of this research is to propose, develop and test a framework that can be used to guide and 

mitigate against security threats and vulnerabilities on Social Network Services. This paper presents our thoughts and 

attempt at such accomplishment. 
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1.  INTRODUCTION  

 

As humans, we are naturally social beings, socializing and 

getting new friends is a part of our lives. With great 

advances being made at this age of information technology, 

socialization has greatly increased with people being able 

to meet friends from different regions of the world by 

using social networking sites and internet (Paolillo, 2005). 

These networks enable friends to easily communicate 

online as well as share personal information and 

application like favourite music, movies, games or TV 

program. As far as employees are using business networks 

to communicate, collaborates and access data, critical 

corporate information is being introduced into a broader 

environment that is more vulnerable and difficult to 

protect. Employees have available an increasing number of 

interactive applications and devices such as smart phones 

and Personal Digital Assistants (PDA), as a result the 

frontiers between working inside or outside the company 

have disappeared(Gilberto and Edmo 2010).  

 

The growth and proliferation of Social Networks Services 

(SNS), among other threats , have made possible new 

leakage avenues for sensitive data and malware spread. To 

address these security issues, networks and security 

managers often turn to network policy management 

services such as firewalls, Intrusion Prevention System 

(IPS), antivirus, and Data Loss Prevention systems (DLP). 

The popularity of the term social networking web sites has 

been increased since 1997, and millions of people now are 

using social networking web sites to communicate with 

their friends, perform business and many other usages 

according to the interest of the users (Wajeb and Maha 

2010). Furthermore, new middleware infrastructure must 

be introduced to harness the rich personal preference and 

friendship information contained in social networking sites 

so that interaction with the local ubiquitous computing 

environment is conveniently personalized (Beach and 

Gartrell, 2008). 

 

 

 

 

 

 

 

Since the introduction of social network sites (SNSs) such 

as MySpace, facebook, Cyworld and Bebo, they have 

attracted millions of users, many of whom have integrated 

these sites into their daily practices (Boyd and Ellison, 

2007). Social Networking Services (SNS) are application 

systems that offer users functionalities for identification 

management,( i.e the representation of the own person e.g. 

in form of profile) and enable furthermore to keep in touch 

with other users (Michael, 2008).  

 

Due to the importance of SNS for companies, researcher 

should try to provide practitioners with some insights into 

success factors of SNS introduction and usage (Morone 

and Taylor, (1999). However, without a consistent strategy 

the desired control may be circumvented. As its outcome, 

this project work addresses a security framework to protect 

corporate information against the threats related to SNS. 

Example of common risks and mistakes employees make 

are (CISCO, 2008) 

• Using unauthorized programs. 

• Misuse of corporate computers. 

• Unauthorized physical and network access. 

• Misuse of passwords. 

• Transfer sensitive information between work and 

personal computers when working at home. 

 

According to (CPSU, 2011), Common features of social 

network includes 

• Minimum age requirement: Many social 

networking services have set 13years of age as 

the minimum age at which a young person can 

register as a user of the service of the service. 

This is because many of the social networking 

services are based in the US and are required to 

comply with US law which designate the age of 

13 to protect children’s privacy online, including 

their personal information.  

• Commercial advertising: Commercial advertising 

may appear on various parts of the website. 

Commercial advertising on social networking 
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sites is usually displayed to ensure that it is 

appropriate for the likely audience. If the service 

is aimed at, or likely to attract, users under the 

age of 18, social network service providers must 

follow relevant guidelines or codes for 

advertising to minors. This is one reason why it 

is important for children and young people to 

enter their correct age and how social networking 

service providers can ensure that steps are taken 

to display advertising to the appropriate 

audience. 

• Terms of service: The terms of service set out the 

legal conditions concerning use of the service 

including the minimum age requirement. An 

acceptable use policy is usually included and this 

makes clear what behaviour is and is not 

acceptable on the service i.e. harassment, 

defamation, obscene, illegal, nudity,  violent 

e.t.c. Sanctions for misuse include deletion of an 

account and/or co-operation with law 

enforcement. The terms of service are usually 

found by clicking through the tab at the bottom 

of the homepage of the site. 

• Registration process: Most social networking 

services have a registration process. This is an 

important step for authenticating user 

identification and this is usually based upon 

providing an email address and an email is the 

sent to the email address to enable the 

registration process to continue. Registration is 

also an important step for promoting safe and 

responsible process to continue. Registration is 

also an important step for promoting safe and 

responsible behaviour online. Users  are asked to 

provide a certain amount of personal data and 

agree to the terms of service. 

• Privacy and safety tools: Most social networking 

services provide privacy and safety tools to 

enable users to manage ‘who sees what’ and 

whom they interact with on the service. These 

tolls include a ‘block/remove this user’, ‘flag 

inappropriate content’ and ‘report user/ abuse’ to 

the moderator/ service and can feature in some or 

all aspects of the service for such things as 

journals, blog entries and image galleries. 

Privacy and safety tools are usually part of a 

user’s account which are accessible every time a 

user logs in. 

• Safety warnings and information: Many social 

networking services provide safety warnings and 

advice at different stages of the service. This can 

begin at the initial registration stage when users 

are asked to provide a certain amount of personal 

data and agree to the terms of service. 

 

 

 

 

 

 

 

 

 

 

 

 

2. RESEARCH PROBLEM  

 

 A threat is a potential occurrence that can have an 

undesirable effect on the system’s assets or resources and 

is a danger that may have undesirable consequences. 

Internal security attacks can be either malicious or 

inadvertent in nature. Regardless of what prompts an 

internal security breach, one thing is certain: the impact of 

internal security issues has negative repercussions on an 

organization from a technical and a business perspective. 

Awareness of information security continues to grow with 

the new reports of hackers, organized crime. Many 

enterprises have suffered losses that can no longer be 

considered a part of the cost of doing business. 

As business venture into e-commerce, the need for secure 

networks is imperative. Few organizations understand and 

qualify specific threats in order to evaluate risks accurately. 

The consequences can be extreme. Not only are some 

threats overlooked, but also resources and budgets are 

misapplied to threats that do not exist or have a minimal 

impact. 
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3. RESEARCH MOTIVATION & GOALS  

 

 Despite the security policies, standards, awareness, 

strategies and tools currently in place, employees are still 

involving in risky behaviours that put business at risk. The 

growth and proliferation of Social Networks Services 

(SNS), among other threats, have made possible new 

leakage avenues for sensitive data, and malware spread. 

This research is to address a security framework to protect 

corporate information against the threats related to Social 

Network Services 

 

We propose a security framework that addresses 

vulnerabilities on social networks and offer a dimension of 

protection against social network threats. The objectives to 

be pursued will include: 

• An extensive review literature on social networks 

services. 

• The identification of various factors contributing 

to Social Networks Services Threats. 

• An analysis of existing security policies  and 

review of existing Data Loss Prevention Policies. 

• Proposition of a framework to protect corporate 

information against the threats related to SNS 

and  

• An evaluation of  the proposed framework. 

Study Coverage  

 

This project work will consider organizations with more 

than 150 employees. The business evaluation will indicate 

a strict interdependence with SNS considering marketing 

issues and at least one or two internal incidents per week 

related to SNS. The incidents will generally relate to 

postings about companies’ projects, commercial strategies 

and unnecessary comments about employees’ activities.  

 

Research Questions 

 

The research questions that emanates from our discussions 

so far are: 

1. What are the risks most likely to encounter on 

Social networking Sites? 

2. What are the control measures over accounts on 

social networking sites? 

3. What are the appropriate tools to protect 

cooperate information when using networking 

sites? 

4. What are organizations doing in terms of safety 

use of networking sites by the employees? 

 

 

 

 

 

 

 

 

 

 

 

 

4. RESEARCH METHODS  

 

This research work being a quantitative research will adopt 

several research methodologies in order to arrive at a 

logical and acceptable conclusion.  

The numerous methods of gathering data that 

will be employed include: 

1.  Interviews – so as to receive authentic 

information on the effect of Social network threat 

on corporate organizations. 

2. Questionnaires will be employed as a 

quantitative research instrument to solicit 

responses on the level of awareness of the users 

to Social Networks Services Threats and also to 

find out if the specific organizations are aware of 

the fact that as employees are using SNS to 

communicate and access data, critical corporate 

information is being introduced into a broader 

environment that is more vulnerable and difficult 

to protect. 

3. The result from the questionnaire will be 

recorded using SPSS and analyzed with Chi-

Square. 

 

 

5.  EXPECTED CONTRIBUTION TO KNOWLEDGE 

It is expected that at the end of this research, the following 

will be achieved:  

1. The important usage of the SNS for business 

would be made known 

2. The awareness of the security threats or 

implications related to SNS. 

3. Proper configuration of security options inside 

the SNS providers. 

4. The extremely important knowing how to use 

SNS safety. 
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