Control Theory and Informatics www.iiste.org
ISSN 2224-5774 (Paper) ISSN 2225-0492 (Online) J'H.i.!
Vol.4, No.2, 2014 IIS'E

On adaptive of Generations by using--A and D-A laws

AMEER A.J. AL-SWIDI and Yiezi kadham al-talkany
University of Babylon ,College of Education for pwsciences,
Math. Department.

Waleedabd73@yahoo.com

Abstract

In this paper | will introduce some generations had encipher and decipher and applying new typaws$
(the&-A andD-A laws), to adaptive the generations.
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1.Introduction:

Shift register sequences are used in both cryppbgrand coding theory ,there is wealthy of thedrgu them
,stream ciphers based on shift registers have theenorkhorse of military cryptography since thgibaings of
electronics(cf.[1,2,3,5]) ,

A feedback shift register is made up of two pastsft register and a feedback function ,the skaffisters is a
sequences of bits ,(the length of a shift registdigured in bits ,if it is n bits long ,it is datl an n-bit shift
registers ,each time a bit is needed ,all of the ibi the shift register are shifted 1 bit to tight ,the new left
,most bit is computed as a function of the othés b the register ,the output of the shift regissel bit ,the
period of a shift register is the length of thepatitsequence before it starts repeating cryptograpiave liked
stream ciphers made up of shift registers: they easily implemented in digital hardware(cf.[4,6,7{pr

adaptive of generations | u§eA andD-A laws, where

E-A=min(max(1-c,k),max(c,1-k)E® - operation
D-A=min(max(1- &-A,k),max(E-A,1-k))= ® - operation

And this figure which show as the encipher and jutesi ,

Encipher method decipher method
p > C > E-A # D-A C > p
sender Receiver
Figure(1)

1.1.Linear feedback shift registers:

An n-stage linear feedback shift register(LFSR)ststs of a shift register R5(r,.4,....,11) and "tap" sequence
T=(t,t.1,-...,t1),where each and tis one binary digit, at each step ,hits appended to the key stream ,bjtg,r
1----,f1are shifted right ,and a new bit derived from T & inserted into the left end of the registez(se

figure(2))
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Letting R'=(rp,M".1,+.. .- ,r')) denoted the next state of R ,we see that the atatipn of R' is thus:
r=r.; i=1,...,n-1
r'=TR=L!_, ti»i mod 2
=trPtorD...... &Dtr,
Thus,
R'=HR mod 2

Where H is the nxn matrix(cf.[2,4]), an n-stageSIFFcan generate pseudo-random bit strings withiapef
2"1.

Shift register R

rn rn_]_ ......
-, Key

Y

................... rl Strean

{4

1.2.Example: Figure(2)

lllustrates a 4-stage LFSR ,with tap sequence T=¢11) ,thus there are "tap" on bifsand  the matrix H is
given by:

1 0 1 O
H 1 0 0 O

0 1 0 O

0 0 1 o0
The polynomial T(x)=S%x+1 is
primitive ,so the register will cycle through a honzero bit combinations in GP{before repeating ,starting
R in the initial state 1 0 1 O ,we have
1010
1101
0110
0011
1001

0100

0010
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0001

1000

1100

1110

1111

0111

1011

0101

The right most column gives the key stream ,K=0101D001111....
1.3.Encryption with LFSR:

The binary message streamP.P....... , Is enciphered by computing=€,@k; ,as the bits of the key stream are
generated (see figure(3)) ,deciphering is doneatty by the same way that is ,by regeneratingkthestream
and computing Rc@Pk; ,the seedlis used to initialized R for both encipheremert dacipherement .

lo — |LFsR lo —3 LFsR
P —> —— G ® » —>» P
Figure(3)
1.4.Example:

If we take a 4-stage LFSR with tap sequence T=(L86d initial state 1010,we have
K=010110010001111....

To encipher message M=101010001100111......

¢=p:®Pk; =111100011101000.......

And ,so the sender is

¢=111100011101000.......

And ,to decipher the cipher text

pi= ¢Pk; =101010001100111.....

1.5.Geffe Generator:

This key stream generator uses three LES&mbined in a nonlinear manner(see figure(4)) eivine LFSR
are inputs into a multiplexer ,and the third LFSRtrols the output of the three LFSkhe output of the Geffe
Generator can be described by
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K=(auAas) D (ap/\(-a5))

If the LFSR have length n, and n respectively ,then the linear complexity of thegmtor is (g+1)n+nzn;

J(cf.[1,2,4]).
a LFSR, (| 2-to-1
% Multiplexer K,
LFSR, —>
ag
A
LFSRs Select
Figure(4)

1.6.Generalized Geffe Generator:

Instead of choosing between two LESRis scheme chooses between K-LEZR long as k is a power of
2,there are k+1 LFSRotal(see figure(5)) ,LFSR.; must be closed lgjtimes faster than the other k-LFSR

LFSR, [

2-to-1

Multiplexer K,

—>
LFSR* (|
A
P Select

LFRS,

Figure(5)

1.7.Encryption with Geffe Generator:

The binary message stream pp.. ...
generated (see figure(6)) ,deciphering is doneatty by the same way that is ,by regeneratingkehestream
and computing;&ki=p;.

, is enciphered by computing=p,@Pk; ,as the bits of the key stream are
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a LFSR, (| 2-t0-1 a LFSR, [ 2-t0-1
a; Multiplexe a; Multiplexe
LFSR, | d - LFSR, |-» d u
& Ki & Ki
A A
Selec Selec
LFSR; LFSR;
v © v
i . —» —>» C > — P
Simile: ™' r Generalized Geffe Generator,
Figure(6)
LFSRy [ 2-to-1 LFSR, [ 2-to-1
Multiplexe Multiplexe
d | d |
|_|:5R2'< - K; LFSRZk - K;
A A
Selec Selec
LFRS* LFRS*
y & , 7
A A
Di —» —» C > —» P
Figure(7)
1.8.Example:

If we take a 4-stage LFSRFSR, and LFSRwith the same tap sequence T=(1001),with initiatest
(1101),(0011) and(0101) respectively ,then thedtegam is

a=LFSR, 8=LFSR, a=LFSR
1- 1101 0011 0101
2- 0110 1001 1010
3- 0011 0100 1101
4- 1001 0010 0110
5- 0100 0001 0011
6- 0010 1000 1001
7- 0001 1100 0100
8- 1000 1110 0010
9- 1100 1111 0001
10- 1110 0111 1000
11- 1111 1011 1100
12- 0111 0101 1110
13- 1011 1010 1111
14 0101 1101 0111
15- 1010 0110 1011
periodic 1101 0011 0101
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Where ,

Ki=(asAag) D (A (-ag)) , and A1=1 ,1A0=0 ,001=0 ,0\0=0,-1=0,-0=1 ,then
&=101100100011110.............
&=110010001111010.............
8=101011001000111.............
-8,=010100110111000...........
and
Ki=111000000111110.............
Now to encipher the message=110111010000110.......
c=piDk;

=001111010111000.........
And decipher ,is
pi=CDki

=110111010000110.......

1.9.Feedback with carry shift registers:

A feedback with carry shift register ,or FCSR imitdr to A LFSR ,both have a shift register an@adback
function ,the difference is that a FCSR also hearay register (see figure(8nstead of XOR,

all the bits in the tap sequence ,add the bitsthegeand add in the contents of the carry regjtherresult mod2
becomes the new bit ,the result divided by 2 beaotime new content of the carry register(cf.[5,6A))
example of a 3-bit FCSR tapped at the first andmsédit ,its initial state is 001 ,and the inittaintent of the
carry register is 0 ,the output bit is the rightatbit of the shift register ,

New bit=Ctapped position + carry )mod2

New carry=p tapped position +carry)div2

Shift register Carry register
001 0
100 01
010 Oc
101
110
111
011
101
010
001
000
100

And the length of carry shift register=dg-number of tapped position ,and has period of(d€e figure( 8 ))

I ===

<L Q2L R R ILR RS
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surm
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The maximum period of a FCSR is n8t12,where n is the length of the shift registee jthaximum period is g-
1, where q is the connection integer ,this nungezs the taps and is defined by:

q=2q+2%p+ 2"t .......... +2'g,-1 ,g-must prime .

1.10.encryption with FCSR :

the binary message stream pp........ , is encipher by computing=p,@k; ,as the bits of the key stream(see
figure(9)),
Sum Sum
o I-->|b=| boy [ [ [Tz [ b moda !—»lbill bor [ [ [ba[ba]
SU J! } \ SUM g ‘
3" t v
SLM i sum k
Div 2 Diw2
& B
b > —p U = —&» P
Figure(3]
1.11.Example:-

If we take a 3-bit FCRS at the first and seconditsitinitial value is 001 ,and the initial contermtf the carry
register is 0,then

K;=10010111010.........

To encipher the message

pi=11011101011....

c=pidki
=01001010001.......

And decipher is

Pi=Cibk;

=11011101011.......

45



Control Theory and Informatics www.iiste.org
ISSN 2224-5774 (Paper) ISSN 2225-0492 (Online) J'H.i.!
Vol.4, No.2, 2014 IIS'E

1.12.Nonlinear-feedback shift registers:

It is easy to imagine a more complicated feedbagkience than the ones used in LE&GRFCSR ,the problem
is that there isn't any mathematical theory thata@alyze them ,in particular there is some probleiith
nonlinear-feedback shift register sequence[cf.j4]6,

As ,a 3-bit shift register with the following feeattk function the new bit is the first bit times #exond bit ,if it
is initialized with the value 110 ,it produces tblowing sequence of internal states,

[b:  [bz b |

o

—*  Out put bit

Figure(10]

110
011
101
010
001
000

000

And so forever ,the output sequence is the strfdgast significant bits :
K;=01101000000............
1.13.Encryption with nonlinear FSR:

The binary message stream gp......... ,is encipher by computing=p;@k; ,as the bits of key stream ,

by [b: b | [hs

[b: [l

i

!

Figure(11]
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1.14.Example:

If we take a 3-bit nonlinear FSR at the first bités the second bit ,if it is initialized with thalue 110 ,then
K;=0110100000............
To encipher the message
P=1101011101........
C=piDk;
=1011111101.....
And decipher is
pi=CDki
=1101011101...........
2.0n adaptive of generations:
2.1A - Linear feedback shift registers:

The binary message stream pp.. ..., is enciphered by computing=g;@®k; ,as the bits of the key stream are
generated and by usi@A andD-A laws we can develop the generating for more coxtylevhere the
encipher by using thé-A law and the deciphering is done by ushw law (see figure (12)) .

Where

E-A=min(max(1-c,k),max(c,1-k))

D-A=min(max(1- €-A,k),max(€-A,1-k))

The encryption

LF5R
l; "
é} out put
—

And decryption

LFR%

Figure(12]

}—T@—T@

2.2.Example:

If we take a 4-stage LFSR with tap sequence T=(L86d initial state 1010,we have
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K=010110010001111....
To encipher message=p0101010.......
¢=pPk; =01110011.........

E-A=min(max(1-c,k),max(c,1-k))
=min(max(1-0,0),max(0,1-0)

=min(1,1)
=1
And another states we can computes ,and so that
The sender is ,
&€-A=11010101..........
And ,to decipher the cipher text

D-A=min(max(1- €-A,k),max(€-A,1-k))
=min(max(1-1,0),max(1,1-0))

=min(0,1)
=0
And another states we can computes ,and so that
D-A=01110011..............
pi= D-A Dk
=00101010...............
2.3A -Geffe Generator:

The binary message stream pp.. ..., is enciphered by computing=g;@Bk; ,as the bits of the key stream are
generated and by usi@A andD-A laws we can develop the generating for more coxtylevhere the
encipher by using th&-A law and the deciphering is done by ushw law (see figure(13)).
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The encryption

The encryption
a LFSRs [ 2-to-1
. K
rAultipl exer
EH LF5R: —
=H T
LFSR: Zelect
1?5 (=) output
» — —
And decryption
a LFZRs | —] 2-to-1
rAultiplexer K
az LF5Rz i
Figure(13)
EE I
LFSR: Select
¢ ¥
JrE—
Fs

2.4.Example:

If we take a 4-stage LFSRFSR, and LFSRwith the same tap sequence T=(1001),with initiatest
(1101),(0011) and(0101) respectively ,then thedtesam is

&=10110010.............
8=11001000.............
a&=10101100.............
-8;.=01010011...........
and
K;=11100000.............
Now to encipher the message=}0010101.........
C=piDk;
=01110101.........
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E-A=min(max(1-c,k),max(c,1-k))
=min(max(1-0,1),max(0,1-1)

=min(1,0)

=0
And another states we can computes ,and so that
The sender is€-A=01101010...............
And ,to decipher the cipher text

D-A=min(max(1- €-A,k),max(€-A,1-k))
=min(max(1-0,1),max(0,1-1))
=min(1,0)
=0

And another states we can computes ,and so that

D-A=01110101...........
pi= D-A Dk

=10010101.......
2.5A -Feedback with carry shift registers:

Now to develop the FCSR we use 814 andD-A laws, where the encipher by using thé-A law and the
deciphering is done by usii)A law (see figure(14)) .

The encryption
Sum
o of 1

surm K

sum

Driv 2

#
B — » DUt put

And decrypiion

sUm

Figure(14)]

aum
Diw2
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2.6.Example

If we take a 3-bit FCRS at the first and seconditsitinitial value is 001 ,and the initial contsmif the carry

register is 0,then

K;=10010111010.........

To encipher the message

P=1010010101.....

C=pi®k =0011001000......

E-A=min(max(1-c,k),max(c,1-k))
=min(max(1-0,1),max(0,1-1))
=min(1,0)
=0

And another states we can computes ,and so that

The sender is,

&-A=0101101010.........

And ,to decipher the cipher text

D-A=min(max(1- &-A,k),max(€-A,1-k))
=min(max(1-0,1),max(0,1-1))
=min(1,0)
=0

And another states we can computes ,and so that

D-A=0011001000...........

pi= D-A Dk

=1010010101.......
2.7 A -Nonlinear-feedback shift registers:

Now to develop the Nonlinear-feedback shift registee use thé-A andD-A laws, where the encipher by

using the &-A law and the deciphering is done by uswA law (see figure(15)) .

The encryption

Man-LF3R

o]

Y

a P rypiion

Mon-LFsR [ —

o | "

2.8.Example:

_.,@' p Cutput

Figure(l5]

If we take a 3-bit nonlinear FSR at the first bites the second bit ,if it is initialized with tkalue 110 ,then

Ki=0110100000............
To encipher the message
P=10110101........
¢=pPki=11011101.....
E-A=min(max(1-c,k),max(c,1-k))
=min(max(1-1,0),max(1,1-0))
=min(0,1)
=0
And another states we can computes ,and so that
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The sender is ,
&-A=01001010...........
And ,to decipher the cipher text
D-A=min(max(1- &-A,k),max(€-A,1-k))
=min(max(1-0,0),max(0,1-0))
=min(1,1)
=1
And another states we can computes ,and so that
D-A=11011101...........
pi= D-A $ki=10110101.......
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