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Abstract

A behavioral biometric such as keystroke dynamibgciv makes use of the typing cadence of an Indalidan
be used to strengthen existing security technigtfestively and cheaply. Due to the ballistic (sematonomous)
nature of the typing behavior it is difficult to parsonate, making it useful as a biometric. Theeefo this
paper, we provide a basic background of the bebaaidasis behind the use of keystroke dynamicsalse
discuss the data acquisition methods, approachgshenperformance of the methods used by researarer
standard computer keyboards. In this survey, we fitat the use and acceptance of this biometritdcbe
increased by development of standardized databassiginment of nomenclature for features, developrog
common data interchange formats, establishmentatbpols for evaluating methods, and resolutioprfacy
issues.
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Introduction

For user authentication and identification in coteplased applications, there is a need for siniple;cost

and unobtrusive device. A user can be defined psrson who attempts to access information storethen
computer or online using standard input device siscthe keyboard. Use of biometrics such as faugerfprints

and signature requires additional tools to acqthiee biometric which leads to an increase in cddse of a
behavioral biometric which makes use of the typpagtern of an individual can be obtained using tengs
systems such as the standard keyboard, makingiiteapensive and extremely attractive techniques Ofnthe

major advantages of this biometric is that it isatrusive and can be applied covertly to augneisting

cyber-security systems.

A biometric system can be divided into two categ®tiased on the type of application

— authentication and identification. Authenticatisrthe process of determining whether

someone is, in fact, who they claim to be. Thishantication process is often categorized by the bamof

factors that they incorporate [25]:

1) something you know (e.g., a password),

2) something you have (e.g., token, certificatepHage etc.),

3) something you are (e.g., biometrics finger prins scan, etc.). A strong authentication is mefd to a
combination of two or three of these processesth@rother hand identification is the process obeisding the
person with an identity [76]. In this process, fystem seeks to gain knowledge about the subjecassociate
it with either a set of pre-defined or unknown itiées.

Behavioural biometrics depends on detecting the behavioural featureseofiser, such as signature, voice, and
keystroke dynamics. Keystroke Dynamics is inexpansd implement because typing pattern of an iddis
can be obtained using existing systems keyboarthidrmpaper we have clearly identified the workdzhen

the Behavioural Characteristics of the user.

The behavioural biometric of Keystroke Dynamicthis manner and rhythm in which an

individual types characters on a keyboard or keypae keystroke rhythms of a user are measureéveldp a
unique biometric template of the users typing patfer future authentication. Raw measurements|alvisi
from every keyboard can be recorded to determinellCme (the time a key pressed) and Flight tinte time
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between"key up" and the next "key down"). Key htitde or dwell time is defined as the time for whieach
keystroke was pressed. The keystroke latency isdah#ination of the hold and flight times.In othvesrds, the
system verifies how a person types. Keystroke

verification techniques can be categorized as egtaic or continuous. Keystroke Dynamics Sta#dfication
system approaches study keystroke characterigtespecific time. Continuous verification, on thtber hand,
examines the user’s typing behavior , throughoet ititeraction time. Time-features can be extradteth
keystroke data in many ways, such as studying kalyestlatency, duration of key hold, pressure ofsteke,
frequency of word errors, and typing rate. Howevest all of these methods are widely used. Keystrok
solutions are usually measured in three ways:

dwell time — how long a key is pressed, flight timmbow long it takes to move from one key to angthad key
code.

The recorded keystroke timing data is then prockesiseugh a unique neural algorithm, which detegsia
primary pattern for future comparison. Similarlyhnation information may be used to create a patter future
use in both identification and authentication tagkata needed to analyze keystroke dynamics israuta

by keystroke logging.

Hold/Dwell Time
Flight Time

() O

Figure 2: Keystroke Dynamics

Conclusion

A functional structure made up of holons is callealarchy. The holons, in coordination with the loca
environment, function as autonomous wholes in sopdination to their parts, while as dependent ant
subordination to their higher level controllers. $hsetting up the WOZIP, holonic attributes suchwtenomy
and cooperation must have been integrated int@lévant components. The computational scheme OZ\W

is novel as it makes use of several manufacturiagameters: utilisation, disturbance, and idlend@$ese
variables were at first separately forecasted bgmaef exponential smoothing, and then conjoirdlyrulated
with two constant parameters, namely the numbemacthines and their maximum utilisation. As validiate
through mock-up data analysis, the practicabilftyM®DZIP is encouraging and promising.

Suggested future works include developing a softwpackage to facilitate the WOZIP data input and
conversion processes, exploring the use of WOZIthénother forms of labour-intensive manufactur{egy.
flow-line production and work-cell assembly), artthehing a costing framework to determine the dpecost

of each resource or to help minimise the aggregageof production.
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