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Abstract 
The adoption and provision of e-services in e-governance systems is on the increase.  However, the privacy and 
security expectations of users (citizens) are not always factored into the design and development of the product or 
service leading to reduced acceptability, reduced trust and unfavorable attitudes of the users towards the products 
or services. The objective of the study was to explore this phenomenon in detail and to suggest a Participatory-
Based Approach in e-service product development that solicits user experiences into the development of the 
electronic product or service. A qualitative Research Method was adopted using semi-structured interviews with 
five (5) departments in Ghana offering e-services to the citizenry. The data gathered was analyzed using grounded 
theory to ascertain the level of involvement of user expectations in the security and privacy aspect of e-service 
product development. The results showed that e-product development is a multi-stakeholder project and has an 
effect on e-product development, user privacy and security expectations is passively considered and with variety 
of challenges in actively infusing and actively involving users in e-product development. Based on the results, a 
Participatory-Based Approach was proposed for adoption by the e-government system owners to include users and 
their expectation in the development of e-service products to ensure improved security and privacy culture among 
all stakeholders in the E-service value chain in E-governance systems. 
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1.0 Introduction  
The growth and expansion of technology in general and the internet in particular is in ascendancy [1] .  This has 
led to a massive adoption of technology in the provision of services due to its efficiency, effectiveness, cost 
reductions and others [2].  According to [1], over half of the world population is currently online and of this number, 
51.2% representing, 3.9 million people are using the internet. Even though this is a monumental step towards 
global cyber-inclusiveness, it also poses a security threat to the users of this online services, who are usually 
vulnerable to cyber exploitation [3]. 
 
The provision of government services and information in electronic form to citizens and other relevant stakeholders 
known as E-government has become the new modus operandi in the digital revolution [4, 5]. It plays a 
complementary role to the traditional government activities and provides flexible services, 24/7 presence, 
interactivity, among others. 
 
 E-service systems owners, realizing the ubiquity of the users (citizen) of the internet, have developed e-services 
and products for the citizens with its attendant problems of security and privacy of users. However, many of these 
products and services do not incorporate the user security and privacy expectation into the development of the 
products [6, 2, 7,8]. 
 
A lot of calls have been made to developers of e-service products and services to involve user experience in privacy 
and security design [9, 10]. This call is necessitated by the fact that, it will foster value for the product, increase 
acceptability and to prevent user resistance to the service provided. [8] opined that, user involvement could be 
consultative, informative and or participative (figure 1) and that user involvement has the advantage of leading to 
system acceptance, user understanding and increased participation. 
 



Information and Knowledge Management                                                                                                                                        www.iiste.org 

ISSN 2224-5758 (Paper) ISSN 2224-896X (Online)  

Vol.10, No.7, 2020 

 

81 

 

 Consultative                    informative                   participative 

Figure1. How users are involved 

 

Notwithstanding the fact that privacy and security issues have been highlighted in the development and delivery 
of e-services, little is done in engaging users and including their expectations in the security and privacy design of 
the services [11, 12].  This often leads to the development of e-services that do not capture the needed security and 
privacy issues of users. Thus, the study sought to explore the phenomenon of user involvement in the privacy and 
security aspect of the e-service or product development. 
 
 To be able to effectively explore this phenomenon in detail and solve the problem, the researcher asked a broad 
question, “Are user privacy and security expectations factored into the design and development of E-service 
products and services?” This broad question was broken down into three sub research questions as follows: 

a. To what extend are stakeholders involved in the design and development of e-service/product? 
b. How are user security and privacy expectations captured and infused into the design and development of 

e-service/product? 
c. Why are user security and privacy concerns not explicitly obtained and infused into the design and 

development of e-products/services? 
 
The rest of the study is structured as follows; section 2 is the methodology, section 3 is the results of the study, 
section 4 is the discussion of the study, whiles section 5 is the policy proposal, section 6 is the conclusion of the 
study and finally, the references are in section 7. 

2. Methodology 
In an attempt to address the problem and the research questions posed, the researcher adopted an exploratory 
qualitative research, which is an approach focused on a specific case of a department offering e-services. The idea 
behind qualitative research is to gain experience into the construction of reality; abstracting the world as it is seen 
or felt or experienced and or interpreted by the people in their daily lives [13]. We concentrated on five (5) 
departments offering e-services to the citizens of Ghana using a case study research. A case study is a detail study 
of a situation and it is used to evaluate the veracity or authenticity of an issue[3, 14].  It involves detailed study 
and analysis of a particular object or an occurrence such as an individual, a system, an entity or a group. [15] 
contends that, it is ideal in using the “falsification” test, i.e. if one of the observed phenomenon does not fit with 
the proposition, it is not considered for generalizations.  Notwithstanding the fact, that the phenomenon under 
study is not usually under the control of the researcher, the case study strategy provides relevant knowledge and 
insights about a given phenomenon in real-life context [16]. It provides an in-depth understanding of a case and 
the interaction between the case and the phenomenon [17]. The sources of data used in case study research are 
documents, observations and the use of interviews to get a deeper understanding of the case under study. Thus the 
approach was consequently adopted and sample selected for the study. 
 
2.1 Sampling and Sampling Technique  
Data gathered in the qualitative domain are usually extensive; the need to be deciphered [18]. A number of methods 
can be used to gather data for a qualitative study including non- probabilistic sampling technique i.e. purposive, 
snowballing, theory-based, criterion-based, random, triangulation and mixed sampling methods [19,20]. The 
probabilistic methods such as random sampling and its variants and others are used in the quantitative settings. 
 
This study used the purposive sampling technique which is one of the non-probabilistic methods used in selecting 
a population for a study.  Five heads of departments who are involved in the development and creating the e-
service products and services were chosen. Purposive sampling is where the researcher chooses a sample because 
of the characteristics of that sample [21]. Based on this, heads of e-service products of these departments were 
chosen and included in the study. The participants were chosen because they all possessed both intrinsic and 
extrinsic knowledge about the phenomenon under study; they were actively involved and leading the teams that 
design and develop e-products and services for the public in the E-governance systems and hence were recruited 
for the interview process.  
 
2.2 Conducting the Interview 
Questionnaires can be used in both quantitative and qualitative settings.  However, interviews are the most 
dominant tool in qualitative research [22]. They stated that it is used to obtain research related data mainly about 
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attitudes, opinions, motivations and knowledge of people. Interview can be structured, semi-structured, and open-
ended and or closed ended. We adopted the semi-structured by asking general questions and narrowing it to 
specifics of interest also known as the Funnel method. [23].  We used semi-structured interviews based on a 
compact list of three fairly generic themes covering the three research questions. We adopted this method because 
of its flexibility, ability to gain in-depth knowledge and ability to focus on a specific area. Participants were asked 
to fill a biodata form to enable us obtain demographic features such as gender, age, job specifications etc. We 
asked general questions which involved work experiences and then narrowed down to the specific broad themes 
of our study research questions on how an e-service product is developed; inception of the idea, stakeholder 
involvement in the entire process. We asked how requirements are gathered and who are involved during the 
requirements gathering stage and why? We asked whether user security and privacy expectations are factored into 
the design and development and whether user security satisfaction was considered important and finally whether 
there are privacy and security challenges during the design and development of e-service products and services. 
 
The interviews were conducted remotely using zoom and face-to-face interviews and was recorded and later on 
transcribed. To ascertain the veracity, reliability and the validity of our interview items, a focus group pilot study 
was carried out using two experts in e-product design and development. This made us to spot errors and 
mismatches in our tool a priori before the main full scale interviews were conducted. 
 
2.3 Data Analysis 
Data analysis process in qualitative study included, data reduction, data display and drawing conclusion. The form 
of analysis usually adopted for the qualitative researcher is basically content analysis [13]. He opined that the aim 
is to extract meaning from what the respondent have said and this can be done using the intuitive or holistic-
intuitive in which the researcher immerses himself or herself in the data gathered by reading the entire recording 
of the interview repeatedly to decipher the real meaning of the respondent. On the contrary, another method is that, 
the entire recorded data is broken down into smaller statement units (deconstruction) also called atomistic logical 
approach. These units are later recombined by meaning and thematic headings (Reconstruction). For the purpose 
of this study, we adopted both approaches to analyze the data.  The interview responses were transcribed adopting 
grounded theory and making use of the procedure proposed by [24]). The interview and the analysis were both 
carried out by the researchers during their regular meetings where holistic–intuitive and atomistic logical 
approaches were used. The results from it were compared, reviewed and disagreements and differences ironed out 
and the final results written down according to themes.  
 
2.4 Ensuring Reliability and Validity  
To ensure that the findings of a qualitative research is accepted, the reliability and the validity of the study questions 
must be ensured [25]. [26] stated that many authors regard the findings from qualitative study as more interesting 
than quantitative, but the analysis of the gathered data remains a problem and that qualitative data is “an attractive 
mess”. Reliability of a qualitative research can be equated to stability [27]; reproducibility of the study by a 
qualified researcher. It is also called confirmability [8]. [29] stated that validity is same as accuracy; it truly 
represents the features that were set out to be studied. [27] added truthfulness to accuracy, [28] emphasized 
credibility while [30] added usefulness as shown in the table below: 
 
Table 1:  Reliability and validity in qualitative research studies 

        Property Characteristic                           Description 
   
Reliability  

Stability The procedure could be reproduced by 
another researcher 

Confirmability Another researcher would obtain similar results 

 
Internal Validity 

Accuracy The representations of the object of study and the 
findings are not distorted 

Truthfulness The project is presented without being biased by the 
researcher’s preconceptions 

 
External Validity 

Credibility The findings make sense to knowledgeable 
Observers 

Usefulness The practical implications of the findings 
are spelled out in a realistic way 

                          Adopted from Cropley(2019) 
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We therefore ensured that, our study had reliability (stability and confirmabilty), internal validity (accuracy and 
truthfulness) and external validity (credibility and usefulness) as proposed by [13]. 
 

3. Results 
The study was conducted using Administrative Department in Ghana that provides e-services to the citizenry. The 
identified staff who are in-charge of e-products development and deployment were chosen because they provide 
electronic services to the people of Ghana and are in charge of e-product development (Epayslip). The E-pay slip 
system was chosen because many people who take their salary from Government are all hooked up in that system, 
the system has led to fraud emanating from the user point of view and is susceptible to other kinds of frauds.  The 
department has about 2000 staff and about million users (citizens). We focused on the delivering of e-pay slip 
because many staff are on the platform and there are reported cases of security breaches in that regard. 
 
3.1 Stakeholder Involvement in the Development of E-Service 
We found out that, the development and deployment of an e-service is a multi-stakeholder affair comprising many 
actors such as the system analyst, chief-Directors, programmers and key staff of the IT department.  They use 
different development paradigms including prototyping and other agile methodologies for their product and 
services. It was realized that, the concentration of the stakeholders in the development of the e-service has been 
ease of use, functional requirements of users, legal and regulatory efforts. There were consideration of security 
issues with little involvement of users’ expectations at this stage. 
 
3.2 Trust, Privacy and Security Concerns of Users 
All the people interviewed agreed that, trust, privacy and security of users were crucial for user acceptance of the 
e-product/service. They indicated that, they know what security features users need and thus, without consulting 
them (users), they can develop the product/service to meet their user expectations. The system has a provision for 
cyber training, end-end encryption and incident reporting systems but these are not explicitly known by the users. 
 
3.2.1 Building Security Culture  
We employed the participants about how they factor security and privacy issues in the development of e-service 
products. Our study showed that 4 people out of five think that security is mainly considered as an issue for only 
the technical team in the organization. One respondent indicated that, the team (technical team) knows everything 
and that they were responsible for security & privacy matters and thus they could take care of it. 
 
3.4 Security and Privacy Challenges in E-service Product Development 
All five participants mentioned limited budgets, lack of skills by the teams, limited time frame, lack of education, 
cost of internet, availability (high rate of downtime), etc. leading to project creeping or scope overruns with its 
resultant effects.  
 

4. Discussion  
The study was conducted to ascertain how the privacy and security expectations of users are factored into the 
design and development of e-products/ services using the qualitative research approach. Factoring users or their 
privacy and security expectations into the design and development of products is key to the success and 
acceptability of the product as this promotes trust and acceptability of the provided service. A product can be a 
service, physical product or even an idea. [31]. When a product is developed without the explicit involvement of 
users and or their expectations, such products fail to achieve its intended commercial purpose. This is what the 
study sought to explore by looking at level of stakeholders’ involvement in the life cycle of an e-product. 
 
The extend of stakeholder involvement, our results and findings indicated that, there was some level of 
involvement of stakeholders which is in tandem with [32]. However, the involvement was passive because the 
team were of the view that, the privacy and security consideration of the e-product was the preserve of the technical 
team and that there was no need to directly involve the real users and their expectations. This stand is 
counterproductive since products developed without the active involvement of the real users (stakeholders) may 
lead to products and services that do not meet user expectations and not achieve commercial success [33]. It may 
also lead to products with vulnerable security and privacy loopholes that can be exploited by cybercriminals with 
its adverse consequences. It stands to reason that, if security and privacy issues of users are not explicitly factored 
into the development of the e-product and services, it can lead to security breaches if cybercriminals adopt social 
engineering attacks strategies since social engineering uses more of the vulnerability inherent in users. [12, 34]. 
Thus, stakeholders affect decision-making process and if the user who is the ultimate beneficiary of the service is 
not actively involved, it can make even the product development quite cumbersome leading to failed products [35]. 
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On whether user Security and privacy is factored into the design of e-products,  the study showed that even though 
stakeholders held that view that, security and privacy is key in the product development to maximize acceptability 
and usability, they considered it as a preserve for only the technical team members; this assertion is flawed since 
security and privacy involves everybody who is connected to the system’s value chain, and most especially the 
users; hence considering it as purely a technical issue to be handled and managed by only technical teams alone 
will lead to incomplete security with high level of vulnerability [34,]. Surface it to say that, users by nature may 
not know what they want until they see and use the system, thus for the tech team to suggest that, they know what 
user security and privacy issues are and therefore no need to actively involve the user may lead to developing 
products and services that have low usability, low acceptance, and in most cases, complete refusal to use the 
product or service. Hence user involvement is crucial in such product development to ensure user satisfaction, 
favorable attitudes towards the systems and high acceptability [2, 36]. 
 
On why privacy and security issues not usually factored into the design of e-products and services, our findings 
suggest that, a number of problem exist in the design and development of e-service including but not limited to 
budgeting constants, lack of skilled privacy and security experts in the e-service departments, illiteracy of users 
(citizens) etc. It is however worthy of note that, as a multi-stakeholder project, issues of communication among 
teams is bound to be a problem. This often leads to misunderstandings resulting in ineffective e-products/services. 
E-service project owners sometimes see security as a trivial component of the process and thus assign less 
resources to that effect. This has the potential to affect the development team’s budget and lead to them glossing 
over serious functional security and privacy requirements. Again, since e-product design and development 
involves many groups with differing expertise, motivations and constraints, it poses a challenge to have all of them 
agreeing to implement the required security and privacy controls in the e-service development phases, often 
leading to the making of assumptions. 
 

5. Policy proposal 
Based on the results and findings of our study, it was realized that active involvement of users and or their 
expectations in the development of e-products is beneficial in creating useful and usable products. Hence, we 
proposed that security and privacy of users is key in developing e-products that have high usability, acceptability 
and favorable attitude of users. This can only be achieved if the real users of the products and or their expectations 
are actively involved using the participatory development process where the user needs and the users are actively 
catered for. Specifically, we propose the following: 
a. The need for consideration of user security and privacy concerns to be fully integrated and fully involved in the 
product life cycle of e-services to ensure usability, acceptability and to reduce user resistance to e-products/service 
offered to the citizens. 
b. Instead of few people handling the product development from start to end, there is need for diversification of 
skill set including security & privacy expert to be part of the life cycle of the e-services and including the users at 
every stage to provide their input in the language of their own. 
c. There is need for education of product development teams to appreciate and infuse user cyber security and 
privacy expectations into the development of e-products using the mixed user involvement paradigm: informative, 

consultative and participative forms during the life cycle of the product。 
 

6. Conclusion and Future Research 
Our study was about the infusion of user security and privacy expectations into the design and development of e-
products/services using a case study. It was concluded that e-product development is multi-stakeholder in nature 
and this has an impact on decision-making process. The results highlighted the need for appropriate stakeholder 
involvement in the entire e-product life cycle including privacy and security. we argued that, there is need for a 
systematic approach that is participatory in nature to harness all the expertise and skills set of all stakeholders and 
users in the security and privacy design and development of e-products.  It was concluded that user security and 
privacy expectations were not explicitly and clearly factored into the design process and this leads to products that 
do not meet its intended commercial success due to low usability, unfavorable attitudes toward the system, cyber 
exploitation of security and privacy vulnerability in the products. We identified that a couple of challenges exist 
in the design and development of the e-services /products relative to security and privacy and that there is a need 
to explicitly involve users in the design and development of e-products and services to enhance user acceptability, 
favorable attitudes towards e-products and overall user security and privacy. Thus, while e-products will continue 
to dominate society due to the exponential growth in digitization and digitalization, involving and including the 
security and privacy and expectations of users in the development of these products will lead to secure products, 
and higher acceptability of these products. In future, a study on the user perception on e-service products and 
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services is needed to ascertain the level of users in the context of privacy, security and user data integrity and 
protection. 
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