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Abstract

In this paper we developed security architecturegte higher learning institutions in Tanzania whaonsiders
security measures to be taken at different levehefhigher learning institutions’ data warehousghidgecture.
The primary objectives of the study was to idensi&curity requirements of the higher learning totitins data
warehouses and then study the existing securitieisgsin and finally develop and architecture basedhe
requirements extracted from the study. The studg waried at three different universities in Tanaaly
carrying out interviews, study of the existing gyss in respective institutions and a literatureewvof the
existing data warehouses systems and architectlinesresult was the security requirements idewtifidnich
lead to the development of the security architectamprising security in source systems, data,semdces to
be offered by the DW, applications which use DWiwwoeks and other physical infrastructure focusinmg o
security controls like authentication, role-basedess control, role separation of privileged usstitmage of data,
secure transfer of data, protective monitoringfusibn detection, penetration testing, trusted/seemdpoints
and physical protection.
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1. INTRODUCTION

Higher learning institutions (HLIS) as the drivef development in society required to maintain aacyr
decision making based on facts derived from thestation and legacy systems and integrated inehesitory
which stores aggregate and historical which shoags$ pusiness transactions and decisions. The tepesiand
associated technologies are known as data warelmouses immerged as one of the important tool tilifate

decision making in academic institutions (Breife& Light.D, 2006).

The quality of decision making and analysis perfednbased on data warehouse depends on the integrity
accuracy and consistence of the data in the datahwase. Furthermore the HLIs transaction systeras a
residing in different institutions and departmentsch possess different security policies, legaispliction and
level of confidentiality of the data in questiorarFexample, it is illegal to expose students’ ppedalata in USA
(ISACF (1998a)).

Also due to distribution nature and heterogeneftyhe source systems in HLIs the vulnerability bé tDWs
systems from the source systems, staging areas trdaisferring tools and the applications which enake of
the DWs data become high.

The aim of this paper is to discuss the securiguirements of the HLI DW and gives an overview loé t
security architecture model of the HLI DW. The miodél be developed focusing on the five data wanete

goals which relates to security issues namely abdity, confidentiality, integrity, Reliability,dgal/compliance
(FERPA,2013) and shows the structure, controldst(technologies and protocols) at different HMVDayers

which addresses the identified requirements.

2. DATAWAREHOUSING IN HIGHER LERANING INSTITUTIONS

Higher learning institutions have distinct informeat systems which support different types of decisilike

administrative information systems, learning mamagyet systems and assessment information systeraggBr
A& Light.D, 2006). To make fact based analysis dedision making accurate and efficient the DW tetbgy

can be used. The HLI DW consists of data, serviagplications, user interfaces, user groups anaétworks

which connect different components (Bhanti.P. gt24l11).
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Fig 1. depicts the logical architecture of higlearning institutions’ data warehouse with the dayer which
describes the data to be logically visible and obidated in their respective domain, the serviaes @data
integration layer which stresses the need for ftaeonsistence way of interacting with data acrosstutions
and provide coherent way of sharing data and ergasrvices in consistent way whereas enablingcgsrto
be implemented in a variety of technologies. Tlehigecture also consist of service layer which shive
separation of re-usable services form the apptindtigic and categorized services in administradisevices,
academic services and core services which insltethnical and basic services. Application layevss the
grouping of subject area specific applications aser interface layer exposes those applicatiorts siibilar
functions on single point of access in the fornpafftals, standalone GUI, web interface and mobilerface.
The architecture also defined the user groups wéimneble to identify the requirements of the usads a
necessary access levels. The network and secayity €xtends throughout the architecture and pesvid
connectivity and security services respectively.
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Fig 1. Higher Learning Institutions’ Data warehoasehitecture.

3. SECURITY IN HIGHER LEARNING INSTITUTIONS' DATAW AREHOUSE.

Owing to the structure, functions, infrastructysepple and processes existing in the higher legrnistitutions
there must be a proper security model to proteetdéita warehouse architecture. Different authore hut
forward the security architectures to be implemerite data warehouses (Bhanti.P et al., 2011),(Eriel&
Pernul.G),( Katic.N et al),(Weaver.A.C,2007).

These approaches to security in DWSs, focusedn&iance, on access control and multilevel seciitgbe.T
& Pernul.G but neither of them considers securitghe DW in all stages of the DW model from theise
systems to ETL processes and finally to theieptbns tools like portals, OLAP and data minimpls.
Moreover, other authors proposed the use of sgconitdel used in transactional databases, centerddbdes,
rows, and attributes(Kumar.C.S et al,2012), whidappropriate for DW and should be replaced by éec

model centered on the main concepts of multidinteradi modeling such as facts, dimensions, and messur

data models.
Therefore we regard a multi-layers consideratiothto security in higher learning institutions alatarehouse
as the best approach to address the security eegeits and ensure optimal performance and secwtipyt.
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3.1 Security Restrictionsin HLI-DW

Higher learning institutions’ data warehouses draracterized by high data volume growth rate (Yanés
2009), high data quality requirements, large numdifensers who requires access to wide range of fdata
analytical purposes and open nature to make ityeastessible. These characteristics pose differiimgight to
the security requirements as many of the securégsures to the data warehouse in higher learnsigutions
results in compromising performance of the dataelvanse (Yanosky.R, 2009).

Due to sensitivity of the data and the overall dataehouse’s integrity, availability, confidenttglilegal and
compliance requirements it is worth taking the siégguneasures apart from the performance bottlenveltich
may arise.

3.2. Security requirementsin HLI-DW

The HLI DW contains all of the users’ credentiatga] institutions administrative, academic andrfoial data,
and other information which should be protectednfrbackers who would try to infiltrate the systenn
addition to that data are transferred from différgystems and required to reach destinations updltso as to
guarantee the integrity of the data and consequéimél quality of the decision made through storathdand
information. Hence the employment of various sagumeasures like Secure Socket Layer (SSL) enamypti
digital certificate to give security to involvedstitutions, firewalls, physical security and setumolicies
becomes inevitable in the HLI DW. These securityntoals aimed at addressing fundamental security
requirements for HLI DW namely legal and compliamegquirements, integrity, confidentiality, avdility,
disaster recovery and business continuity (KimBadind Ross.M, 2000).

3.2.1. Legal/Compliance Requirements:

It is important to comply with regulatory, contraat and legal obligation in ensuring security igher learning
institutions data warehouse as it helps to abidh wdpyright and patent laws, data protections, aimputer
misuse acts, human rights act and any relevansléigins and by so doing prevents institutionsufies from
any breach of existing legal and compliance ohilgest

The following are some of the requirements:

« Policy to govern legally sensitive data.

« ldentification and sorting of data subjected taalagstrictions.

« Policy to dictate the handling of storage, accessraaintenance of data.

* Policy to govern the limit of analyses to be peried on the particular data.

» Policy which states the existing legal, contracaad compliance obligations existing in the pafticu
institutions’ jurisdiction and statement on whichtal is localized and which are to be shared among
institutions.

These requirements will ensure data warehouse aserslata custodian are aware on the existing ¢anga
and legal controls to be followed and protect diafaastructure and institutions as a whole.

3.2.2. Integrity requirements:

The data integrity of DW ensures the accuracy efdata. Maintenance of integrity of DW helps guszarthat
any reporting or analysis out of the DW providesaanurate representation of the data relating eéohilgher
learning institutions. All parties involved have iamportant role in this goal. The DW should enforeérential
integrity to its dimensional model as one of intggrequirements (Kimball.R and Ross.M, 2000).

3.2.3. Availability requirements:

« There must be a maximum availability of the higlearning institutions data warehouse during core
service hours. The DW is expected to be of usdl tugher learning institutions, research commuasti
and other stakeholders. In the country like Tareaore service hours can be defined as 08:00 @D16:
Monday to Friday and lower service levels couldbevided outside of these hours.

e There should be a pre-planned downtime and keptiaBnum as possible to avoid interference with
operations and use of DW services. Planned dowrdimelld be provided in Service Level Agreement
(SLA) and people/organ responsible for network sygtem availability.

« Batch update periods uploads of data to the DWldhmat affect the availability of the service.

e The HLI DW should be continually monitored to imrreély identify disruption in service availability,
such that actions can be taken to rectify the gmbdnd restore services.

« Regular reporting of DW availability will be reqait in support of the service. It is anticipated this
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reporting will occur in a number of forms and freguaies.
« The service should not be affected by the loadihgata into the service or the execution of long
running queries.

3.2.4. Confidentiality requirements:

Information confidentiality is a significant sedyriissue. Loss of confidentiality of informationspecially
information of which you are the custodian rathaart the owner e.g. institutional financial inforiat can
cause problems like loss of money through frauds garesult of compromised identity information),
embarrassment (through malicious publication of Iastolen information), legal challenges (throumkach of
contractual clauses) and breaking the law or rdéigms (where data protection is mandatory). Theeefor
confidentiality requirement is important to ensdigclosure of the confidential data.

Some of the confidential requirements include:

e The HLI DW must implement authentication technigs® as to ensure only authentic users are
accessing the DW.

e The DW must implement role based access contridiibaccess to applications and functions defined
by users’ roles and permissions.

e There should be a role separation of privilegedsugar different aspects of the system e.g. stahdar
users, administrators etc.

e Storage of confidential data in DW must be phys$ygatotected against theft and be stored in eneg/pt
format or environment that is physically secureigfeother forms of unauthorized access.

« Data transferred over non-secure networks mushbeygted using an appropriate standard, e.g. Secure
Sockets Layer (SSL).

« Data transferred by removable media must equallgrioeypted in transit. Additionally, the media must
be protected from theft whilst they are in traresitd processes implemented to ensure guaranteed
delivery.

e The HLI DW must be protected by an intrusion detecsystem.

< Regular penetration testing must be undertakein, appropriate corrective action taken to improwe th
security of the HLI DW following the results of tiesting.

e Access to the HLI DW for data exchange (uploadxtragtion), management or general purposes must
be achieved from trusted endpoints.

3.2.5. Disaster recovery/business continuity resqoents:

There must be business continuity plan to enswewhenever a DW suffers any natural or man- maskester
the system recovers in time and provides the semscpreviously was. The following issues mustlagfied in
ensuring business continuity and disaster recovery:
e What is the mean time to recover (MTTR) in the é\@@#ioss?
« What are measures put in place to ensure zerdatsany event?
« Which activities are to take place to manage theise in the event of a disaster leading to loss or
potential loss of service?
« Which supporting processes and procedures e.glaéscaand invoking the disaster recovery plan
should be taken in case of any disaster.

4. HLI-DW SECURITY ARCHITECTURE

We developed HLI DW security architecture by IdBiitig data and nature of data to be protected dffibreats
to which each type of data is exposed e.g. Accaleoorruption or destruction, deliberate corruption
destruction, hacking and viruses. We then iderttify threats to physical security like theft of caments,
unauthorized physical access and physical thefisefs and people who may be source of these theentsT

and non-IT personnel and people outside institstion

We finally designed an architecture which showsasrand objects which require protection by logical
physical security to encounter any possible thrddts2.Depicts the security architecture whichwefdlifferent
controls to be employed in different stages of IB\V.

The architecture is described by area to be seamddassociated technologies, protocol or procépiiiey to

ensure security of respective protected objecteourity goal(s).

Our architecture is based on centralized/consadlanplementation model as it is easier to implenagwl uses
lower cost while providing higher level of secur{gimball.R and Ross.M, 2000).
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Fig 2.Higher Learning Institutions DW security aitebture

4.1 Security in data storage and networks

Security of data in higher learning institution alatarehouse consists of flexible multi-layer segumodel so
that the failure of one mechanism does not leathéosecurity breach of entire storage system. Thege
security in HLIDW converges the storage systemrag@ networks, security disciplines, technologied a
methodologies necessary to protect stored infoomadissets of the higher learning institutions. Hié DW
network infrastructure comprises of storage are@veork, intranet whereby local users of DW get asces
extranet to connect different institutions andititernet to make DW accessible through the web.

4.1.1. Storage System Security: Applications, datab, file systems and server operating systems Ineus
secured to prevent unauthorized or disruptive actes/our stored data. Storage system based omeobr
logical unit number mapping and masking must belémgnted in HLIDW. The logical controls for protect
storage systems include authorization, authenticatilisk level encryption and passwords, firewallgning
antispyware and virus-detection programs on seregylar change of key-code or door-lock combimegicr he
architecture suggest that the access to the datddsbe controlled at the database level usinguslrPrivate
Database(VPD) and not at the application levelsstbaninimize implementation cost and the posssileurity
breach through SQL*Plus or direct querying(An Ogadlhite Paper,2005).

4.1.2. Storage Resource Management : The DW namugihplemented in a software (DBMS) which Securely
provisioning, monitoring, tuning, re-allocating,caoontrolling the storage resources so that deag be stored
and retrieved smoothly and securely to avoid amfop@ance or security bottleneck.

4.1.3. Data In-Flight:Due to distribution nature of higher learningtitigions data are subjected to frequent
movement and subsequently exposure to threat asittr&o in order to protect confidentiality, intiyg
and/or availability of data as they are transferaedbss the storage network, the LAN, extranet thed
WAN we propose the use of security certificate lengryption techniques (e.g. IPsec) and Virtualvdte
Network on extranet environment.
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4.1.4 Data At-Rest:Protecting the confidentiality, integrity and/oragability of data residing on servers,
storage arrays, NAS appliances, tape libraries, athdr media (especially tape).We propose the t@ise o
encryption on the storage media by using encrypsienver for the easy management of encryption and
avoid performance hindrance which might be causeadsing DBMS managed encryption (A White Paper
for Developers e-Business Managers and IT (2002)).

4.2, Security in DW user interface.

The users of HLI DW include applicants, studentismai, faculty, administrator, researchers fronfediént
institutions and extended general community whos udifferent apparatus to get access to data and
applications of the DW. The interfaces used to gaioess to data and applications includes appdicant
portal, students’ portal, alumni portal, administia portal, extended community portal, standal@igl
Interface and standalone web interface .Thesefaates has to be secured so as to prevent and comspro

to the security requirements.

Securing Portals, Standalone GUI and web interface:

To secure portals we must make sure the user twaref request for service or application origindtem

the legitimate requestor of the particular resoukde propose the use of three techniques to secure
HLIDW portals namely authentication, authorizaterd federation.

4.2.1 Authentication: Teensure the authenticity of the software processessuggest the use of digital
sighatures and for human users can be attainedghrthe use of web services-security tokens (WS-
security) for XML services or any other legacy teicjues such as passwords and biometric technideees |
fingerprints, iris scans, and signature recognititigital techniques such as e-tokens and Radiguerecy
Identification (RFID), plus a two-factor technigtreat requires both a password and a random nurhber t
changes once per minute (Weaver.A.C,2007).Thisemitlble features of the interface meant to a peetic
users are not exposed to illegitimate users.

4.2.2. AuthorizationlUser interfaces should provide tool for grantifiga@ight or privilege, which enables a
subject to have legitimate access to a system&cthpr a system itself. Subjects represent aetitities
usually acting on behalf of principals such as sisdnereas objects are considered to be of pasatueen
such as, for instance, a database table, view)yoother object that can be created within theesgsiThere
must be a policy in place to ensure that privilegemnted at user interface controls only simpleessc
issues.

CONCLUSIONS

The model presented seeks to promote the consmle@it taking appropriate measures to secure higher
learning institutions data warehouses at all leeélthe data warehouse architecture. It also ptestie
essence of using multi-layered security approacassto create backup line of defense upon theréadi
one line of defense. The paper also presents tweiserequirements of the higher learning insitios
which are geared to address confidentiality, integand availability of data as the main securitalg.
Furthermore the architecture points out some os#walirity controls which can be implemented aedéht
levels of the higher learning institutions’ datarel@ouses.
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