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Abstract

Dynamic topology and infrastructure less behavimvigle a great facility for adhoc network. Suchiliac
generates easy connection of adhoc network andda®wnode mobility without loss of connection. knck
ability packet dropping is a serious challenge daality performance of adhoc network. The adhoavaek
suffered some serious security threats such at@ekblack hole attack, malicious attack and woohe lattack
that attack occurred a packet dropping problemdinoa network. For the minimization of attack anatkm
dropping various authors built various method sowthod is node authentication, passive feedbacknseh
ack-based scheme, reputation based scheme andiveceased scheme, ack-based scheme suffered kprob
of massive overhead due to extra acknowledgmentkegbaand it also suffered decision ambiguity if the
requested node refuse to send back Acknowledgrirettis dissertation we uses modified ack-basee@rseh
using secure channel for overcoming the problendesfision ambiguity for requested node, improvedenod
authentication and minimize packet dropping in adhetwork.

Keywords mobile ad-hoc network, routing misbehaviour, AODduting protocol, ACK based approach,
network security.

1. Introduction

Adhoc network is a group collection of mobile no@airing the last few years we have all witnesseddity
increasing growth in the deployment of wireless H@lsommunication networks. Mobile ad hoc networks
consist of

nodes that are able to communicate through theofis@reless mediums and form dynamic topologiese Th
basic characteristic of these networks is the cetaplack of any kind of infrastructure, and therefthe
absence of dedicated nodes that provide networkagement operations as do the traditional routerfsxad
networks. In order to maintain connectivity in abitle ad hoc network all participating nodes haveéoform
routing of network traffic. The cooperation of nedmnnot be enforced by a centralized administratighority
since one does not exist. Therefore, a networkrlayetocol designed for such self-organized netwariust
enforce connectivity and security requirements lideo to guarantee the undisrupted operation ofhigber
layer protocols. Unfortunately all of the widelyedsad hoc routing protocols have no security camaiibns
and trust all the participants to correctly forwaodting and data traffic.

Ad Hoc Wireless Network

Fig.1 Shows that scenario of ad-hoc network
The nature of ad hoc networks poses a great clgalltnsystem security designers due to the follgwaasons:
firstly, the wireless network is more susceptibte attacks ranging from passive eavesdropping toveact
interfering; secondly, the lack of an online CA Tusted Third Party adds the difficulty to deploscarity
mechanisms; thirdly, mobile devices tend to haweitéd power consumption and computation capalslitie
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which makes it more vulnerable to Denial of Servatéacks and incapable to execute computation-heavy
algorithms like public key algorithms; fourthly, MANETS, there are more probabilities for trustextia being
compromised and then being used by adversary tehaattacks on networks.

MANET stands for Mobile Ad- hoc Network. It infragttureless wireless network. A MANET can be formed
either by mobile nodes or by both fixed and mobiteles. Nodes randomly associate with each othenirigr
arbitrary topologies. They act as both routerstaogts. The ability of mobile routers to self-config makes this
technology suitable for provisioning communicatitm for instance, disaster-hit areas where ther@as
communication infrastructure, conferences, or iremyancy search and rescue operations where a tetwor
connection is urgently required. The need for nigbih wireless networks necessitated the formatiérihe
MANET working group within The Internet Engineeriiigsk Force (IETF) for developing consistent |Ptiray
protocols for both static and dynamic topologies.

Wireless Adhoc Network

Figure : 2
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Figure : 3
There are five main security services for MANETath@ntication, confidentiality, integrity, non-regiation,
availability. Authentication means that correctrtiy is known to communicating partner; Confidatity
means certain message information is kept secane finauthorized party; integrity means messageatered
during the communication; no repudiation meansattigin of a message cannot deny having sent thesages
availability means the normal service provisiorfane of all kinds of attacks. Among all the segusérvices,
authentication is probably the most complex andoirgnt issue in MANETS since it is the bootstraptioé
whole security system. Without knowing exactly wyau are talking with, it is worthless to protectuyalata
from being read or altered. Once authenticaticactieved in MANET, confidentiality is a matter afoeypting
the session using whatever key material the comrating parties agree on. Note that these secueityices
may be provided singly or in combination. In segudoncern node authentication scheme is bettéompor
secured communication in mobile adhoc network. Miost efficient node authentication is ACK-Basedesuh.
The ACK-Based scheme provides a node authenticagouarity in adhoc network. But this scheme gepsrat

Wait for
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huge amount of packet load in network; the gendrgtecket generates a packet dropping in network. Th
generation of huge amount of wastes the bandwidtietwvork and performance of network decreases.

2 .Routing protocol in wireless ad hoc networ k

2.1 Routing Concept

Routing is the act of moving information from soito a destination in an internet work. Durings tpiocess, at
least one intermediate node within the internetwsgncountered.

The routing concept basically involves two actaati firstly, determining optimal paths and seconttignsferring
the information groups (called packets) throughraernetwork. The latter concept is called as paskétching,
which is straight forward, and path determinatisnvery complex. Routing protocol uses several mesrito
calculate the best path for the routing the patkéts destination. These matrices are a standaabkurement that
could be number of hops, which is used by the ngugilgorithm to determine the optimal path for plaeket to its
destination. The process of path determinatiorhas, trouting algorithms initialize and maintain tiog tables,
which contain the total route information for patKehis route information varies form one routingaithm to
another. Routing tables are filled with a variefyidormation which is generated by routing alglonits. Most
common entries in the routing table are ip-addpresix and the next hop. Routing tables Destindtiert hop
associations tell the router that a particular idaibn can be reached optimally by sending thekgtato router
representing the "next hop" on its way to finaltadegion and ip-address prefix specifies a setasftithations for
which the routing entry is valid for.

In mobile ad-hoc network every node is having irmutapability. Nodes are within the radio rangar{smission-
range) are called ifdeighbors. When the destination node is neighbor of sountenpackets are transferred with
single hop. When the destination node is neighlb@oarce node, packets are transferred with sihglg When
the destination node is out of radio-range (noeighrbors of source node) then packet are transfénrenultiple
hops using intermediate nodes. These intermediatiesn (neighbors of source node) forward packethedo
neighbors and so on till destination is reacheds Ehshown below:
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Figure 4(a) : Single hop transfer when S & D irmadio range
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Figure 4 (b): Multiple hops when S & D are not édio range
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3.ACK-based schemes

ACK based scheme overcome the limitation of pasf@eedback technique when power control transmission
used. To implement this scheme, an authenticatiechamism is used to prevent the next hop from sgndi
forged ACK packet on behalf of the intended two In@ighbor. The main drawback of this scheme ishiinge
overhead. In order to reduce the overhead, theoeuttave proposed that each node asks its two déigplyor to
send back an ACK randomly rather than continuousiigewise, this extension also fails when the twaph
neighbor refuses to send back an ACK. In such taitaathe requester node is unable to distinguitb g the
malicious node, its next hop or the requested nddeovercome the previous ambiguity in determirtimg true
malicious node, focuses on detecting maliciousslimistead of malicious nodes .This scheme is bas&ACK
packet that is assigned a fixed route of two hopthé opposite direction of the received dataitraffroute. In
this scheme, each packet’s sender maintains thenvoly parameters; (i) list of identifiers of dgtackets that
have been sent out but have not been acknowledgfediiy a counter of the forwarded data packei,gnd a
counter of the missed packets.

4 Modified ACK-based scheme

In the existing ack-based scheme uses 2ack prémetise node authentication process in attack sezivaad-

hoc network. These 2ack based scheme generateeadmigunt of ack packet in the network and also give
decision ambiguity for requested node and therceffeality of service .now we modified these schamed
finite state automata. Finite state automate pmwidtate of route ack, due to this node ack pankéitain state
between node to request and respond node. Intthiegs we used some extra buffered memory for ainiat
state of node .that memory area maintain a pate shae togiven request and response. For maintaining a
request packet acknowledgment we calculate the mgxtwith dsdv protocol concept. Path state maistai
sequence of ack packet.

5. Simulation parameter & simulation result: ssmulation setup

Tablel
Simulation used NS-2.34
Topology area 1200 X 1200
No. of Mobile Nodes 25
Max. No. of Connection 30
Simulation Time 200
Speed 10-20 m/sec
Communication Link Capacity, 10 Mbps
Traffic Intensity 45,85,95,180
Routing Protocol AODV

In order to simulate the scenarios described altbeemplementation was done in NS-2.34 Networkniigator.
The simulation scenario to simulate MANET, whiclesisA\ODV without packet drop and with packet drog ar
given in table.

results:

This set contains result of comparisons of Grapl Bhroughput with secure channel and without secure
channel, Average E- E Delay, Packet Delivery Ratid Avg. Jitter and Routing Load in Ad Hoc network.
Comparison b/w packet delivery ratio between with secure channel without secure channel
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Figure 5: Effect on PDR using secure channel ibitaadhoc network
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The result shows both the cases, with the secuaengh and without the secure channel it is measiinaidthe
packet delivery ratio is dramatically decreasesmiiie network are not using secure channel. Hdocéetter
delivery of packet a secure channel is must imttevork.

Comparison b/w throughput with secure channel without secure channel
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Figure 6: Effect on throughput using secure chammetiobile adhoc network

This result shows that throughput of the networthvgiecure channel is greater as compared to tbaghput of
the network without containing secure channel. Bseein throughput indicates that the resourcesnate
utilized in the most efficient manner, it also g@sirout that the available resources can be utilined more
efficient manner. Clearly it shows that without ngsisecure channel in a network has detrimentakiefia
throughput.

Companson b/w Routing load with secure channel without secure channel
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Figure 7 Effect on Routmg Load usmg secure clearmmoblle adhoc network
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This result also shows that, routing load increasitsout using secure channel as compared to th&onk
using secure channel. Due to this, if the netwar&sdnot use secure channel then the overheadafid mad
or congestion increases. So the network must useesehannel.

6. Conclusion & Recommendation

Without infrastructure and node mobility in adhatwork is a great challenge in security concerm.dezurity
concern various method are proposed for node atithéon in mobile adhoc network. The authenticatio
scheme of leader agent and member surveillancethgreeduces the relative calculating overheads and
communication costs. Generally speaking, when leagent node and surveillance nodes are not destydlye
united nodes can ensure the reliability, the autbation result is reliable. The dissertation preg® a novel
scheme for migrating packet dropping in mobile adhetwork. Our proposed method uses secure chamnel
overcome the decision ambiguity in requested nodkerende authentication. In this dissertation sechannel
maintain a state of request and reply such fastionmize packet overhead in network.Our proposethot
also removes the node ambiguity in 2ACK hop fothauatication process. And minimize a packet droppmg
mobile adhoc network Our proposed mechanism hascor® some of the limitations like it has the regdi
some extra buffer memory for maintain a state ajuest/reply automata. It also introduces little bit
computational overhead during route advertisemedtpath establishment.
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