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Abstract 

This review provides a summary of the patient information privacy and security policy. Covered entities are 

entrusted with the responsibility to safeguard the integrity of patient information, with a particular emphasis on 

protecting Protected Health Information (PHI). HIPAA's rules play a crucial role in ensuring the protection of 

PHI through strict enforcement. The review also highlights certain limitations to the HIPAA rules. Furthermore, 

an assessment of the patient information privacy and security policy is conducted using the "Five E Model" of 

policy analysis.  
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1. Introduction 

When a patient walks into a healthcare organization, certain information is collected as well as medical history 

and these need to be kept safe and secure. What is HIPAA? HIPPA is “Health Insurance Portability and 

Protection Act”, and it was created on August 21, 1996, to help keep protected health information confidential, 

authentic, safe, private, and secure (OCR, 2022). HIPAA was also established to ensure anyone who breaches 

the terms of patient’s information privacy and security faces the full extent of its law (Edemekong, Annamaraju, 

& Haydel, 2022). Since HIPAA has been created, in addition to the advancement of technology, modifications 

and adjustments have been made to this policy to ensure more strictness and adherence to it. Patient information 

privacy and security policy via HIPAA guides healthcare professionals and organizations involved in the 

management of patient information (Solove, 2013; Moore & Frye, 2019). 

 

2. HIPAA’s Rules 

Healthcare generates large amount of data in the form of patient information, however, if not adequately mined, 

secured, and protected, some of these data can fall into the wrong hands. Part of the data generated from 

healthcare is Protected Health Information. Protected Health Information (PHI) is the information that can 

identify an individual or used to identify an individual, such information include medical record number, 

patient’s medical history, social security number, name, phone number, address, date of birth, patient’s medical 

charts among other (Brown, 2022; Alder, 2023). PHI is also regarded as part of individual’s health information.  

PHI can be in paper (hard) copy or electronic format also knowns as e-PHI. After its creation, HIPAA provides 

certain regulatory guidelines to the “Secretary of the US Department of Health and Human Services” on how to 

protect and keep electronic protected health information (e-PHI) secure (Nass, Levit & Gostin, 2009). The 

“Department of Health and Human Services” then established the HIPAA security rule and privacy rule. In the 

HIPAA security rule, it is paramount that everyone involved in handling or transacting e-PHI otherwise known 

as “covered entities”, provide adequate security physically, technically, and electronically, to protect the privacy, 

confidentiality, and authenticity of the e-PHI (Nass, Levit & Gostin, 2009). Under the security rule, in using 

heath information technology such as the electronic health record to access electronic protected health 

information, certain guidelines were provided to healthcare professionals and organizations, to further enhance 

its security, prevent data breach and ensure the integrity of patient’s data is protected (Edemekong, Annamaraju, 

& Haydel., 2022). Technology, through the use of health information technology seemed to enhance caregiving, 

promote better patient outcomes in healthcare organizations, and the purpose of the security rule was to ensure 

technology does not predispose e-PHI to attack, fraud, and other breaches, hence the “technical safeguards” 

provided by HIPAA in its Titles (Sims et al., 2019; Edemekong, Annamaraju, & Haydel 2022; OCR, 2022). The 

privacy rule imposes stringent measures on the sharing or disclosure of PHI; without permission from a patient, 

his/her PHI must not be disclosed to anyone; covered entities handling PHI were also required by HIPAA 

privacy rule to provide full protection on the PHI in their possession.  The standards established in the privacy 

rule gives only the patient the authority to disclose their PHI to another party (Hass, Levit & Gostin, 2009). In 

the past, before HIPAA of 1996 was established, with regards to the privacy and protection of health information, 

only the federal government and its agencies had the sole responsibility of protecting health information and 

keeping it private and secure. This was the policy under the privacy act of 1974 (Theodos & Sittig, 2020). The 

federal government also had some guidelines to follow to ensure data’s data are protected. The medical team and 

other workers in the healthcare organization were not under any law or mandated requirements to keep health 
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information private and secure but ethically they were mandated to do so (Solove, 2006).  

 

3. HITECH and HIPAA 

In addition to HIPAA’s policy on keeping health information private and secure, the digital age also came 

around and the invention of health information technology brought a new dynamic to healthcare like never 

before. Examples of health information technology are Computerized Physician Order Entry, The Electronic 

Health Record, and Decision Support System (AHRQ, 2019). The Health Information Technology for Economic 

and Clinical Health (HITECH) Act was passed in 2009 to build up on the policy of HIPAA to further ensures the 

security of electronic PHI. While using health information technology, HITECH Act and HIPAA work together 

to ensure data breaches are prevented, protocols are followed in the event of a breach, the appropriate quarters 

are notified, and investigations are carried out to know how to prevent similar breach in the future (Burde, 2011). 

Also, HITECH allowed HIPAA to make some adjustments in their privacy policy and it provided reimbursement 

in Medicare and Medicaid to healthcare organizations that provided meaningful use of the electronic health 

records (Jha, 2010). The purpose of providing reimbursement for healthcare that provided meaningful use of the 

electronic health records is to provide incentive and encourage the use of the health information technology (Jha, 

2010; Slight et al., 2015). Meaningful use of the electronic health records includes patients accessing their own 

health records via the creation of patients’ portal, this in part promotes the idea that patients are part of the 

medical team, are actively involved in their own healthcare and should be encouraged to partake in decisions 

concerning their own health (Glenn & Monteith, 2014). Sequel to this and coupled with the wide acceptance of 

health information technology, certain standards and guidelines that must be followed to prevent breaches in 

patient’s data (information) (Kruse, Bolton, & Freriks 2015; Rosenbloom, 2019). For healthcare organizations 

and professionals to qualify for reimbursement from HITECH, HITECH has specifically requested that only 

electronic health records that are “certified and qualified” are used in healthcare organizations (Burde, 2011; 

HITECH Act, 2009). This means that the electronic health record must have gone through HITECH quality 

control and the appropriate evaluation to confirm it is fit to use and PHI are safe and protected on it (HITECH, 

2009).  

 

4. Covered Entities 

Individuals who are covered under HIPAA policy include all healthcare professionals, medical care team, health 

plans, associates and everyone who works with a healthcare organization and handles patients’ information 

electronically within the organization or across other organizations (OCR, 2016; Rosenbloom, 2019). These 

people are also called “covered entities” and they would be punished if they violate the privacy and security 

policy outlined by HIPAA (Rosenbloom, 2019). For strict adherence to the regulation of HIPAA concerning PHI, 

the federal government has tasked the Department of Health and Human services, specifically the Office for the 

Civil Rights (OCR) with the responsibility to enforce HIPAA policy, conduct investigations, ensure violator of 

HIPAA policy are brought to books and upholding the guidelines of HIPAA (OCR, 2016).  

 

5. Limitations  

Some limitations have been discovered about HIPAA’s policy in protecting patients’ information. For instance, 

it has been found that HIPAA policy only applies to PHI obtained from a healthcare setting, while information 

obtained from settings aside healthcare such as public/social media platforms or blogs are not protected even if it 

includes PHI (Cohen & Mello, 2018); this is an aspect HIPAA might want to re-evaluate critically because of the 

amount of data being generated. Organizations and companies aside healthcare and covered entities are grouped 

as “non-covered entities” and as such, HIPPA policy does not apply to them, neither does HIPAA provides them 

with some kind of regulations of their activities (Kim, Lee & Choe, 2019). It is also worthy to note that these 

non-covered entities generate and manage PHI (Kim, Lee & Choe, 2019). HIPAA policy does not cover law 

enforcement agents. These agents are not excluded from accessing PHI, in healthcare organizations without a 

warrant, and there is no regulation or policy in place to serve as guidelines to these agents in accessing PH, this 

further expose PHI in an unsecured manner (Solove, 2022).  

 

6. “Five E Model” 

The purpose of policy analysis is to review the current policy with the information at hand, extract new 

information and re-evaluate the policy for possible changes and amendments which will address the issues that 

have been raised (Porche, 2019). In addition, policy analysis addresses issues of concerns from the policy and 

proffers ways to improve on the existing policy (Porche, 2019). The privacy and security of PHI falls under the 

meso-policy level analysis because it will include the healthcare organizations, the healthcare professionals and 

all individuals involved in the policy making and implementation (Porche, 2019). Under the meso-level of policy 

analysis, using the “Five E Model” to analyze the health information security and privacy policy, the 

components of the policy to be evaluated are: 
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A. “Effectiveness”: This is the success rate of health information privacy and security policy over the years since 

its establishment. 

B. “Efficiency”: How competent is the policy in ensuring PHI are always secure and protected. 

C. “Ethical considerations”: keeping PHI private and secure is ethically right and one of the responsibilities of 

healthcare professionals (Tariq & Hackert, 2023). 

D. “Evaluations of alternative policy options”: in case of using a patient’s information for teaching and medical 

research purposes, de-identification can be considered which allows some information that can identify the 

patients to be removed from the patient information (OCR, 2022).  

E. “Establishment of positive recommendations for change and what is feasible to be established”: because of 

technological advancement and the widely use of health information technology by healthcare professionals, 

recommendations and evaluations on patient information privacy and security policy will generate better ideas to 

further support the policy and improve patient’s safety (Kirst-Ashman, 2016). 

 

7. Conclusion 

In sum, in this technological age, patient information privacy and security policy through HIPAA, in addition to 

HITECH, has made it possible for everyone to safely access their medial information through the patient portal 

with minimal risks. Further, HIPAA has one of the most compelling healthcare policies that ensures adequate 

privacy and security for patients, it also grant patients the authority over their medical records and full 

accessiblity whenever they want it. However, HIPAA might not keep up with the technological innovation that 

the future may experience and that could pose some threats to the big data being generated in healthcare and 

across technological devices and also to patient satisfaction (Lee et al., 2016). 
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