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Abstract

The critical nature of information and data in sosystems like health sector requires a system dghats
optimal tolerance to fault without trading off asrapromising system integrity, availability and seiguin order
for the system to afford greater efficiency. Theimtarust of this work is to examine health systeformation
flow and application(s) in the light of fault tolsrce and come up with application software of higbkerance
to fault that can be deployed as an intranet eraty health institution for sharing Patients's€adNotes among
care givers. Besides extensive literature reviewtlm work, Ladoke Akintola University of Technology
Teaching Hospital, one of the teaching hospitalNigreria, was chosen as a case study. The varigpartinents
and users are interviewed and interacted with deoto, among other things, gather system requinesndhe
software development technologies used are ASPWNIHT Visual Basic as language and Microsoft SQL%200
Express Edition. The platform used is Visual Webvé&eper 2008 Express Edition. The web server used i
Internet Information System (I1S).
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1. Introduction

It may be no news the way health care providersdauision makers in the field are making good dseadous
social networks on the internet and through motglecommunication system for better informationrstta It,
probably, would be an amazement to find out thates@rganizations have corporate web site on trerat
without any corporate platform to manage in-housernal business processes. Even in developed rasnt
one study of American health care providers, cdroiat fifteen years ago, showed that while 92%egzlth care
professionals surveyed had informational Web sibedy 20% were participating in extranets or supgiain
networks, and only 15% were currently offering eptise/intranet portals (Wilson, 2000).

Though we talk of mobile technology as the futufd@alth industry (Siau, 2003), we need somethinfuild

that future upon. The situation of things in healfttlustry in some part of the world, especially tfeveloping
nations, is a contrast to what Scheepers and Darsfaund out to be happening to organisationsifaaback
as 1997 which made them write: “Today’s organizaiare no less confused than in the past whemitsdo
managing the IT resource. Furthermore, the prettitnology landscape is quite different from thatthe
1970's. Instead of being preoccupied with implerirenpayroll systems, database systems, or officenaation
systems, modern organizations are in the midssséssing the competitive effects of the Internegotiating
extranet solutions with business partners, and #reyimplementing intranets for internal use.” kveloping
countries instead of modern organizations to bessésg the competitive effects of the Internet,atiegjing

extranet solutions with business partners, andeémphting intranets for internal use, they are bpmegccupied
with implementing payroll systems, database systemsffice automation systems. The need for a sbhighly
faults tolerant intranet application system frorftware point of view is the driving thrust of thigrk.

2. Health Care ServicesAnd Information Systems

Contrasting health care service delivery industithwanking industry, the former could be descrikax
information intensive and the later transactioremsive. Both industries have undoubtedly benefiteshtly
from the use of computing, information and commatians technology. Yet the open truth is that bagki
industry is much further advanced in this regarde hiealth care sector still lags behind the fir@ncidustry,
the telecommunication industry, and the airlineustdy in terms of the implementation of information
technology (Siau, 2003), especially in developingrdries: Nigerian situation is a case in pointr&saction

67



Journal of Information Engineering and Applications www.iiste.org
ISSN 2224-5782 (print) ISSN 2225-0506 (online) g
Vol.4, No.5, 2014 [

based system relies predominantly on data. Theselaervations or facts which when collected, eatalliand
organised to become information or knowledge. Cata computer input elements. Information on thesioth
hand consists of data which are: “processed, asgdnor classified into categories to serve a ugaiubose.
Quoting Nobel Laureate Kenneth Arrow informatiordéfined as ‘a reduction in uncertainty’. Infornaetias an
intellectual construct is subject to constant clearitg importance depends on who makes any infeomaiased
transactions and when. It is both resource and awdfitynbut unlike matter and energy is not consuilmgdise.
Communications is central to information flow argsentially subsumed in it. ‘Information’ dependswity on
‘information technology’ (IT) but is a far wider noept, with educational, social, economic, employnand
cognitive implications. Data, information, knowled@nd intelligence ascend hierarchically. The cphad
encoded data organised as ‘information’ is the comnfeature of genetics, biotechnology, language,
communications, mathematics, electronics, compudimg) robotics”. (The Parliament of the Commonweafth
Australia, 1991)

In the banking industry data consists of numberdsivin the health care industry data takes mamm$o
including numbers, text, concepts (coded dataptdgca, images, physiological measures (signals), sound.
Health care professionals rely on all their senseduding smell to collect assessment data frodividuals.
These data are recorded in a person’s medicalrpistohealth record. Now that technology has pesged to

the point where all types of data, with the exaaptf smell, may be produced in digital form it Hescome
feasible to develop fully integrated health infotima systems. This should assist greatly in meetimg
functional needs for health information. Dick (199®ted that ‘we lack the evidence to make morerined
decisions in health care today across the spednmomthe bedside up to the formulation of natiolnahlth care
policy’. He went on to say that “most of the evidenneeded to make more informed decisions remains
embedded in fragmented, irretrievable, and oftegilble paper-based patient records”.

3. Information Communication In Health Sector

To be able to have a comprehensive understanditigeoéxtent of the intranet required to enhancermétion
flow in an establishment it is just appropriat&kimw who are the stakeholders involved in the imfation flow,
and from who to who.

The communication of information is fundamentalhtalthcare. In pre-history, it is documented faréture
that knowledge and skills were passed from heaeapprentice by talking and example. Literaturether
reveals that early cuneiform writing on clay tabletcord some medical techniques and remediesota racent
times, medical books have documented an accumgl&tioman knowledge. Currently, journals, magazines,
books, proceedings and pamphlets deliver a daédyamehe of written healthcare information, whilel@muand
video tapes, radio, television, CD-ROM, video-disesl films produce a mountain of audio-visual mater
There is a well established communication betwessaithcare providers. Between the nurse and theaddbe
doctor and the pharmacist, the radiologist and ph#hologist, and so on. A healthcare system must bé
managed and funded. This requires a flow of infdimmafrom the health care recipient and the provitbe
various organisations for fund and resource allonatind for management.

All the above information is small compared to thdiich passes between the recipient of healthcadettze
provider. This intercourse contains the daily aggilon of healthcare. In it, and too often hiddang the clues to
new diseases, complications and interactions. Stloes are recorded. They form actual or potentiatiffor
researchers. Healthcare is about people and moséyto-one relationships between recipients andigecs.
However, the domain is steeped in information alsdmianagement. In this, technology will have anreve
increasing role to play.

There is no point in applying information technofagnless advantages result which out-weigh anycéestsa
disadvantages. Let us briefly consider some ofetlaesl the building blocks required for advancesciur.

4. Information Technology ToolsIn Health Care

According to Siau (2003), three basic sets of toals be applied to health care industry: 1) Inteapplications;
2) enterprise systems; and 3) mobile technolodibese various tools can be used by health caraiaagons
to store internal organizational information basgubn its different business modules, including fice and
accounting, human resources, payroll informatida, Also, health care organizations can use theseerous
technologies to provide better patient care, byamby obtaining more information from patients, lilgo giving
more information on self-care and disease managetogratients. Better care can also be providedgusuch
enterprise applications as decision support td@RlM applications, information warehousing and ngnias
well as Internet applications such as telemediaivtdch can be used to personalize care and malerare
convenient for patients who can access informdtiom anywhere.
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Patients’ Information: Case Notélhe health management information system (HMIS) been defined as a
system that provides an appropriate informatiorpsuto each decision making level of the healtte ckelivery
system. Central to this is the patient’'s Case Nateider or file with various and multiple piecafsinformation
that apply to the patient. These informational #gesmne cross departmental in origin, they are howmaant to
be available in due time for appropriate healtte@raluation, intervention and management by the gaers
and other stakeholders. The following is a compnehe list of the content of a patient’s Case Nadound in
the institution taken for case study and used Herapplication software herein developed. In thiskyweffort
has been made to cover everything that a pati€ats® Note will likely have:

Biometric/Demographic Information Details, Contitioa Sheets, Nursing Process Sheet, Medication/Drug
Charts, Intake/Output Chart, TPR Chart, Laboratdnyestigation Results, Payment Evidence/History,
Consultation Request Form, Referral Letter, Openaiotes, Treatment Sheet, Other General Documents

5. Fault-Tolerance Techniques I n Health Sector Information System

Looking up the words “fault” and “tolerance” in Qxfl English dictionary, we can define “fault” asvsething
that has the capacity to detract from the integfitgictioning, or perfection of something else (Misoft, 2010),
or as a malfunction or deviation from expectedavatur and “tolerance” as the capacity for enduongutting
up with something. Putting the words together, Hfaolerance” refers to a system's ability to death

malfunctions (Krzyzanowski, 2009).

The most widely accepted definition of a fault-talet system is that it is a system which has thié-iou
capability (without external assistance) to presetlhie continued correct execution of its programd a
input/output (I/0O) functions in the presence ofextain set of operational faults. An operationalltfas an
unspecified (failure-induced) change in the valtieree or more logic variables in the hardware/safevof the
system. It is the immediate consequence of a palyfdure event or user wrong interaction withteys. The
event may be a permanent component failure, a teanpor intermittent component malfunction, or ergdly
originating interference with the operation of #ystem. "Correct execution" means that the progréimesdata,
and the results do not contain errors, and thaéxieeution time does not exceed a specified lidmterror is the
symptom of a fault, i.e., it is the change in astrinction or a data word which is caused by theqmee of a
fault at the point of the physical failure event.

The above definition of a fault-tolerant systenb@&sed on the premise that the system will functiomectly
when operational faults are not present; thattipostulates that design faults have been elimih&em the
system prior to its use. A more general interpi@tadf fault tolerance also includes the abilitytéderate thus-
far-undetected design faults. Design faults ocath lin hardware and in software of the system. Tdeythe
consequences of either:

1) an incomplete or incorrect specification; or

2) an incorrect translation of the specificatiortoirthe final design-the assemblies of componentgher
sequences of machine language instructions anafdtta words.

In order to tolerate left-over design faults, thestem needs provisions to recognize their presemck to
deactivate the affected hardware or software winitgram execution continues using the remainingsparthe
system. In the strict sense, a system is faultaateonly if external assistance is not requiredriplement its
fault tolerance. Most of the current-generation patars require manual assistance; however, it ieistoted
that nearly every computer employs some fault-tslee techniques, such as microdiagnosis, paritgkaing
(Maitra, 1996), watchdog timers, etc. The fauletahce process is interrupted at the point at wkich
maintenance specialist takes over the control@&gstem. An off-line replacement or repair of dieated parts
of the system is acceptable in a fault-tolerantesys as long as the correct execution of prograsrmseing
continued without external intervention.

5.1 Fault Tolerance And Patients’ Information (Ca$ete) Movement

The movement of patients’ information between dtakders as found out in the case study is as debidein
Figure 1. Interaction with several stakeholdergha information flow depicted in the figure, inclog the
patients themselves, revealed the need for a kdeolerat the system in the light of tolerant tolfahaving in
mind the critical nature of the data containechim Case Notes. There were very many reported oéseissing
files, some of these Case Note losses might baalogss-filing or any other probable causes. Thplication
of missing Case Note is huge: this means loss efpdtient's medical history. Another thing notiogith this
system is high patient waiting time — it takes tie&dy significant time from the time a case no&guest is
initiated and the time it is made available atpgbent where it is needed.
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5.2 Fault-Tolerance Techniques In Health Informat®ystem

Reliability and availability have become increa$ingnportant in today's computer dependent worldhs
been severally established that in many applicatishere computers are used, outages or malfunctarbe
expensive, or even disastrous (Ngrvag, 2000), helinain can be said, arguably perhaps, to be arsociy
application areas.

In designing a fault-tolerant system, archiving %0fault tolerance may be only a theoretical pofigibivhich
can be very hard, if not impossible, to come byeiality (Krzyzanowski, 2009). Moreover, the cloger try to
get to 100%, the more costly our system will be.

To design a practical system, one must considedéggee of replication needed. This will be obtdifrem a
statistical analysis for probable acceptable behaviFactors that enter into this analysis areatrerage worst-
case performance in a system without faults andeeage worst-case performance in a system willsfa

Availability refers to the mount of time that a s is functioning ("available"). It is typicallyxpressed as a
percentage that refers to the fraction of time that system is available to users. A system thaivélable
99.999% of the time (referred to as "five ninesfl),wn average, experience at most 5.26 minutegoaintime
per year. This includes planned (hardware and soéwpgrades) and unplanned (network outages, hasdw
failures, fires, power outages, earthquakes) donti

Five nines is the classic standard of availabildy telephony. Achieving it entails intensive sodin@ testing,
redundant processors, backup generators, and eakihgesilient installation. If all that ever happe/ou your
system is that you lose power for a day once a treaw your reliability is at 99.7% ("two nines")olY can

compute an availability percentage by dividing thautes of uptime by the minutes in a year (or boof

uptime by hours in a year, or anything similar)r Erample, if a system is expected to be downhare hours a
year on average then the uptime percentage is@+fi8utes / 525600 minutes) = 99.97%. The followtalgle

shows some availability levels, their common teramg] the corresponding annual downtime.

Table 1: Availability Classification

Class Availability Annual Downtime
Continuous 100% 0

Fault Tolerant 99.999% 5 minutes

Fault Resilient 99.99% 53 minutes

High Availability 99.9% 8.3 hours

Normal Availability 99 - 99.5% 44-87 hours

2.5.1 Approaches to faults
Literature overview reveals three basic approattéault given in the acronym ART:

Fault Avoidance: We can try to design systems ithiaimize the presence of faults. Fault avoidance pgocess
where we go through design and validation stepmgure that the system avoids being faulty in itts¢ fplace.
This can include formal validation, code inspecti@sting, and using robust hardware.

Fault Removal: is an ex post facto approach whauts were encountered in the system and we martaged
remove those faults. This could have been doneutjtrdesting, debugging, and verification as weltegdacing
failed components with better ones, adding hedsssio fix thermal dissipation problems, et cetera.

Fault Tolerance: is the realization that we willvays have faults (or the potential for faults) ur g@ystem and
that we have to design the system in such a wayitthdll be tolerant of those faults. That is, thgstem should
compensate for the faults and continue to function.

6. Conclusion

Approaching health information system in such a ket will employ all the approaches of fault dédsed
above (ART) is undoubtedly a veritable necessibpsidering the critical nature of health induspplication

of technology in medicine, and health sector gdhlyeihould not be only in terms of procuremenspécialised
equipment and machines, the advancement in dephttyofetechnology should not be only in developing e
commerce information applications only. Health se@ undoubtedly a data critical field that reg@giexchange
of life and death information about a “specimeriuman being - among care givers, thus the great fogean
information system flow platform that supports Higlfiault tolerant information sharing procedure tods
appropriate timely intervention by care givers I tcause of preserving life, most particularly aveloping
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countries. Health care system in developing coestdould be greatly enhanced to deliver bettericeno
humanity with the appropriate political will. It kighly recommended that Nurses and Doctors aner athre
givers be provided with better input devices tHamtraditional keyboard and mouse: such input asvibat will
facilitate easy conversion of hand-writing to tewtl be a great tool for the users of the applicati This will
surely reduce the time it takes to type text as beyequired, for many care givers were found teehgreater
preference for hand writing to keyboard or mob#wide typing.
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