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Abstract

The increase of ransomware targeting the Internet of Things (IoT) is among the most significant challenges in
cybersecurity. IoT devices are used extensively in healthcare, manufacturing, and smart structures due to their
various functions. Thus, they are attacked because of their known vulnerabilities, such as limited resources, old
firmware that has not been updated for years and poor security settings that become attractive targets for today's
advanced ransomware attacks. Most importantly, the IoT involves several systems in various technologies,
meaning that the controls of one device can compromise several systems, thereby disrupting IoT networks all
over the globe. This paper gives an overview and evaluates the trends that characterize IoT ransomware, such as
double and triple extortion strategies, a comprehensive state-of-the-art review of the evolution of ransomware,
current practices of managing the risks inherent in the IoT system and the key challenges in mitigating
ransomware in IoT devices. The paper concluded with recommendations for mitigating ransomware in IoT
devices
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1. Introduction
In the ever-evolving digital age, ransomware attacks, especially on the Internet of Things, have become more
prominent and sophisticated; thus, the cyberthreat landscape is evolving. Ransomware is coined from two words,
"Ransom and ware", where ransom refers to payment, and ware indicates a malware attack (Rana et al., 2024,
Lee et al., 2024) . Ransomware is a type of malware that holds a victim's files hostage by encrypting them or
locking access to systems until certain conditions agreed upon by the attacker are met (Keshavarzi and Ghaffary,
2020).

The Internet of Things (IoT) is a fast-growing global network of 'things', be they tangible objects or digital
products and services, that are connected and can exchange information over the Internet with minimal or no
human interaction (Schoder, 2018, Malik et al., 2021, Chui et al., 2021) . The practical applications of IoT
encompass everything from smart home appliances to fitness and health monitoring smart wearables, industrial
sensors, and remote health monitoring equipment. In addition, Smart City IoT has revolutionized operational
efficiency, as depicted in Figure 1. The Internet of Things (IoT) is one of the most influential trends in business
today, connecting billions of devices and sharing data in real time. Nevertheless, the more IoT technology is
embraced, the more vulnerable it becomes to cyber threats, especially ransomware attacks (Obaidat et al., 2020,
Simaiya et al., 2020, Sun and Jung, 2024) .

IoT is susceptible to many attacks, and one of the most terrifying attacks is the ransomware attack, which has
recently become more frequent and evolved in complexity, aiming at IoT infrastructure's key systems and
networks (Park et al., 2022). Attackers have targeted [oT devices in recent years since their significance is vital
in our day-to-day activities with attack focus on areas such as manufacturing industries, finance, government
etc., as shown in Figure 2. The ThreatLabz analyzed about 300,000 blocked attacks on IoT devices with a 400%
increase in IoT malware attacks while Botnets remain prevalent in malware attacks with the Mirai and Gafgyt
malware families constituting 66% of the attack payloads (ThreatLabz, 2023), this is depicted in Figure 3.
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Figure 1: Real-life applications of ToT.

The reason they are easy targets for attackers is that most IoT devices run on lightweight, low-power equipment
that lacks sophisticated security functionalities. Moreover, sometimes, they contain old software or firmware that
are rarely updated or patched, which makes them easy prey for hackers. Additionally, the number of security
measures implemented in different IoT systems is still relatively low (Staddon et al., 2021). Due to the vast
connectivity of the Internet and different manufacturers making devices that interconnect with each other on the
IoT network, the issue of creating a standardized security framework is challenging. Furthermore, IoT devices
are usually installed with default settings such as usernames and weak passwords like admin and open ports,
making them an easy target for attackers (Kaur et al., 2023, Ye et al., 2024).
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Figure 2: Proportion of Ransomware Attack on Organizations (ThreatLabz, 2023)
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Figure 3: Prevalent Ransomware Attacks on IoT Devices

Ransomware attacks have become more frequent, and the impact is more severe and complex, especially in areas
where IoT devices are essential for sensitive processes, such as in finance, healthcare, and infrastructure.
Instances of such attacks on healthcare IoT devices can range from imaging systems, infusion pumps, and IoT-
enabled pacemakers, which can cause life-threatening circumstances that force and hasten the healthcare
provider to pay (Minnaar and Herbig, 2021, Cartwright, 2023), the attack trend is depicted in Figure 4.

This emerging threat requires identifying how ransomware operates on distinct IoT structures and the approaches
to mitigate it. This article comprehensively discusses the evolution of ransomware attacks from inception and the
landscape of ransomware attacks on IoT. Section 2 introduces the literature review, the detection technique, and
current mitigation strategies for IoT ransomware. Section 3 elaborates on the key challenges in mitigating
ransomware in IoT devices. The article concluded with a recommendation of the best practices discussed in
Section 4, and Section 5 discussed the future direction in mitigating ransomware in IoT.
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Figure 4: Trend of Ransomware Attacks (SonicWall, 2024)

2. LITERATURE REVIEW

This section discusses a comprehensive state-of-the-art review of the current trends and advancements in
ransomware attacks on IoT devices. The section discusses the following: section 2.1 discusses the strategies of
ransomware attacks and variants. Section 2.2 provides a detailed analysis of the evolution of ransomware.
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Section 2.3 summarizes the findings from the evolution of ransomware. Section 2.4 discusses the categories of
ransomware, while section 2.5 elaborates on ransomware detection techniques. Section 2.6 provides the current
mitigation strategies for IoT ransomware.

2.1. Ransomware Attack Strategies and Variants

Ransomware attack tactics refer to numerous techniques that an attacker employs in order to gain access into
systems, encrypt data and request for ransom. These strategies are dynamic and change over time depending on
the technology and ever-increasing security measures. Figure 5 shows the tactical and efficient structure of how
modern ransomware attacks are executed. The attack starts with gaining the first foothold. Attackers gain their
first unauthorized entry by using techniques such as phishing with malicious attachments or through discovering
software flaws. Once inside, attackers conduct network reconnaissance on the network to identify key systems
and valuable information. In order to maintain this access, they create persistence by creating a backdoor,
scheduled tasks, or rogue accounts. Thereafter, they proceed to the privilege escalation, where they acquire
administrator or root-level access to perform high-impact operations. Once higher-level access is obtained,
attackers move laterally, shifting through the network to compromise more systems.

Subsequently, they target the recovery processes by performing shadow copy deletions and executing backup
destruction ensuring that the victim has no way of recovering from the attack. Prior to the encryption of files, the
attackers proceed to data exfiltration and inform victims that they will release the stolen data. After which
encryption is done, making significant files inaccessible under strict encryption and leaving a message for
ransom to be paid for the decryption key. If ransom is not paid, the attackers move to the next level by posting
the stolen data on leak sites, compromising the reputation of the victim organization, or launching Distributed
Denial of Service (DDoS) attacks to paralyze the operations, thus the triple extortion technique.

Network Reconnaissance
Persistence Shadow copy deletion
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Figure 5: Stages in Advance Ransomware Attack.
Though modern ransomware attacks keep emerging, some variants such as Hive, lockbit, Black Basta, and
ALPHV/BlackCat are major threats to large organizations, but Phobos and Makop families mainly focus on
small and medium organizations. Gjvu/Stop variants continued to dominate individual attacks in recent years, as

shown in Figure 6.
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Figure 6: Variants of Major Ransomware Threats.
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2.2, The Evolution of Ransomware

Ransomware has evolved over the years after its inception in 1989, from the first recorded attack known as AIDS
Trojan to the modern, sophisticated attacks(Razaulla et al., 2023, Nagar, 2024, Jabid et al., 2025). The AIDS
Trojan was relatively simple, but the wave of ransomware began through data encryption. Thus, GPCode further
developed ransomware by adding RSA encryption by 2004, which started using cryptographic techniques (Wani
and Revathi, 2020). In 2012, Reveton used social engineering techniques to trick users by pretending to be law
enforcement and demanding that they pay fines (Young et al., 2020). In contrast, in 2013, CryptoLocker
advanced ransomware payment by introducing anonymous payments such as Bitcoin, making tracking the
payment almost impossible (Jabid et al., 2025, Ahmed, 2024) . These early phases built a basis for more
advanced and sophisticated attacks.

The mid-2010s marked another level of evolution in the ransomware threat, both in the choice of platforms to
attack and the techniques. SynoLocker was launched in 2014 to lock network-attached storage (NAS), while
Sypeng introduced ransomware to portable platforms (Ko and Kim, 2022). In 2015, TeslaCrypt targeted game
files, and Encoder introduced Ransomware-as-a-Service (RaaS), which allows non-technical cybercriminals to
launch attacks (Niveditha et al., 2024). The first known ransomware designed for macOS, was KeRanger which
emerged in 2016, showing that the ransomware has become platform-independent software (Mclntosh et al.,
2021, Oz et al., 2022). WannaCry in 2017 used a Windows flaw to disrupt organizations worldwide, showing
that ransomware could affect anyone, anywhere(Prevezianou, 2021, Hyslip and Burruss, 2023).

As of 2018, ransomware attacks have become more specific and systemic (Al-Rimy et al., 2018); noteworthy
examples include GrandCrab, which targeted the RaaS model, and Ryuk, which extorted large amounts of
money from organizations. Similarly, in 2020, during COVID-19, NetWalker exploited healthcare
vulnerabilities, which was a global disaster(Baig et al., 2023, Zhang et al., 2024). High-profile attacks such as
DarkSide on Colonial Pipeline by 2021 make it clear that ransomware is a dangerous threat to the infrastructure .
Modern strains like LockBit 3.0 and BlackCat came with new features like bug bounty and cross-platform
attacks, indicating how advanced ransomware has evolved. In 2023, ransomware was more sophisticated and
stealthier, as in the case of Royal, who used social engineering techniques, and Rorschach had the fastest
encryption speed(Liu et al., 2023). The growth of Al and the increasing focus on targeting IoT devices indicate
the progression of ransomware attacks. These attacks include emerging trends such as double extortion, data
theft, Ransomware-as-a-Service, which remain prevalent. This highlights the paramount importance of effective
patching and cybersecurity innovation in combating these persistent threats. The evolution and trend of
ransomware is discussed in Table 1.

Table 1: Comprehensive Overview of Ransomware Evolution and Trends

S/N | Ref Year | Ransomware Attack mode Attack Mechanism | Platform
(mode of attack)
1 (Nagar, 2024) | 1989 | AIDS Trojan Encryption of file name | Infected floppy disk MS-DOS
2 (Zimba et al., | 1996 | Cryptoviral public key cryptography | infected floppy disks | Microsoft
2019) extortion and email Windows
3 (Alzahrani et | 2005 | Trojan Encryption of file Spam email attachment | Microsoft
al., 2020) PGPcoder Windows
4 (Jabid et al., | 2005 | Archievus Encryption of specific | Social engineering Microsoft
2025) files (My document) Windows
5 (Othman and | 2006 | Trojan.CryZip | Encryption and malicious downloads or | Microsoft
Zolkipli, compression of files phishing Windows
2021) into password-protected
ZIP archives
6 (Upadhyay et | 2008 | Gpcode.AK Encryption of files Phishing Microsoft
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al., 2025) Windows

7 (Bhardwaj, 2008- | Fake AV Scareware  displaying | Social engineering via | Microsoft
2017) 2009 o fake virus malicious pop-ups, | Windows

(Antivirus) ) ) drive-by downloads, or
infection alerts email attachments

8 (Sultan et al., | 2011 Unnamed locking files or | Social engineering Microsoft
2018) Trojan encryption o ) Windows

(malicious email
attachments or
compromised websites)

9 (Sheen  and | 2012 | Locker Locking access to the | exploit kits, phishing, | Microsoft
Gayathri, ransomware system or files and infected downloads. | Windows
2022)

10 | (Sharma and | 2012 | Reveton Locking the system | Drive-by downloads via | Microsoft
Shanker, with fake law | malicious websites or | Windows
2022) enforcement warnings exploit kits

11 | (Kara, 2024) 2013 | CryptoLocker | File encryption | It is distributed using Microsoft

encompasses a message | ) ) Windows
with an encryption key infected files in email
that is attachments, including
required to unlock the | @
file on the affected invoice or a fake ZIP
file,
computer. . o
and via exploit kits on
hacked websites.

12 | (McElhinney | 2014 | CryptoDefense | File locking with a | It is transferred through | Microsoft
and Curran, ransom notification | email attachments to | Windows
2020) message for the owners. | users and through the

use of exploit kits by
social engineering.

13 | (Cen et al., | 2014 | CryptoWall File encryption with | Spread through | Microsoft
2024) ransom notes presented | phishing emails, | Windows

in text format, HTML, | infected

and as the desktop .

background image documents or drive-by
downloads, exploit kits
and malicious
advertisements
(malvertising).

14 | (Ko and Kim, | 2014 | Sypeng Collecting people's | Distributed through | Android devices.
2022) sensitive  data  and | malicious apps on the

ransom demand Google Play Store,

display.

targeting users via social
engineering tactics.
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15 | (Niveditha et | 2014 | CTB-Locker File encryption with a | It is spread through Microsoft
al., 2024) countdown timer for ) ) Windows
ransom  payment is spoofing emails with
displayed on the | -zip files or linked
victim's system. images and files through
the exploit kits.

16 | (Mohammad, | 2015 | TeslaCrypt Encryption of games | Phishing emails, | Microsoft

2020) files and then demand | infected documents or | Windows
ransom for their | downloads
decryption.

17 | (Raheem et | 2015 DMA Locker | Encrypt files  with | It was first spread via | Microsoft
al., 2021) ransom notes that are | remote desktop protocol | Windows

placed on the user's | compromise, exploit
screens. kits, and email
attachments.

18 | (Yamany et | 2015 | Linux.Encoder | File encryption specific | Intrusion of weaknesses | Linux systems.
al., 2022) to web servers and the | via web applications

corresponding such as Magento for

directories. accessing and
encrypting files on a
server.

19 | (Keshavarzi 2016 | AnonPop Displaying ransom | Spread via phishing Microsoft
and Ghaffary, notes claiming to be ) . Windows
2020) from "Anonymous" emails and malicious

and demanding attachments.
bitcoin payment.

20 | (Anugerah et | 2016 | Jigsaw File encryption, where | Shared through | Microsoft
al., 2024) files are erased malicious attachments, | Windows

) exploit kits, and fake

randomly until software updates.
ransom is paid. One of

the peculiarities is that

each time the victim

attempts to shut the

ransom note or delay

payment, the ransom

amount rises.

21 (Aggarwal, 2016 | KeRanger Encryption of files with | Initially spread via a | MacOS systems
2023) ransom messages trojanized version of a

legitimate application
(Transmission, a Mac
torrent client). The
ransomware encrypted
files and demanded
payment in Bitcoin.

22 | (Ren et al., | 2016 | Petya Encrypting the Master | Spread through email | Microsoft
2020) File Table (MFT) of the | scams, often in | Windows

hard drive, making the | attachment form or

system wholly

through a link to a
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inaccessible and | malicious page. Other
demanding versions were
propagated  via  the
ransom EternalBlue exploit as
well.
23 | (Raheem et | 2016 | VenusLocker Encryption of files | Distributed through | Microsoft
al., 2021) mainly focuses on the | phishing emails with | Windows
specific extension, | links or downloading
which is then files.
accompanied by a
ransom in Bitcoin.
24 | (Young et al., | 2016 | ZCryptor File encryption and | It spread through Microsoft
2020) self-replication o ) Windows
malicious email
between systems
attachments, fake
using removable )
software installers, and
media and
macro-enabled
network shares. documents. It encrypted
files and behaved like a
worm, which directly
spread to other related
devices.
25 | (Kim et al., | 2016 | CryptXXX Encryption of files and | Distributed by exploit | Microsoft
2022) stealing important | kits like Angler and | Windows
credentials to demand | email attachments.
payment in Bitcoin.
26 | (Alotaibi and | 2017 | Bad Rabbit File encryption and | It spreads through a | Microsoft
Vassilakis, prevention of any malware attack on Windows
2021) further access to the | infected Websites using
system ransom a
information on the fake Adobe Flash player
screen. update.
27 | (Kim and Lee, | 2017 | Erebus File encryption of local | Being spread through | Linux and
2020) files and web servers. infected websites and | Microsoft
phishing emails Windows
28 | (Hyslip and | 2017 | WannaCry File encryption | Attacked the unpatched | Microsoft
Burruss, 2023) incorporated a worm- | Windows systems, | Windows
like propagation | exploiting the
mechanism  in  the | EternalBlue
networks. vulnerability in the
Server Message Block
(SMB) protocol.
29 | (Mos and | 2017 | NotPetya The ransomware | Spread through software | Microsoft
Chowdhury, encrypted the Master | updates and took | Windows
2020) File Table (MFT) and | advantage of the

put a ransom note.

EternalBlue
vulnerability
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30 | (Seymour, 2018 | GandCrab and | Encrypted files with a | GandCrab was spread Microsoft
2022) Ryuk request for payment in . . Windows
cryptocurrency. through exp191t kits,
phishing emails and
malicious attachments.
Ryuk: Spread through
phishing Email and RDP
(Remote Desktop
Protocol) brute force
attack.
31 | (Routray et | 2018 | SamSam Encryption of files with | Essentially transmitted | Microsoft
al., 2023) demands for through successful | Windows
) attacks  carried  out
payment, a type which through
commonly targets
) phishing and weak or
1mportant assets.
exposed credentials
belonging to the RDP
32 | (Ploszek et al., | 2018 | Katyusha Encrypted files along | Acting through email | Microsoft
2021) with the demand of the | attachments and exploit | Windows
ransom. packs. Katyusha
encrypted files on
infected systems with a
ransom note requiring
Bitcoin to
unlock files.
33 | (Tuunainen, 2019 | PwndLocker Encrypted files and data | Spread through phishing | Microsoft
2021) ) ) emails, malicious Windows
stealing with a ransom
note. attachments, or
compromised  remote
access tools (such as
RDP).
34 | (Seth et al., | 2019 | LockerGoga Encrypted files with a | Distributed through Microsoft
2022) random request. o ) Windows
phishing emails or
through the RDP brute
force attack.
35 | (August et al., | 2019 Dharma File encryption with the | Transmitted through | Microsoft
2022) ransom. phishing emails Windows
containing infected
attachments or using
RDP vulnerability.
36 | (Baig et al, | 2020 | NetWalker File encryption with | NetWalker ransomware | Microsoft
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2023) double extortion. is spread through | Windows
phishing emails with
attachments or
exploiting the network's
vulnerabilities.

37 | (Beaman et | 2020 | Nefilim File encryption | Nefilim is spread by | Microsoft

al., 2021) together with double | infected RDP credentials | Windows
extortion. or through the
vulnerabilities in the
victim's network.

38 | (Gajjar et al., | 2020 | v2020 File encryption with a | Spread through phishing | Microsoft
2024) ransom demand. emails and | Windows

vulnerabilities of the
RDP services.
39 | (Kerns et al., | 2020 | Maze File encryption is Spread through phishing | Microsoft
2022) . mail, exploit kits, or Windows
accompanied by
) gaining unauthorized
double extortion.
access to
RDP.

40 | (Umar et al., | 2020 | REvil File encryption with | It spreads through Windows

2021) (Sodinokibi) double extortion. o ) operating
phishing emails, systems
malicious attachments,
exploit kits, and
infected
RDP connections.

41 | (Gémez 2020 | Tycoon Encryption of files with | Spread through Linux  systems
Hernandez et specific attacks. ) and  Microsoft
al., 2023) compromised RDP Windows

connections.

42 | (Beerman et | 2021 | Darkside File encryption Phishing, unpatched Windows-based
al., 2023) ) ) systems,

combined with data software, and brute-
. force Linux servers
exfiltration
RDP compromises.
43 | (Moran Stritch | 2021 | Conti File encryption with | Phishing emails, Windows
etal., 2021) double . operating
malicious attachments, systems.
extortion.
and unpatched software.

44 | (Westbrook, 2021 | PhoenixLocker | Encryption of files Weak credentials, Windows

2021) ) o operating system
with a ransom phishing and RDP
demand. vulnerabilities

10
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45 | (Mogage and | 2021 | Avaddon Encryption of file Exploitation of Windows
Lucanu, 2024) . ) operating
with data compromised or weak systems.
exfiltration credentials,
46 | (Aguilar 2021 | BlackByte Encrypts files on | unpatched Windows and
Antonio, compromised systems vulnerabilities or | Linux systems
2024) misconfigured systems.
47 | (Denham and | 2021 | Hive/LOcked Encryption and Data | exploit kits and phishing | Windows-based
Thompson, exfiltration emails systems
2023)
48 | (Nicho et al., | 2021 | BlackCat File encryption with | Phishing or exploitation | Windows, Linux,
2023) double of weak security | and VMware
. measures ESXi systems
extortion
49 | (Eliando and | 2022 | LockBit 3.0 Data encryption and | software vulnerabilities, | Windows-based
Warsito, 2023) data leak . systems, Linux
RDP vulnerabilities, servers
phishing,
50 | (Ko and Kim, | 2023 | ALPHV Data theft, leak and | phishing emails, Windows-based
2022) Blackcat encryption . systems, Linux,
exploiting VMware ESXi
vulnerabilities
in RDP and remote
services.
51 (Kim et al, | 2023 | Rhysida Data leak, theft phishing emails, Windows
2024) . . operating
and encryption. exploiting systems cloud
vulnerabilities, or using | onvironments
RDP, brute force attacks | [ inux servers.
52 | (Kim et al., | 2023 | Rorschach Encryption of files with | Exposed RDP servers, | Windows-based
2024) a ransom note. phishing, or software | systems

vulnerabilities

Table 1 discusses ransomware's evolution, from its first notable incidence in 1969 to its present advancements. It
highlights features such as attack mode, attack mechanisms and the targeted platforms. Some key observations
have been seen from Table 1, such as the initial ransomware from 1989 to 1995, the primary target of which was
MS-DOS systems, which used file name encryption and were distributed through infected floppy disks. The next
ransomware introduced Cryptoviral extortion in 1996, which uses public key cryptography to spread
ransomware via email and infected floppy disks. The emergence of email as an attack vector started in 2000 and
ran through 2005, and it used social engineering and spam email attachments for distribution.

The rise of sophisticated methods started from 2006 to 2011 when the attack approach diversified with strategies
such as using scareware (Fake Av) and compressing files into password-secured ZIPs (Trojan.CryZip) (Table 1).
Target-specific attacks and exploit kits emerged from 2012 to 2015, targeting Linux and exploring vulnerabilities
through compromised websites and phishing. By 2016, there was platform diversity where targeted attacks were
on MacOS and Android, while double extortion and worm-like propagation started in 2017-2018. Complexity
and threat scope increased as advanced double extortion techniques were introduced, targeting both enterprise
environments and individuals where VMware EZXi and Linux became regular targets.

The modern ransomware movement uses multi-platform attacks such as Windows, Linux, cloud computing, and
VMware ESXi using sophisticated approaches such as brute force RDP vulnerabilities, data leaks and advanced
phishing. Similarly, it was observed that ransomware was easily distributed through exploit vulnerabilities,

11




Journal of Information Engineering and Applications www.iiste.org
ISSN 2224-5782 (print) ISSN 2225-0506 (online) N1}
Vol 15, No2, 2025 ISTE

compromised credentials, malicious emails, phishing, brute force and downloads, as indicated in Figure 7. Most
of the platforms that were attacked were the Microsoft Windows system.

40%

30%

25%

share of respondents
o
=1
3

10%

5%

1%

Exploited Compromised Malicious email Phishing Brute force attack Download
vulnerability credentials

Figure 7: Sources of Ransomware in Organizations Globally (Sophos, 2024)

2.3. Categories of Ransomware

Ransomware has significantly evolved over the years and has been categorized based on its distinct
characteristics and mode of operations. It is essential to understand these as categorized into the following:
Locker Ransomware, Crypto-Ransomware, Ransomware—as—a—Service, Double Extortion Ransomware, Triple
Extortion Ransomware, Scareware Ransomware, Mobile Ransomware, Wiper Ransomware, Cloud Ransomware,
and IoT-specific Ransomware.

Locker ransomware is known for locking out users from their operating system or devices without encryption of
files until a ransom is paid; an example of such is the Police-themed ransomware (Srinivasan et al., 2023) , while
Crypto-ransomware will encrypt the users file and make them inaccessible until a ransom is paid to have the
decryption key, instances of such is the Wannacry and Cryptolocker (Hyslip and Burruss, 2023, Kara, 2024).
Similarly, Ransomware-as-a-Service is a lease or sold-as-a-service to cyber criminals which do not require
technical knowledge to deploy attacks, such as Darkside and GandCrab (Seymour, 2022, Beerman et al., 2023) .
Still, in the case of double extortion, it will encrypt all files and threaten to disclose the stolen data; a typical
example is Maze (Kerns et al., 2022). The triple extortion technique targets third parties for extortion, while
Scareware ransomware adopts fake warnings to scare victims into paying, such as antivirus pop-ups.

Mobile ransomware locks the screen or sometimes encrypts the files, and an instance is the Sypeng (Ko and
Kim, 2022) and Wiper ransomware automatically deletes the victim's data; an example is Notpetya (Mos and
Chowdhury, 2020). Cloud ransomware's principal target is the cloud system by exploiting the vulnerabilities and
demanding ransom, while IoT-Specific ransomware aim is the vulnerabilities of IoT devices to steal their data,
such as the BrickerBot (Brierley et al., 2020).

2.4. Ransomware Detection Techniques

The ransomware detection technique is a method that recognizes and counters malicious software that encrypts a
victim's data in exchange for a ransom. These techniques include signature, machine learning, honeypot,
endpoint detection and response. The signature-based technique compares and analyzes the files or processes
against a database consisting of a list of known ransomware signature characteristics for detection. The
advantage of this technique is the speed and reliability for recognized ransomware strains, but the demerit of this
technique is that it is ineffective for new or polymorphic ransomware. Similarly, the machine learning detection
approach uses algorithms to train the key features (static or dynamic) obtained from the ransomware activities or
files; the merit of this technique is the high adaptation to new ransomware strains. However, this requires
suitable datasets for training and substantial computational resources.
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The honeypot detection technique uses decoy files or systems to lure ransomware and track its activities. This
technique helped in giving intuition into the ransomware infection and pattern mechanisms; the disadvantage is
that the system will be attacked first, which means it is reactive rather than proactive. Endpoint detection and
response uses automated responses and continuous monitoring to detect and alleviate ransomware on the
endpoints. The advantage of this approach is the real-time detection and quick response capabilities, but it needs
cutting-edge configuration and management.

2.5. Current Mitigation Strategies for IoT Ransomware

Averting ransomware attacks on IoT devices and systems is difficult because the features of IoT devices'
functionality and conception are based on constrained resources, diverse IoT environments, and connectivity.
However, IoT gadgets are inseparable from modern infrastructure because their vulnerabilities make them an
attractive target for ransomware. Several mitigation strategies have been designed to combat these threats, from
merging network security improvements to device protection mechanisms and system architectural principles.
Some effective techniques to address ransomware risks in IoT devices include device hardening, regular
firmware updates and patch management, network security, Zero Trust architecture, enhanced endpoint detection
and response (EDR), recovery plans and backup.

Device hardening is one of the security measures that can be integrated into the processes that take part in the
IoT devices' conception phase to protect them against ransomware (Carrillo-Mondéjar et al., 2022). These
include system boot processes that deny unauthorized firmware to run, secured encrypted messages to protect
data while in transit and enhanced authentication to deny unauthorized access. Incorporating security in loT from
the design level would reduce the existence and exposure of such gadgets to threats. Similarly, network
segmentation is another approach to secure IoT devices where the devices are isolated from infected systems to
prevent further ransomware spread (Carrillo-Mondéjar et al., 2022). Deploying techniques such as intrusion
detection systems (IDS) and firewalls designed specifically for IoT environments will allow real-time detection
and monitoring, improving overall security.

In addition, patch management and regular firmware updates will address the vulnerabilities that ransomware
can exploit. Also, endpoint detection and response (EDR) solutions are now more sophisticated, incorporating
artificial intelligence and machine learning algorithms to detect and prevent anomaly behaviors that indicate
ransomware (Kaur and Tiwari, 2021). When analyzing behavioral patterns, these systems can identify threats in
real-time, enabling organizations to fight off attackers using the best strategies. Another effective technique to
secure IoT devices is the zero-trust model that uses the principle of never trust, always verify technique. This
approach strongly relies on identification, authorization, least-privilege access control and consistent monitoring
which will reduce unauthorized access or ransomware within the IoT networks.

3. Key Challenges in Mitigating Ransomware in IoT Devices

The advancement of IoT devices in different sectors has provided a massive advantage, raising unique issues
regarding protecting devices from ransom attacks. These challenges are inherent with IoT device limitations,
diverse IoT ecosystems, and human factors precipitating vulnerabilities. In the context of IoT device limitation,
the security of IoT devices depends on the kind of hardware and software built into the device. Since these are
constrained devices, they cannot adopt complex technologies. Their limited capacity in processing power and
memory means that it is challenging to implement key features like encryption, intrusion detection, or malware
detection in real time (Al-Sharekh and Al-Shqeerat, 2019). For example, low-cost sensors often used in smart
homes do not have the means to perform complex security protocols.

Further, multiple IoT manufacturers do not release firmware updates as frequently as needed, which results in the
susceptibility of devices; this is especially dangerous for older IoT networks that function in industrial settings
and can become targets for ransomware due to outdated software and susceptibility to malware. Moreover, [oT
devices allow connection with default or basic and sometimes insufficient credentials, which are rarely changed
(Angrishi, 2017). These default configurations are quickly manipulated by attackers using automated tools,
thereby raising vulnerability even higher. Similarly, with Internet connections in every aspect of our daily lives,
the IoT environment is quite heterogeneous regarding devices, manufacturers, operating systems, interfaces, and
communication protocols.

These factors foster an environment that offers considerable predispositions to a model of security that is not
standardized. Thus, most IoT devices have implementation specific to their vendors and do not follow universal
standards, which can cause heterogeneity in security solutions (Fortino et al., 2018). For instance, a smart factory
might have incorporated devices from several manufacturers with different security technologies, making it
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challenging to develop a coherent security framework for an entire smart factory. Security in [oT is influenced by
several parameters, the most important of which is user behavior, which is unpredictable and uncontrollable.
While using or managing the device, users and administrators often do not even bother to set their passwords to
something stronger than the default 'password' or enable two-factor authentication. For instance, employees
using genre devices at work may link unsecured personal devices to the IoT environment, offering attackers a
way in.

Moreover, there is no adequate knowledge about the threat to security in [oT Internet of Things (IoT). Most users
cannot distinguish between a genuine link or an attempt by an attacker to carry out an illegitimate operation that
may jeopardize the devices and networks. In addition, IoT devices are usually resource-limited, and some
organizations do not promptly maintain them once installed (Xie et al., 2022). This approach increasingly
exposes devices to greater risks, as updates and security patches are not installed systematically, making them
vulnerable to exploitation.

In mitigating ransomware attacks in IoT devices, the challenges must be addressed through standardization,
technological innovation, and user awareness. Understanding these challenges is the key step towards developing
robust [oT security architecture to tackle the ever-growing ransomware attacks.

4. Conclusion and Recommendations

Ransomware attacks on IoT devices show the importance of adopting even higher levels of cybersecurity as
more devices become connected. This review has identified trends such as the increasing attack surface due to
the IoT expansion, double and triple extortion tactics, and cybercriminals' exploitation of IoT weaknesses. These
attacks severely affect the targeting infrastructure, healthcare, and IoT-dependent industries, resulting in extreme
operational disruption, damages, and monetary and safety concerns.

Hence, to overcome these challenges, a multilayered approach to mitigating these issues is called for. This is
done through device hardening with inbuilt security, segmenting and continuously monitoring the networks,
backing up, and having recovery procedures in place. Techniques like zero-trust architectural models, Al-based
threat identification, and user awareness are important in securing IoT devices from ransomware threats.
Continuous research, innovation, and collaboration in different sectors are essential to stay abreast of the rapidly
emerging ransomware landscape. Developing global standards with shared threat intelligence and cutting-edge
solutions will enhance the IoT ecosystem and prevent the unrelenting and increasing ransomware threat.

5. Future Directions

The future of ransomware mitigation in IoT involves the application of modern technologies and aligning
partners globally. The use of blockchain technology in improving IoT security is auspicious due to its capability
to record data in a decentralized and tamper-proof manner, appending a unique identity to everything and making
communications between devices more secure. The choice of blockchain-based solutions can minimize various
risks connected with IoT systems reliability, especially for ransomware attacks, due to the possibility of
transparent and secure identity management.

Artificial intelligence and machine learning are equally essential components of future defense. These
technologies help in real-time threat detection of anomalies in data from IoT and analysis of patterns. Al is
capable of learning continually to predict and work against new threats, which, as a result, makes it a sound
defense barrier against ransomware. Further, post-quantum cryptography will be key with the increase in the
popularity of quantum computing. Implementing quantum-resistant algorithms to IoT systems means that the
systems are defendable against future computational attacks. Mitigating ransomware in an loT environment
requires global collaboration and a unified standard policy to combat this evolving ransomware threat.
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