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Abstract:

Chapter 1 of Pt 1 of the Protection of Freedoms 2012 introduces a new regime governing the desbinc
retention and use of fingerprints, footwear impi@ss, and samples and the DNA profiles derived fisuroh
samples. The purpose of the article is to explaid examine the new regime in all its complexity ,aim
particular, to assess whether it is compliant with European Convention on Human Rights (ECHR). The
research shows that the 2012 Act does not affoedj@ate privacy protection to innocent individuadgding
pains to an already coercive process without ds#figation. In Qatar, the DNA Profiling Act reguiés the
police powers to take and retain DNA samples. Tl¢ ghould be amended to comply with human rights
requirements as enshrined in the Qatar Constit@@f, in particular the right to privacy.

Keywords: DNA, Privacy, Police Powers, The Prottif Freedoms Act 2012, The DNA Profiling Act 2013

1. Introduction

There is wide range of policing actions that mightade the right to respect for private life guaesa by
Article 8 of the European Convention. There is palat that the recent application of DNA profilirechnology
has generated numerous legal issues related toiffuse of information obtained from DNA identifiizat tests
and the admissibility of these tests as legal exide The last two decades have witnessed a signific
expansion of police powers both to take and toimdddometric materials and data in the context fnmal
investigations and proceedings, and significantettigppments in the science relating to biometric datsd
particularly DNA. There has been significant comcénat these powers were incompatible with thetrigh
respect for private life under Article 8 of the Bpean Convention. This highlights the importance of
implementing safeguards regarding the collectitorage and use of biological samples and genetiz da

The British National DNA Database has been desdrdmthe ‘piecemeal facilitation of the collectietorage
and use of DNA and biological samples by succesmmendments to legislation’, especially amendmgntke
Police and Criminal Evidence Act 1984. These ameamdmhave proved to be controversial not leastuseca
they were implemented with little or no public cahation or debate. The Criminal Justice and Palce2001
allowed fingerprints and DNA samples to be retaimetkfinitely where they were taken from a persharged
with an offence, including on acquittal or aftedecision to take no further action was made. TheniGal
Justice Act 2003 later allowed DNA to be taken omest, rather than on charge, and anyone arresteddland
and Wales in connection with any recordable offehas his or her DNA sample taken and stored on the
database. In the UK, Chapter 1 of Pt 1 of the Rtmte of Freedoms Act 2012 introduces a new regime
governing the destruction, retention and use daféfiprints, footwear impressions, and samples aadDiRA
profiles derived from such samples. In Qatar, tH¢ADProfiling Act No. (9) of 2013 regulates takingdca
retention DNA samples.

This research addresses the question of whethepdliee power to take and retain DNA samples urtder
Protection of freedoms Act 2012 meets the requirdmef Article 8 of the European Convention. It Iwil
examine whether the 2012 Act has struck the righarre between privacy rights and the public irsteod
fighting crime. Furthermore, it examines whethefl28ct has met the proportionality and necessitystesth
respect to Article 8 under the European Conventibis contended that the 2012 Act has failed tenhtbe
proportionality and necessity tests. Furthermohe, 2012 Act needs to be properly scrutinised tourens
compatibility with the European Convention. The aR013 Act needs to be amended to meet constitaiti
rights as enshrined in the Qatari Constitution@J4£
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2. Police powers to take and retain DNA samplea the English Law
2.1 The Previous Legal Framework

The creation of the national DNAlatabase in England and Wales in April 1995 hiasedaa number of legal
issues in respect of the criminal justice systelatireg in particular to civil liberties. Redmaynashidentified
these legal issuésFirst, the impact of police power to take bodingples on civil liberties, in particular the
right to privacy. Secondly, the evidential problemrakted to database generated DNA matches.

2.1.1 The Police and Criminal Evidence Act 1984

Part V of the Police and Criminal Evidence Act 198ulates the taking and retention of DNA samplese
Act distinguishes between two types of samplesmiie samples and non-intimate samples. According t
Section 65, intimate samples include: a sampleladdy semen or any other tissue fluid, urine, sativ pubic
hair, and a swab taken from a person’s body orifitteer than the mouth. Non-intimate samples incluade
sample of hair other than pubic hair, a samplertdk@m a nail or from under a nail, a swab takemfrany part
of a person’s body including the mouth but not ather body orifice, a footprint or a similar impsées of any
part of a person’s body other than a part of hisdh&ection 62 provides that intimate samples @maken
provided that a number of conditions are met. Fitst person must be in police detention and thecmpiate
consertis given. Secondly, the authorisation must be tg@y a superintendent. Thirdly, the superintenden
can give such authorisation if he has reasonaldangis for suspecting the involvement of the perfsom
whom the sample is to be taken in a serious abiestffence, or for believing that the sample wéhd to
confirm or disprove his involvement. According &cton 63 a non-intimate sample may be taken frqgraraon
without the appropriate consent provided that hie igolice detention or is being held in custodytbg police
on the authority of a court, and an officer ofeddt the rank of superintendent authorises it taken without
the appropriate consent.

The Criminal Justice and Public Order Act 198dntains a number of amendments to the 1984 Awt. 094
Act increased the number of situations in which gl@sican be taken by the policBection 54 empowers the
police to take body samples from a person who tsim@olice detention but from whom, in the coucdethe
investigation of an offence, two or more non-intimaamples suitable for the same means of andigsis been
taken which have proved insufficient. However, teanditions must be met. First, the authorisatiarstmbe
given by a police officer at of at least the rarfksaperintendent. Secondly, appropriate consergivsn.
Subsection 3(b) substitutes “serious arrestablenc® with “recordable offence® “A dental impression was
reclassified as an intimate sample whilst salivaemecategorized as a non-intimate sample by se&&
Section 55 extends the situations and circumstaincesich the police can take a non-intimate sanyit@out
appropriate consent. The police can take such ganiph person has been charged with a recordéfielece or
informed that he will be reported for such an offenand either he has not had a non-intimate sataode from
him in the course of the investigation of the offerby the police or he has had a non-intimate sarngien
from him but either it was not suitable for the sameans of analysis or, though so suitable, thekkaproved
insufficient. Subsection 3(b) gives the police fmver to take non-intimate samples from a persdhowi the
appropriate consent if he has been convicted e€ardable offence.

1 DNA is the abbreviation of DeoxyriboNucleic AciBee, Kelly, F. K., ‘Methods and Applications of DNAngerprints’
[1987] Criminal Law Reviewl05; Hibbs, M., ‘Applications of DNA fingerprintgn—truth will out’ [1989] 139New Law
Journal 619, R. White, R. and Greenwood, J., ‘DNA Fingenfing and the Law’ (1988) 5Modern Law Reviewl45;
Redmayne, M., ‘Doubts and Burdens: DNA EvidencepBibdity and the Courts’ [19958]riminal Law Review64.

2 Redmayne, M., ‘The DNA Database: Civil Liberty anddentiary Issues’ [1998Friminal Law Review37.

% Hereinafter the 1984 Act.

4 For discussion see Walker, C., and Cram, I., ‘DNAfillng and Police Powers’ [1990Criminal Law Review479;
Gelowitz, M., “Yet he opened not his mouth: A Critegof Schedule 14 to the Criminal Justice Act 198889] Criminal
Law Reviewl98; Redmayne, M., ‘The DNA Database: Civil Libeatyd Evidentiary Issues’ [199&}riminal Law Review
437.

® According to section 65 “appropriate consent” ngda) in relation to a person who has attainedagesof 17
years, the consent of that person; (b) in relaioa person who has not attained that age buttteined the age
of 14 years, the ~consent of that person and his enmpar or guardian; and
(c) in relation to a person who has not attainedattpe of 14 years, the consent of his parent ad@ra

® Hereinafter the 1994 Act.

’ See Steventon, B., ‘Creating A DNA Database’ (1¥5)ournal of Criminal Law411.

8 See section 116 of the 1984 Act.

® See section 118 of the 1984 Act.

129



Journal of Law, Policy and Globalization www.iiste.org
ISSN 2224-3240 (Paper) ISSN 2224-3259 (Online) s.l_.;lj
Vol.78, 2018 IIS E

Furthermore, section 56 gives the police authdotgonduct “speculative searches” of samples iatig to
DNA and fingerprint analysis. Body samples or thfoimation derived from samples taken by policenfra
person who has been arrested on suspicion of beundved in a recordable offence may be checkednaga
other fingerprints or samples or the informatiomickrl from other samples contained in records hglar on
behalf of the police or held in connection withaw a result of an investigation of an offenceldbajives the
police the power to require a person who is neithgrolice detention nor held in custody to atteich police
station within one month for a sample to be takehei has been charged with or reported for a redded
offence or has been convicted of such an offenamveiter, these powers do not apply if the convicti®n
recorded before 10 April, 1995. Many of these psimris implemented the recommendations of the Royal
Commission on Criminal Justice though the Act weathewhat further than the Commission recommended.

A further power has been introduced by the CrimiBaldence (Amendment) Act 1997. Section 1 of the
Criminal Evidence (Amendment) Act 1997 extendspbice power to take non-intimate body samples euth
consent from any person who has been convictedd@& April, 1995 of a violent offence, sexual offe and
other offences listed in Schedule 1 of this Act aht¢he relevant time he is serving a sentencenpfisonment

in respect of that offence or he is detained uidet 11l of the Mental Health Act 1983. Sectioe@powers the
police to take non-intimate body sample from pessonder section 63 of the 1984 Act without the appate
consent where they have been acquitted but detdipgegason of insanity or unfitness to plead. i baen
argued that a “power to take or obtain non-consgnsamples from all those who have been convictfed o
serious offences before April 1995 would be diffido justify, and the restrictions of the powerttmse who
are imprisoned does not appear to make any differén this” Section 64 of the 1984 states that any body
samples taken from a person in connection withirtiiestigation of an offence must be destroyed as s is
practicable after the conclusion of the proceedifg$) the person is cleared of the offence. (g prosecution

is brought and he is not cautioned, or (iii) thespa has not been suspected of any involvementrensamples
have fulfilled the purpose for which they were tak8ection 57 of the 1994 Act has amended sectdoof he
1984 Act. Subsection 3 provides that Samples argkfprintsmust notbe destroyed if they were taken for the
purposes of the investigation of an offence of Wwhacperson has been convicted, and a sample theasse
may be, fingerprint was also taken from the comdagberson for the purposes of that investigatiatns8ction
3B(a) and (b) prohibits the use “in evidence agathe person so entitled” or “for the purposes af a
investigation of an offence” the information dedviecom a sample that is required to be destroyed.

Section 64 of the 1984, as inserted by sectionfShe1994 Act, has been considered by the Houdeoafs
judgment inAttorney General's Reference (No.3) of 14B9v B®In January 1998 the defendant was arrested
and charged with an offence of burglary, and aszaaample lawfully taken from him and submitted EoiMA
profiling. The defendant was acquitted of burglaryAugust 1998, but the sample was not destroyetreach

of section 64(1) of the Police and Criminal Evidenkct 1984. In 1997, a woman was assaulted anddrape
during a burglary of her home. Swabs were lateenalkom the victim in a medical examination, anB®MHA
profile obtained and placed on the national DNAabdase. A match was later made between the prodite the
saliva sample taken from the defendant and thel@rfodm the swabs taken from the victim. A haingde was
taken from the defendant confirmed the DNA matchlylRg on the DNA match between the hair and swab
samples, the defendant was arrested for the assalilape.

The defendant argued that there had been a brdaktticde 8 of the European Convention. It was ented
that since section 64(1) required a DNA samplectaéstroyed following an acquittal, the admissiorvidence
of the results of an investigation that was prdkibiby virtue of section 64(3B)(b) could not satishat
requirement. The trial judge had found that thedarhad not been destroyed when it should have, laeehhad
then been used in the investigation of an offer®ection 64(3B)(b) was mandatory with the reswdt the DNA
evidence was inadmissible. The Crown offered nth&rrevidence and the defendant was acquitted Ciiuet
of Appeal subsequently upheld that decision. Thiten came to the House of Lords at the requeshef
Attorney-General for reconsideration. The Housearfls allowed the reference and reversed the aecddithe
Court of Appeal. The House of Lords held that:

[Section 64(3B)(b)] contains no language to thedafthat evidence obtained as a result of the pitelai

investigation shall be inadmissible. It does notkkengrovision for the consequences of a breach ef th

prohibition on investigation. This does not meaat tifis particular prohibition is toothless. On tientrary,

1 Royal Commission on Criminal Justice Rep&utyal Commission on Criminal Justice Rep@m.2263 (London: HMSO,
1993), para 25-38 at 14-16. For criticism of Creatbn‘DNA Profiling and the Law: A Critique of tHeoyal Commission’s
Recommendations’ in McConville, M. and Bridges, Ld.JeCriminal Justice in CrisigAldershot: Edward Elgar, 1994).

2 Redmayne, M., ‘The DNA Database: Civil Liberty anddentiary Issues’ [1998Friminal Law Review437 at 445.
%[2001] 1 Cr. App. R. 34.
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it must be read with section 78(1) of PACE.... In esttwords, there is in the very same statute a
discretionary power in the trial judge, in the faufea breach of part (b) of subsection (3B), tolede the
evidence if it would be unfair to admit'it.

Furthermore, a decision by a judge in the exerafd@s discretion to admit such evidence would amibunt to
an unlawful interference with the defendant’s rigitprivate life under Article 8 of the Conventisince the
legislation was in accordance with the law, and iwgrference was necessary in a democratic sociétgre
was no breach of Article 6 since the trial judgé balequate powers to ensure fairness, by staymgepdings
as an abuse of process or excluding evidence se@8o There was no principle of Convention law that
unlawfully obtained evidence is not admissible. éwclingly, the provision is fully compatible witheltrelevant
Convention rights.

2.1.2 The Criminal Justice and Police Act 2001

The House of Lords Judgment Attorney General's Reference (No.3) of 1988 “undoubtedly created an
unsatisfactory anomaly in the lafvand undermined “any protection Parliament mightehthought it was
providing for acquitted suspects by enacting sacfid(3B)”3 This anomaly has been highlighted by the Joint
Committee on Human Rights. It stated this “hascilrgéous result that the police are under a legtf ttudestroy
material, but are able to use it as evidence if ttieach their duty by keeping t'The Criminal Justice and
Police Act 2001 introduces a new statutory basi®iation to the police power to take and retaidybsamples.

It contains significant amendments of the 1984 %AEhe first significant change is contained in sETt78.
Section 78 gives the police the power to take cdsqguy fingerprints from a person who has been gigen
caution or reprimanded in respect of a recordafienoe. Furthermore, subsection 4 gives the palighorities
further power to take samples from persons ansyéyail if there are reasonable grounds for beligtirat he is
not the same person or if he claims to be a difteperson. Subsection 8 gives a new definitionht® term
“fingerprint”: a record of the skin pattern and etlphysical characteristics or features of anyhat person’s
fingers or either of his palms.

The second significant change is contained in @ect® which substitutes an inspector for a supemihént as
the officer who may give authorisation for the takiof all samples. The power to authorise a pevsitim no
medical qualifications to conduct an intimate sharithout the detainee’s consent is a serious owkecauses
considerable concern. Such power constitutes riemte with the right to respect for private lifedar Article 8
of the European Conventidrizurthermore, the Joint Committee expressed itsie@about reducing the level of
seniority of the officer who has to decide whetheés impractical for an intimate search to be cectdd by a
medically qualified person, before authorising digeo officer who is medically unqualified to condua
physical examination of a person’s body orififdhe Act failed to provide specific guidance whigbuld be
available to the officer when exercising his disorein cases where medically qualified persondsavailable
to conduct an intimate search.

The Government expressed its view that the chafigbeoseniority of officer reflects modern manageme
structure in the police service. The Joint Comreitteticised such a view and stated that an ingpaestmore
likely than a superintendent to be of the same &mlor a lower rank than, the investigating offigmtentially
compromising his or her independence. Furthermbrmanagement structures should enable a high lefrel o
protection to be offered, rather than being madlgstification for reducing that level. If a detameere more
concerned about delay than about being subjechtmtanate search, he or she could consent to ¢hech,
removing the need for special authorisatidhe Act amends the definition of “non-intimate g contained

! Ibid, at 482-483.

2 Forster, S.,'The Taking and Subsequent RetentioBNA/Fingerprint Samples: Striking a Difficult Balee (2001) 165
Justice of the Peacg56 at 559.

3 Case Comment: [2001] Crim. LR 394 (HL) at 395.

4 House of Parliament, Report of Joint Committee omnbiu Rights, First Report, 26 April, 2001, para 87ailable at:
http://www.publications.parliament.uk/pa/jt2000@4dlect/jtrights/69/6914.htm,[ 3/12/2002].

® Forster, S., ‘The Taking and subsequent RetentiddNoA/Fingerprint Samples: Striking a Difficult Balae’ (2001) 165
Justice of the Peace56; Wasik, M., ‘Legislating in the Shadow of tHaman Rights Act: The Criminal Justice and Police
Act 2001’ [2001]Criminal Law Reviev®31 at 945-947.

® See Home OfficeProposals for Revising Legislative Measures on Eipgnts, Footprints and DNA Sampleduly
1999(London: Home Office, 1999), at http://www.hafiiee.gov.uk/docs/fingdna.pdf.

" House of Parliament, Report of Joint Committee ombiu Rights, First Report, 26 April, 2001, para 78.

8 House of Parliament, Report of Joint Committee ombiu Rights, First Report, 26 April, 2001, para 76.

® House of Parliament, Report of Joint Committee ombiu Rights, First Report, 26 April, 2001, para 79.
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in section 65 of the 1984 Act. According SectiorfH(b) “footprints” shall be substituted “a skin pnession”.

Skin impression means any record (other than afjprint) which is a record, in any form and prodliby any

method, of the skin pattern and other physical attaristics or features of the whole or any patiisffoot or of

any other part of his bodyBy virtue of section 80(4) where a non-intimatengée consisting of a skin
impression is taken electronically from a persomust be taken only in such a manner, and usioh davices,

as the Secretary of State has approved for theopargf the electronic taking of such an impression.

The number of law enforcement agencies which haeeability to conduct speculative searches haven bee
considerably increased by section 81. Section 6Bthe 1984 Act gives police the power to check émygints

or samples or the information derived from sampddg®n from the person where that person has beested

on suspicion of being involved in a recordable wéfe or has been charged with such an offence obéas
informed that he will be reported for such an offenSection 81 of the 2001 Act expands this powerover
any fingerprints or samples or the information dedi from samples which are held by or on behaHrf one

or more relevant law enforcement authorities inlinéed Kingdom and abroad or which are held inreantion
with or as a result of an investigation of an offen

Section 82 raises issues in relation to its capaoaitsatisfy the requirement of Article 8 of the rpean
Convention. It is not clear that adequate contesés available to ensure that records were accaradeup to
date. There are no clear controls over the circancsts in which searches of the records are pednitizt
would be adequate to meet the necessity tests ukitiete 8(2). Finally, it is not clear that the dies given
access to the records would themselves have adegoatrols in place to satisfy the entitlementsdata
subjects under Article 8The Joint Committee expressed its reservationatahis section. It stated that:
We believe that there should be continuous momi¢poif the use made of the extended power, to ertisate
Article 8 rights to privacy are being respectedpiractice. Consideration should also be given to the
possibility of providing in this legislation for aduate controls on the accuracy of records, the
circumstances in which searches are permissiblepamgortionate, and of ensuring that the bodiegmiv
access to the records also have adequate comtrolisde®

Furthermore, concern about such powers has beeressqu by the Human Genetics CommisSiahich
launched a consultation document on the approptis¢eof genetic informatiohThe House of Lords Select
Committee on Science and Technology recommendddtiieaGovernment should establish an independent
body, including lay membership, to oversee the wmy% of the National DNA Database, to put beyondkdo
that individuals’ data are being properly used gmdtected® Section 82 of the 2001 has been enacted in
response to the decision of the House of Lordstiarney-General's Referen¢blo.3) of 1999 discussed above.
It provides that fingerprints or samples may bairetd after they have fulfilled the purposes forickhthey
were taken but shall not be used by any personpéxoe purposes related to the prevention or dieteabf
crime, the investigation of offence or the condofta prosecution. Subsection 6 allows for the m@plic
retrospectively, to retain and use of all fingemggiand samples which have been unlawfully heldthan
database.

The Joint Committee on Human Rights agreed that seitospective effect of section 82 could be inpatible
with Article 13 since it removes the right to talegal action to have body samples destroyed. Homveke
Committee stated that such argument an would bkalyplto succeed for the following reasons: (a) thse law
of the European Court on Article 13 and the Scapadtrospective legislation is not settled, busilikely that
States would be permitted a degree of flexibilitymatters such as this; (b) Section 82 would nterek powers
to take fingerprints and samples, but only to retabse which had been lawfully taken; (c) the fataperation
of the new powers seems to be fully compatible W@tinvention rights; (d) the retained materialikelly to
provide valuable evidence mainly in relation toyweerious offences against the person; and (eHthese of
Lords has held that evidence based on materiawfullg retained in the past need not be excludexmfr
evidence in such caseés.

! Section 80(5)(C).

2 House of Parliament, Report of Joint Committee ombiu Rights, First Report, 26 April, 2001, para 84.

3 House of Parliament, Report of Joint Committee ombiu Rights, First Report, 26 April, 2001, para 85.

4 See, http://www.hgc.gov.uk/business_meetings_0@miaim#5d, 17/12/2002.

® Human Genetics Commissiofonsultation Document: Whose Hands on Your Gzre<onsultation on the storage,
protection and use of personal genetic informatioondon: Health Department of Health, 2000).

®House of Lords Select Committee on Science and Téohy Human Genetic Databases: challenges and opporagii"
Report (London: Stationary Office, 2001).

" House of Parliament, Report of Joint Committee ombiu Rights, First Report, 26 April, 2001, para 91-92.
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2.1.3 The Criminal Justice Act 2003

In 2004, the new Criminal Justice Act 2003 extentthedpool of people who could have their profileaneed on
NDNAD to include all people who had been arrestadaf recordable offence. Prior to this, it was gnbgsible
to retain DNA profiles from individuals who had Imeeharged with, or reported for a recordable offenithe
Act extends the powers of the police to enable ttetake fingerprints and a DNA sample from a peratilst
he is in police detention following his arrest forrecordable offence. Fingerprints can be takecirelically
and the police will be able to confirm in a few miies the identity of a suspect where that persomirprints
are already held on the National Fingerprint Dagsabat will prevent persons who may be wanted fineo
matters avoiding detection by giving the policaksé name and address. Fingerprints taken undepitbvision
will be subject to a speculative search acrosstime scene database to see if they are linkeditaiasolved
crime. The DNA profile of an arrested person shallloaded onto the National DNA Database and diwll
subject to a speculative search to see whetheatithes a crime scene stain already held on thebBsga This
will assist the police in the detection and preigmnbf crime.

Section (9) of the Criminal Justice Act 2003, exiethe circumstances in which the police may tageraon’s
fingerprints without consent to include taking famgrints from a person arrested for a recordakfienoé and
detained in a police station. Section 61 of PACEeantly provides powers for taking fingerprints fiahose in
police detention without consent in the followingcamstances:

1. following charge with a recordable offence or riotifion that a suspect will be reported for such an
offence;

2. on the authority of an inspector, which can onlygbeen where the officer has reasonable grounds for
believing the suspect is involved in a criminalenffe and the fingerprints will tend to confirm or
disprove his involvement or facilitate the ascemaént of his identity;

3. an authorisation may only be given for the purpafsiacilitating the ascertainment of the person’s
identity where the person has either refused totifyethemselves or the authorising officer has
reasonable grounds to suspect they are not whocthay to be.

Fingerprints may also be taken from a person coediof a recordable offence or cautioned, warned or
reprimanded in respect of such an offence. Sulmse(?) replaces the existing provisions about the takihg
fingerprints on the authority of an Inspector watlwvider power to take fingerprints from any persetained in
consequence of his arrest for a recordable offefige.existing requirement to give a person whasgefiprints
are taken without consent reasons for doing sofandecording the reason as soon as practical eppdi the
new power. This amendment to section 61 of PACEmévent persons who come into police custodywind
may be wanted on a warrant or for questioning drerimatters from avoiding detection by giving tlodige a
false name and address. Using Livescan technolelgigh enables the police to take fingerprints etautally
and which is linked to the national fingerprint aladse (NAFIS), the police will be able to confirnperson’s
identity whilst he is still in police detention lifis fingerprints have been taken previously. It wiso assist in
enabling vulnerable or violent people to be idésdif more quickly and dealt with more effectively. A
speculative search of the fingerprint crime scemtalthse will also reveal if the person may have lreelved

in other crimes.

Section (10) of the Criminal Justice Act 2003 edtetthe circumstances in which the police may takbowt
consent a non-intimate sample from a person ircealetention to include taking such a sample fropergon
arrested for a recordable offence. Section 63 aCPArovides powers for taking a non-intimate samytaout
consent from a person in the following circumstance

1. following charge with a recordable offence or riotifion that the person will be reported for suoh a
offence;

2. if the person is in police detention (or is beirgdhin custody by the police on the authority afoart),
on the authority of an inspector which can onlygben where the officer has reasonable grounds for
believing the suspect is involved in a recordalffenze and the sample will tend to confirm or dmspr
his involvement;

3. following conviction for a recordable offence.

In relation to a person in police detention, subiees (2) and (3) replace the existing provisiobeu the taking
of a non-intimate sample on the authority of apétior with a wider power to take a non-intimategke from
any person in police detention in consequence ©fhiest for a recordable offence. This is condéimn him
not having had a sample of the same type and fhensame part of the body taken already in the eooirshe
investigation or if one has that it proved insuéfitt for the analysis. The new power is availablether or not
the sample is required for the investigation ob#ance in which the person is suspected of bainglved. But
of course the police will be able to use the newgaoto obtain samples in cases where under themprésy an
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inspector’s authorisation would be given (for exéanm a rape investigation, to obtain a foot ingsien, a hair
sample and a mouth swab). The existing requiretioegitve a person from whom a non-intimate samptaksn
without consent the reason for doing so and foonding the reason as soon as practicable applidsetoew
power. The amendments do not affect the existingeps to take samples from persons held in custgdhé
police on the authority of a court. DNA profilestiected from non-intimate samples taken from aegersons
will be added to the samples already held on thigoNal DNA Database and checked for matches withADN
taken from crime scenes.

The wide powers to take and retain biometric datspécially DNA data) of persons not charged or not
convicted of any offence, and the development BN&A database which now covers almost 10 per cethef
population, gave rise to considerable debate andera, and was challenged in 2002 by way of jutigaiew

in the case oR (on the application of Marper) v. Chief ConstabfeSouth YorkshiréThe applicants had been
charged with offences, but later acquitted. Onslytiey had had DNA samples taken, and the detdded to
the national DNA database. Both applicants askethtar fingerprints and DNA samples to be destdyymut in
both cases the police refused. The applicantsepfdir judicial review of the police decisions notdestroy the
fingerprints and samples. On 22 March 2002 the Aibtiative Court rejected the application. On 1pt€mber
2002 the Court of Appeal upheld the decision ofAldeninistrative Court.

On 22 July 2004, the House of Lords dismissed gealdy the applicants. As to the Convention anglyord
Steyn inclined to the view that the mere retentodnfingerprints and DNA samples did not constitate
interference with the right to respect for privéife but stated that, if he were wrong in that vidve regarded
any interference as very modest indeed. Questibmehether in the future retained samples could sused
were not relevant in respect of contemporary useetdined samples in connection with the detectiod
prosecution of crime. If future scientific developmts required it, judicial decisions could be madbken the
need occurred, to ensure compatibility with the ¥ortion. The provision limiting the permissible ust
retained material topurposeselated tothe prevention or detection of crime ...” did nobddden the permitted
use unduly, because it was limited by its contdxthe need to justify the modest interference witivate life
arose, Lord Steyn agreed with Lord Justice Sedlethé Court of Appeal that the purposes of retentiche
prevention of crime and the protection of the righbthers to be free from crime — were “provided iby law”,
as required by Article 8.

As to the justification for any interference, thgphcants had argued that the retention of fingatprand DNA
samples created suspicion in respect of personshatobeen acquitted. Counsel for the Home Secrdizaly
contended that the aim of the retention had nothindo with the past, that is, with the offencewdfich a

person was acquitted, but that it was to assitérinvestigation of offences in the future. Thelagants would
only be affected by the retention of the DNA sarapletheir profiles matched those found at the scefa

future crime. Lord Steyn saw five factors which tedthe conclusion that the interference was priquate to
the aim: (i) the fingerprints and samples were lagy for the limited purpose of the detection, estigation
and prosecution of crime; (ii) the fingerprints asamples were not of any use without a comparaigefprint

or sample from the crime scene; (iii) the fingemwiwould not be made public; (iv) a person wasichenttifiable

from the retained material to the untutored eye, @) the resultant expansion of the database éydtention
conferred enormous advantages in the fight agaesbus crime. In reply to the contention that Hame
legislative aim could be obtained by less intrusiveans, namely by a case-by-case consideratiomether or
not to retain fingerprints and samples, Lord Stesferred to Lord Justice Waller's comments in tlor€ of

Appeal that “[i]f justification for retention is iany degree to be by reference to the view of tie@ on the
degree of innocence, then persons who have beerittedgand have their samples retained can juslifiaay

this stigmatises or discriminates against me — Ipanh of a pool of acquitted persons presumed tmiecent,

but | am treated as though | was not. It is ndagt in any way stigmatising someone who has begnitded to
say simply that samples lawfully obtained are retdias the norm, and it is in the public interesits fight

against crime for the police to have as large alitete as possible”.

The House of Lords further rejected the applicasusiplaint that the retention of their fingerpriatsd samples
subjected them to discriminatory treatment in bheat Article 14 of the Convention when comparedthe
general body of persons who had not had their fimits and samples taken by the police in the smaf a
criminal investigation. Lord Steyn held that, eveessuming that the retention of fingerprints and gamfell
within the ambit of Article 8 so as to trigger thpplication of Article 14, the difference of treant relied on by
the applicants was not one based on “status” femptlirposes of Article 14: the difference simplyeetfed the

1[2003] H.R.L.R. 1.
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historical fact, unrelated to any personal chargstte, that the authorities already held the fimgants and
samples of the individuals concerned which had blesrfully taken. The applicants and their suggested
comparators could not in any event be said to lenianalogous situation. Even if, contrary to héw it was
necessary to consider the justification for anyfedénce in treatment, Lord Steyn held that sucleaibje
justification had been established: first, the edahof legitimate aim was plainly present, as ti@ease in the
database of fingerprints and samples promoted tiicpinterest by the detection and prosecutiorsarious
crime and by exculpating the innocent; secondlg, iquirement of proportionality was satisfied,tieec 64
(1A) of the PACE objectively representing a meaduaed proportionate response to the legislative @im
dealing with serious crime.

Baroness Hale of Richmond disagreed with the mgja@onsidering that the retention of both fingemprand
DNA data constituted an interference by the Stata iperson's right to respect for his private éfed thus
required justification under the Convention. In hainion, this was an aspect of what had been dalle
informational privacy and there could be littleaifiything, more private to the individual than kmwledge of
his genetic make-up. She further considered ttatlifierence between fingerprint and DNA data bexzanore
important when it came to justify their retentios the justifications for each of these might bey\different.
She agreed with the majority that such justificasidad been readily established in the applicaasss.

In the case 06. and Marper v. the United Kingddrthe European Court adopted a different opiniore Tourt
found that the blanket and indiscriminate naturg¢hef powers of retention of the fingerprints, celiutsamples
and DNA profiles of persons suspected but not aiadi of offences, as applied in the case of thegmte
applicants, fails to strike a fair balance betweba competing public and private interests and that
respondent State has overstepped any acceptabl@nmafr appreciation in this regard. Accordingly,eth
retention at issue constitutes a disproportionatierfierence with the applicants' right to respectgrivate life
and cannot be regarded as necessary in a demaswaigty. Accordingly, there has been a violatibuicle 8
of the Convention in the present case.

“That the judgment of the European Court in S Btatper required the law on retention of biometratadof
persons unconvicted of an offence to be changedcaamnonly accepted. The issue was the degree oigeha
that was necessary. In his commentary on the judgmfEndrew Ashworth argued there should be three
dimensions to the reform, first, retention shouddrbstricted to biometric data taken in respeatffefnces of a
certain degree of seriousness. Possible categbdesjggested, would be violent and sexual offenoditable
offences, or recordable offences. Secondly, théuld be special provision in respect of data isato
juveniles. Third, retention must be time limiteaisgibly three years, with a potential extensiotwaf years on
the authority of a judge, as in Scotland. Since Euweopean Court accepted that retention of fingetpr
amounted to less of an interference with the rightespect for private life than retention of clllusamples or
DNA profiles, different regimes might be acceptafde different forms of sample. Finally, Ashwortihgaed
that the judgment of the European Court implied tnaconvicted persons who have had their datanexdai
should have a right to independent review of thention decision™

2.1.4 The Crime and Security Act 2010

In response to this judgment, a more restrictivelehavas constructed by the Crime and Security Adi02 but
this Act was not implemented due to the changedafiaistration in the United Kingdom. Sections 142® of
the Crime and Security Act 2010 which, amongst othimgs, allowed for the retention of fingerprisisd DNA
profiles of persons arrested for, but not convia&dany recordable offence for six years. Sectibhdo 18, 20
and 21 of the 2010 Act established a separate apprio the retention of DNA profiles and fingerpsimby the
police for national security purposes and made ipians for the extended retention of DNA and firggerts on
national security grounds. The Crime and Security 2010 contains provisions to give additional psme the
police to take fingerprints and DNA samples fronogle who have been arrested, charged or conviatelei
UK, and from those convicted overseas of seriomgaeand violent offences$n response to the European Court

! Allison Clare, “Retention of fingerprints and DNgamples: compatibility with the European Convention
Human Rights” 68(6) Journal of Criminal Law 481-483

2(2009) 48 EHRR 50, [2008] ECHR 1581, (2009) 48 EHRR?5BHRC 557, [2009] Crim LR 355.

% Kate Beattie, “S and Marper v UK: privacy, DNA aiitne prevention” (2009) European Human Rights Lawi&e 229-
238.

“ Ed Cape, “The Protection of Freedoms Act 2012:rétention and use of biometric data provision€1[3]
Criminal Law Review 23-37 at 28.
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of Human Rights judgment in the caseSfand Marper v United Kingdgnthe Act also sets out a statutory
framework for the retention and destruction of bédric material, including DNA samples, DNA profilesd
fingerprints that has been taken from an individasapart of the investigation of a recordable aféen

These powers were consulted upon in Keeping the Right People on the DNA Databpaper published in
May 2009" Section 14 substitutes a new section 64 into PAGE inserts fourteen new sections immediately
after it. Section 64 (destruction of fingerprintadasamples) set out the purposes for which fingetqr
impressions of footwear and samples may be retdioegdermits them to be retained after they haiféléad the
purposes for which they were taken without refeeet a retention period. The new provisions reqthie
destruction of DNA samples once they have beerilpdodnd loaded satisfactorily onto the nationahtase. In
any event, all samples (whether biological DNA miateor other samples, such as dental or skin isgoas)
are required to be destroyed within six monthsefrtbeing taken.

It has been argued that the “retention and destnuceégime proposed in the consultation paper veaspbex”?
The proposed automatic retention periods of 6 yead 12 years for more serious (suspected or a)ege
offences proved to be controversial (especiallieims of whether they would be sufficient to compith theS
and Marper v United Kingdom judgmenti)he Parliamentary Joint Committee on Human Righbtssidered it
“unacceptable that the Government appears to hakenta very narrow approach to the [S and Marper]
judgment by purposely ‘pushing the boundarieshef €ourt’s decision®® The blanket retention period, said the
Committee, remains “disproportionate and potertialibitrary” and gives rise to a significant risk farther
breach of the right to respect for private life enECHR art.§. These provisions of the 2010 Act have not been
brought into force and Part 1 of Schedule 10 ofRh&ection of Freedoms Act 2012 repeals them.

3. The Developments of the Law Regulating DNA Retéon

3.1 The English Law (The Protection of Freedoms Ac012):

Chapter 1 of Part 1 of the Protection of Freedoms 2012 makes provision in respect of the retentiod
destruction of fingerprints, footwear impressionsl ® NA samples and profiles taken in the coursa ofiminal
investigation. In particular, it replaces the dxigtframework, set out in Part 5 of the Police @wiminal
Evidence Act 1984 (“PACE"), whereby fingerprintsdaDNA profiles taken from a person arrested fogrged
with or convicted of a recordable offence may baired indefinitely. Under the new scheme providtedin
this Chapter, the fingerprints and DNA profileseéakirom persons arrested for or charged with a miffence
will be destroyed following either a decision notaharge or following acquittal. In the case ofgoais charged
with, but not convicted of, a serious offence, éngrints and DNA profiles may be retained for thyears, with
a single two-year extension available on applicabig a chief officer of police to a District Judfidagistrates’
Courts). The police will also be able to seek pesioin from the new independent Commissioner for the
Retention and Use of Biometric Material to retaintenial for the same period (three plus two years)ases
where a person has been arrested for a qualifyfiegiae but not charged. In addition, provision iada for the
retention of fingerprints and DNA profiles in thase of persons convicted of an offence or givares fpenalty
notice and for extended retention on national sgcgrounds. Chapter 2 of Part 1 imposes a requérgnon
schools and further education colleges to obta@ dbnsent of parents of children under 18 yearsag®
attending the school or college, before the schoabllege can process a child’s biometric inforiorat

“Section 63D material” is defined as (a) fingerpsiiaken from a person under any power conferrethby
PACE 1984 Pt V, or taken by the police with the smmt of the person from whom they were taken, in
connection with the investigation of an offencegl én) a DNA profile derived from a DNA sample takiarthe
same circumstances as for fingerprints (PACE 19880¢1))” Biometric samples are not included in the
definition of s.63D materials. Moreover, the ddfam of s.63D materials does not include footweapriessions
and photographs.

! (London: Home Office, May 2009)

2 Ed Cape, “The Protection of Freedoms Act 2012rétention and use of biometric data provisions™[Z0Criminal Law
Review 23-37 at 29.

% Joint Committee on Human Rights, Legislative SogutCrime and Security Bill; Personal Care-atme Bill;
Children, Schools and Families Bill, Twelfth Repoft Session 2009-10, HL Paper 67, HC 402, para.1.10
1.16.

4 As inserted by Section 1 of the Protection of Bozes Act 2012.

® Ed Cape, “The Protection of Freedoms Act 2012rétention and use of biometric data provisions™[Z0Criminal Law
Review 23-37 at 30.
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Section lof the Protection of Freedoms Act 201 2ritssnew section 63D into the Police and CriminatEnce
Act 1984 (“PACE”") which sets out the basic rulesygming the destruction of fingerprints and DNA files
(collectively referred to as ‘section 63D matepiaiiken from a person under the powers in Part BAEE or
given voluntarily in connection with the investigat of an offence. New section 63D(2) requiresdhstruction
of section 63D material if it appears to the resiole chief officer of police that the material wkken
unlawfully, or that the material was taken fromexgwn following an unlawful arrest or where theeatwas as a
result of mistaken identity. Any other section 6B81aterial must be destroyed as soon as reasonatiqable,
subject to the operation of the provisions in neatisns 63E to 630 and 63U of PACE. It is a genferatiure of
new sections 63D to 630 that material must be dgstl unless one or more of those sections apidisatt
material, in which case the section which delivéms longest retention period will determine theiguetrof
retention. New section 63D(5) of PACE enables a@®s section 63D material, which would otherwiak tio
be destroyed, to be retained for a short period anspeculative search of the relevant databasssbleen
carried out. The fingerprints and DNA profile of amrested person will be searched against the ntio
fingerprint and DNA databases respectively to d@agemwhether they match any other fingerprints di/D
profile on those databases. Where such a matchrgpdatumay serve to confirm the person’s identibdicate
that he or she had previously been arrested undifeaent name, or indicate that the person malirded to a
crime scene from which fingerprints or a DNA sampbed been taken. New section 63U(3), as inserted by
section 17, provides that section 63D material nemtcbe destroyed where it may be fall to be dsmtbunder
the Criminal Procedure and Investigations Act 18B&s attendant Code of Practice.

Section 2 inserts new section 63E into PACE, whichbles material taken from a person in conneetitinthe
investigation of an offence to be retained untd ttonclusion of the investigation by the policewhere legal
proceedings are instituted against the personl tingticonclusion of those proceedings. The Ministgulained
in the Public Bill Committee on the Bill that “lelgaroceedings are concluded when the charges ampdd,
when the person is acquitted of the offence ahef are found guilty, when they are acquitted ppeal™

Section 3 inserts new section 63F into PACE whiobvigles for the further retention of material takieom
persons (both adults and juveniles) arrested focharged with a qualifying offence, but not subsadly
convicted. The concept of a qualifying offence $&di to distinguish between serious and less sedffesces
for the purposes of the retention regime. A listjoélifying offences is contained in section 65A¢2PACE (as
inserted by section 7 of the Crime and Security 2810 (“the 2010 Act")); the list broadly coversrises
violent, sexual and terrorist offences. Where as@erwho is arrested for, but not convicted of, alifiing
offence has previously been convicted of a recdedaffence, that is not an ‘excluded offence’, bisher
section 63D material may be retained indefinitatgw section 63F(2)). A recordable offence is defime
section 118 of PACE. In practice, all offences whaze punishable with imprisonment are recordaffEnoes,
as are around 60 other non-imprisonable offencashndre specified in regulations made under seQiormof
PACE. An excluded offence for these purposes isnddfin new section 63F(11) of PACE (inserted by th
section) as a conviction for a minor (that is, mpalifying) offence, committed when the person wader the
age of 18, for which a sentence of less than fa@ryimprisonment (or equivalent) was imposed.

Where a person who is charged with, but not coadicif, a qualifying offence has no previous coneitd, his
or her section 63D material may be retained foeghyears (new sections 63F(3), (4) and (6)). Wheperson
with no previous convictions is arrested for a dylg offence, but is not subsequently chargedanvicted,
his or her section 63D material may be retainedttioee years only if a successful application islenander
new section 63G to the independent CommissionethdrRetention and Use of Biometric Material appezn
under section 20(1) of the Act (new section 63F(blie standard three-year retention period (whetikwing

being charged with a qualifying offence, or arrdsfer such an offence and a successful applicatothe
Commissioner) may be extended on a case by case \bitls the approval of a District Judge (Magistsit
Courts). In any particular case, the police maylyappring the last three months of the three-yesniqul to a
District Judge (Magistrates’ Court) for an ordetesxling the retention period by an additional tveans (new
section 63F(7), (8) and (9)). The retention peraahnot be extended beyond five years in total urthisr
process. The police may appeal to the Crown Caainat a refusal by a District Judge (Magistratésurt) to
grant such an order and the person from whom theriahwas taken may similarly appeal to the Crd®ourt
against the making of such an order (new secti¢f{B83).

Separate arrangements (see new section 63M, iddgyteection 9) apply in cases where the retergaiod is
to be extended on national security grounds. Nestise 63G sets out the procedure for the policagply to

1 Hansard, HC Public Bill Committee, 5th Sitting, .87 (March 29, 2011.
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the independent Commissioner for the Retentiondse of Biometric Material to retain section 63D el
from a person with no previous convictions who basn arrested for a qualifying offence, but notsegjiently
charged or convicted. Applications may be madehmnhkasis that either the victim of the alleged e is
vulnerable (which is defined as being under the @&fgk8, a vulnerable adult or in a close persoaktionship
with the arrested person) or, in other cases, wlhieeepolice consider that retention is necessarytltie
prevention or detection of crime (new section 63G(2d (3)). Notice of such an application must berg to
the person to whom the section 63D material rel@tesv section 63G(6) to (8)) and that person makema
representations to the Commissioner in respect afpplication (new section 63G(5)).

Section 5 inserts new section 63l into PACE, wigolerns the retention period applicable where agrehas
been convicted of a recordable offence. Where aitt &lconvicted of a recordable offence, his or $ection
63D material may be retained indefinitely. A persotreated as “convicted” if they are given a @autwarning
or reprimand, are found not guilty by reason ofimty, or are found to be under a disability andvéwe done
the act charged (s.65B). A penalty notice imposedeu the Criminal Justice and Police Act 2001 s2ot
defined as a conviction, but where a penalty nocenposed, section 63D material may be retairmedvio
years (s.63L). There is also provision for indeénietention of materials akin to s.63D materialsere the
person was convicted of an offence under the lawmyf country or territory outside of England and|&ga
(s.63J). Section 7, which inserts new section 63§ PACE, makes provision for the retention of ec63D
material taken from persons convicted of a firshanioffence, committed when they were under thedds.
In such cases, the retention period is to be datedrby the length and nature of the sentencehfatr minor
offence. Where a custodial sentence of five or nyas's is imposed, the person’s section 63D mateag be
retained indefinitely (new section 63K(3)). Wherewstodial sentence of less than five years is gagpthe
person’s section 63D material may be retainedHerduration of the sentence (both the period sipetiistody
and the period of the sentence served in the contyjyrtus a further five years (new section 63K(20here a
young person is given a non-custodial sentencenauiction for his or her first minor offence, his loer section
63D material may be retained for five years frora ttate the material was taken (new section 63K&)Yy.
subsequent conviction for the recordable offendeether before or after they turn 18, will enable #gection
63D material to be retained indefinitely (new sect63J(5)).

Section 9 inserts new section 63M of PACE which esgfirovision for the retention of material for theposes
of national security. Where a person’s section 68&terial would otherwise fall to be destroyed, aybe
retained for up to two years where the respongibief officer of police determines that it is nez@y to retain
it for the purposes of national security (a ‘natibsecurity determination’). A responsible chieficdr may
renew a national security determination in respdcthe same material, thus further extending thenteon
period by up to two years at a time. See sectioffpa@agraphs 129 to 133) which set out the funstiohthe
Commissioner for the Retention and Use of Biomdiaterial in respect of national security deterrioas.
Section 17 section inserts new section 63U into PA@hich excludes from the PACE retention reginteoss
above those persons whose biometric data is hedéruthe Terrorism Act 2000 Act (“the 2000 Act”),eth
International Criminal Court Act 2001 and the Teism Prevention and Investigation Measures Act 2@kl
well as those whose fingerprints are held underigration powers. A broadly equivalent retentionineg for
terrorist suspects is provided for in Schedule #2000 Act, as amended by Part 1 of Schedutetiig Act.
Section 11 inserts new section 630 into PACE. Negtisn 630 provides that a person’s section 630enaf
which would otherwise fall to be destroyed, mayrétined for as long as that person consents itingrio its
retention. This provision applies both to matetélen in accordance with the powers in Part 5 o€EBAand to
material given voluntarily. A person may withdraig br her consent at any time (new section 630(3)).

Section 14 inserts new section 63R into PACE, wiginhvides for the immediate destruction of samjflés
appears to the responsible chief officer of potltat the material was taken unlawfully, or where thaterial
was taken from a person following an unlawful ar@swhere the arrest was as a result of mistaélentity
(that is, in the same circumstances as sectionrGdi@rial (see new section 63D(2), as inserted biasel). In
addition, DNA samples must be destroyed as soca BBIA profile has been satisfactorily derived frohe
sample (including the carrying out of the necessprglity and integrity checks) and, in any eventhim six
months of the taking of the sample. Any other samgplich as a blood or urine sample taken to testiéohol
or drugs, must similarly be destroyed within sixnties of it having been taken (new section 63R(EpwW
sections 63R(6) to (12) of PACE provide that sampiey be retained for a longer period than six i
certain limited circumstances. Those circumstamacesvhere it appears to the responsible chiefafia police
that, in relation to a serious offence, it is nsegg to ensure that key evidence (in the form ofADddmples)
remains available for disclosure to the defendartboaespond to an evidential challenge by the middat. In
such cases, the decision to extend the permissitdation period would fall to a District Judge (Bfstrates’
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Court) following anex parteapplication made by the chief officer. If the g@pation was approved, the district
judge would authorise retention of the material & months, which may be extended (on one or more
occasions) following a furthemter parte$ application by the responsible chief officer. Amaterial retained in
this way would only be available for use in thase@and the police would be under a duty to notify person
whose sample was to be retained, including anyiegifmn for a subsequent order to retain and thecmne.

New section 63R(13) of PACE enables a person’s DiMAother sample, which would otherwise fall to be
destroyed, to be retained until a DNA profile haet derived from the sample and a speculative lsedrthe
relevant database has been carried out (that i)eirsame circumstances as section 63D material rise
section 63D(5))Section 16 inserts new section 63T into PACE whistricts the use to which fingerprints,
DNA and other samples, DNA profiles and footweaptigssions may be put. Such material may only bd use
for the purposes set out in new section 63T(1). Nmwation 63T(2) provides that material which should
otherwise have been destroyed in accordance withseetions 63D, 63R and 63S of PACE must not be use
against the person to whom the material relatefothe purposes of the investigation of any offenany
evidence arising from the impermissible use of smelterial would therefore be likely to be ruleddnassible

in criminal proceedings.

The office of Commissioner for the Retention ana 0§ Biometric Material is established by the Padt 2012
s.20. Subsection (1) places a duty on the Secrefaé®yate to appoint a Commissioner for the Retenéind Use
of Biometric Material (the Commissioner). Subsect{®0) makes provision for the terms of the Comiis’s
appointment and for the payment of allowances éoGbmmissioner and of his or her expenses. Subsedtil)
enables the Secretary of State to provide stafforamodation, equipment and other facilities to supphe
work of the Commissioner. Subsection (2) conferdh@n Commissioner the function of keeping underengv
determinations made by chief officers of police atiters that the fingerprints and DNA profiles giexson are
required to be retained for national security psg® and the use to which fingerprints and DNA if@®fso
retained are being put. To enable the Commissitmelischarge this function, subsection (3) requpessons
making national security determinations to notifg Commissioner in writing of the making of a detiration,
including a statement of the reasons why it wasenadd to provide such other documents or infolrnadis the
Commissioner may require in the exercise of hisher functions. Subsections (4) and (5) enable the
Commissioner, having reviewed a national secutgidnination, to order the destruction of the fipgmts and
DNA profile held pursuant to it where he or shesadisfied that a determination should not have bwaade.
There is no appeal against such a ruling by ther@issioner save by way of judicial review. The Corssioner
may not order the destruction of material that doatherwise be retained pursuant to any other tstgtu
provision, for example under the provisions in ngsetion 63F(5) and (9) of PACE (as inserted byisect
3).Subsections (6) to (8) confer on the Commissi@general function of keeping under review themton
and use, by the police and others, of fingerpriatel DNA profiles not subject to a national security
determination, whether taken under PACE, the 2000 the 2008 Act or the TPIM Act 2011. Subsectid (
provides that the Commissioner also has the funaifodetermining (in response to applications tgy plolice)
whether the fingerprints and DNA profiles of persanrested for, but not charged with, a qualifyaifience
may be retained pursuant to the provisions in restien 63G of PACE (as inserted by section 3 of #gt).

Section 21 requires that the Commissioner makersmua report to the Secretary of State and enables
Commissioner to make such other reports on anyemgatating to the Commissioner’s functions. TherSery
of State may also, at any time, commission a refrorh the Commissioner on any matter relating te th
retention and use of biometric material by law ecdmnent authorities for national security purpasefsection
(3)). The Secretary of State is required to lay eport from the Commissioner before Parliament, iaiore
doing so he or she may exclude from publication parg of the report which would, in his or her apm be
contrary to the public interest or prejudicial &tional security (subsections (4) and (5)).

It has been argued “having regard to the principlgsounded in S and Marper, the retention and egiene of
the PoF Act 2012 represents a considerable impremeicompared to the provisions in the PACE 1984,s.6
and to the regime that would have been introdugethé Crime and Security Act 2010. Retention of gk is
normally limited to six months, and the regime guomeg retention of fingerprints and DNA data takieom
persons who are not convicted of an offence refliecbroad terms, Ashworth’s three dimensions: pewa
retention do take account of the seriousness obffeace in respect of which they were taken; julesnare
treated differently than adults; and retention lmelythe end of an investigation or proceedings isgemerally
permitted except where taken in respect of a seraffence or the person has a previous convictiéWith
regard to material taken from a person who is atiadi of an offence, the regime sets the threshwlthéiefinite

1 Ed Cape, “The Protection of Freedoms Act 2012rétention and use of biometric data provisions™[Z0Criminal Law
Review 23-37 at 35.
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retention at the level of a “recordable offencaHilst retention of data of convicted persons wasaxplicitly
addressed by the ECtHR, it is arguable that this @a¢hreshold that is too low and, to an extenhitrary. Many
non-imprisonable offences are included in the diédim of “recordable offence”. Furthermore, a cauti
reprimand or warning is treated as a convictiom whilst an adult must be informed of the consegasrof a
caution before accepting it, a reprimand or warrdag be imposed on a juvenile without consent daigh in
this case the retention period is five years). different treatment of material taken where a @auts imposed
(which may involve no actual “penalty”), comparedwhere a penalty notice for disorder is imposedi¢tv
involves the payment of a financial penalty) is matous since in the former case the retention geiso
indefinite whereas in the latter case it is tworgeaven though they may be imposed in respect@f#me
offence”! whilst District Judges and the Commissioner foteRgon and Use of Biometric Data have a limited
role regarding retention where data is taken incdnnection with a qualifying offence in respectwdiich a
person is not convicted, neither convicted nor mnéded persons who are subject to provisions émglheir
data to be retained have a statutory right to seglew of the retention of their data. This wasaauhae
identified by the ECtHR in S and Marper and whismbt filled by the new retention regime. Finalls the
Joint Human Rights Committee noted, the provisienabling retention of data for national securitypmses
can override any of the limitations on retentiorhilst the Commissioner has a duty to review nalieeaurity
determinations, the person from whom the data ekt has no effective right of challerfge.

A research study on the implementation of the Rtmte of Freedoms Act 2012 has examined ten post-
implementation reports of the NDNAD Strategy Bo&3)l the NDNAD Ethics Group (3) and the Office bét
Biometrics Commissioner (OBC) (&)The purpose of the review was to identify the ligsiechallenges, risks
and emerging issues associated with the implementaf the new DNA retention regime introduced b t
Protection of Freedoms Act 2012. The review indisahat the system may have improved the matctubafp
the database, with a current match rate of 63.3¢mgared to previous regimes, it appears the coripof
the database under the PoFA regime may be moresamative of the active criminal population arelgime
may improve the crime-solving capacity of the dat®h Additionally, the new system has strengthahed
genetic privacy protection of UK citizens, part@athy the genetic privacy of the innocent. This Hanmay
improve public confidence in the operation of ttetatbase. The implementation challenges identifeetyes
from the Police National Computer configuratiorgdeand procedural issues to sufficient understandf the
requirements of PoFA by police forces. The revidnaves that some “retainable” profiles have beentddland
this may potentially diminish crime detection oduetion and raise public security concerns. Alsme DNA
data have been unlawfully retained and the curpatice practice permits the use of unlawful matcfas
intelligence purposes. This policy may lead to @ciwissues and challenges in court. Although lichitescope,
this review advances the literature on the glolalwion of forensic DNA database policy. The revishows
that the current law in UK could potentially impeythe effectiveness of forensic DNA databases whils
complying with human rights law. The challengesiifeed, however, suggest that there may be a fhogmit
gap between the law and implementation. Overad, rdbview emphasises the need for comparative erapiri
research to adequately demonstrate the efficatgrefsic DNA databases.

Joe Purshouse considers the current approach teethstion of DNA and fingerprint data taken fromann
convicted persons in England and Wales under th&eétion of Freedoms Act 2012. He argued that aorsce
are raised about the precautionary rather thangptiopate approach of domestic legislators in @12 Act
provisions, and the continued unjustifiable intexfece this causes to the rights of such personsruartl8 of the
European Convention on Human Rights. He conclutat the “PoFA provisions have undoubtedly increased
the level of privacy protection afforded to thossject to the criminal process. The question of ttwaeDNA
and fingerprint retention engages art.8(1) has besoundingly answered in the affirmative in Ergllaw.
Moreover, these provisions restrict the extent kictv such data can be retained from young persodgtese
arrested or charged with minor offences. Howeviamlet retention in cases where an individual iested or
charged bunhot convicted is neither rational, minimally intrusjueor fair. The Statutory Disclosure Guidance
regulating ECRC disclosure offers a potential teatglfor how decisions to retain personal infornratiemm
arrestees or charged persons should be made, Iyobavring regard to the age of the individual sabj® the
criminal process and the seriousness of the alleffedce, but also to the certainty with which vencsay that
the circumstances surrounding a particular caseatelthat retention may make a significant contidn to the

1 Ed Cape, “The Protection of Freedoms Act 2012rétention and use of biometric data provisions™[Z0Criminal Law
Review 23-37 at 36.

2 Ed Cape, “The Protection of Freedoms Act 2012rétention and use of biometric data provisions™[Z0Criminal Law
Review 23-37

% Aaron Opoku AmankwgaMcCartney, Carole“The UK National DNA Database: Implementation tbe

Protection of Freedoms Act 2012” 2018 (284) Foreigiience Internationall7-128.
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prevention or detection of crime. This article lastempted to show that the PoFA tariffs are incaibfgmwith
English law on its own terms. The current risk-@eeapproach of domestic legislators does not atidetjuate
privacy protection to innocent individuals, addiqmins to an already coercive process without due

justification”.*

3.2 The Protection of Freedoms Act Issues:
Following the commencement of Part 1 Chapter 1hef Protection of Freedoms Act, it was realized that
there were five issues which arose from the dmffiinese were as followis

First: The power to take DNA and fingerprints if an istigation is restarted. Previously, PACE statet th
once a DNA sample had been taken from an arrestiddual, a sample of the same type could notabert
again during the course of the same investigatioless the first sample proved insufficiemherefore, if
an investigation was stopped, the DNA sample wastroled as required by the Act, and the
investigation was later restarted, another samplgdc not be taken unless the individual coteg to

it. The problem was rectified by section 144tleé Anti-Social Behaviour Crime and Policing Act120
(“ASBCPA") which amended sections 61 & 63 of PAGEdrovide the police with the power to resample
under these circumstances without consent.

Second:The power to retain fingerprints or DNA in conrientwith a different offence. Parliament’s intemtjo
when enacting the Protection of Freedoms Act, vaas if a conviction in an individual's criminal hisy
allows retention, then their DNA profile should betained, regardless of whether the arrest for hhie
profile was obtained was itself followed by a cariin. However, the language in the Protection of
Freedoms Act did not achieve this because it plaxe@quiremenfor a causal relationship between the
sampling arrest and any conviction before a pess@NA profile could be held. This would have reeqdir
some convicted offenders to have their DNA deldteth the National DNA Database where there was no
relationship between the sampling arrest and theviction. Section 145 of ASBCPA removed the
requirement for the material taken on the sampliawgest to ‘lead to’ a later arrest, charge or
conviction.

Third: The power to retain samples which are, or may imecalisclosable under the Criminal Procedure and
Investigations Act 1996 (“CPIA") Section 14 of tieotection of Freedoms Act required DNA samplegtak
from individuals to be destroyed within six montbbeing taken. The great majoritf samples taken for
DNA analysis can safely be destroyed once a prdfde been derived from them but some samples are
needed as evidence and this destruction would ptefes. Section 146 of ASBCPA extended the regieie

out under CPIA so that samples are treated in #mesway as other forensic evidence needed for court
purposes. Samples retained under the CPIA canlmlysed in relation to that particular offence amgist

be destroyed once their potential need for useiderce has ended.

Fourth: Retention of DNA and fingerprints on the basiscohvictions outside England and Wales. Before
April 2017, fingerprints and DNA profiles ddu only be retained indefinitely, in certain
circumstances, if an individual with a previous wotion outside England and Wales (or outside the U
for fingerprints or DNA taken under the TerrorisnttA2000) was arrested under PACE for a recordable
offence and no further action was taken in relatmthe arrest offence, or if they were arrestedeursection
41 or detained under Schedule 7 to the Terrorisin2800. Under these circumstances, the law requfraet
the individual be re- arrested and re-sampled,erathan the DNA profile and fingerprints alreadken
being retained. Furthermore, the power to imetapplied only if the conviction was for anfarice
equivalent to a qualifying offence rather than foe equivalent of any recordable offence as wowddthe
case for a conviction in England and Wales. Betftwe passage of the Protection of Freedoms Acthhds
little practical effect as the DNA profile and fiaigrints could (in broad terms) be retained becafse
the arrest, regardless of whether the person hgdcanvictions. However, once Part 1 Chapter 1 & th
Protection of Freedoms Act came into force this wadonger the case. Section 70 of the Policing @riche
Act 2017 amended the law to avoid the need formesiag and to allow retention of DNA profiles and

! Joe Purshouse, “Article 8 and the retention of-comviction DNA and fingerprint data in England anles”
[2017] Criminal Law Review 253 at 269.

¢ Memorandum to the Home Affairs Committee: Postislegive Scrutiny of the Protection of Freedoms Act
2012, Cm 9579, March 2018 at 14-15, available at@&sed on 10/10/2018).
https://www.parliament.uk/documents/commons-congaithome-affairs/Correspondence-17-19/Memorandum-Pos
Legislative-Scrutiny-of-the-Protection-of-Freedosst-2012. pdf
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fingerprints taken in England and Wales (or anywhier the UK if taken under the Terrorism Act 20@3)
the basis of the equivalent of recordable conuigtielsewhere.

Fifth: Whether national security determinations stiolle made in relation to individuals or matkri
Following the conclusion of the police review ofgéey national security material in October 2016e(se
below), a potential drafting issue has been idedtifin relation to ‘new material’ (taken since 31st
October 2013) in national security cases. Sectioran@l Schedule 1 provide that a national security
determination may be made by a police force intimato ‘material’. However in practice multiple tse
of biometric material might be held in relation the same one individual, if for example they herbee
arrested on more than one occasion. The Protecfibmeedoms Act is currently being interpreted untiese
circumstances as requiring a separate nationakigecletermination to be made in relation to eaeh of
material (and potentially by different police foscd the arrests occurred in different force argaisking
unnecessary complexity and duplication of effougrethough the necessity and proportionality casesfch
determination in relation to the same individualiiely to be identical. We are working with the ljge to
consider this issue and whether any proceduralgdsmr amendments to the Protection of Freedoms Act
may be required.

3.3 The Qatari Law (The DNA Profiling Act 2013):

The foundation legislation for the collection amdention of samples by the police is the Qatari DRtAfiling
Act No. (9) of 2013. Article (1) of the 2013 Act fitees DNA profiling: the biological characteristiax
genotype of unencrypted, highly heterogeneous sitése chromosomal DNA derived from DNA analysfs o
biological samples. It is fixed and unique from guegson to another. It might be identical onlyhe tases of
identical twins. Biological sample is defined ase tpart taken from the human body or its biologisatretions
for the purpose of comparison to determine persorais’ Biological trace evidence is every biological
material collected from the secretions of the huroaganism or part of its vital organs. It can bedigs
biological proof to determine a person’s idenfity.

The legislation has expanded police powers anclsses of people from whom samples and profilesbea
collected and retained. According to Section (2Jhef 2013 Act, the DNA database is establishetieQatari
Ministry of the Interior, attached to the forensl@boratory and is dedicated to preserving gerfatgerprint
resulting from the following:
1. The biological trace evidence that is found inienerscene or elsewhere.
2. The biological sample collected from persons suggkof having committed any of the crimes
stipulated in Article (5) herein.

3 The Biological sample extracted from unknown bodies

4. The biological sample taken from the missing pessoglatives or the missing persons themselves,
after they appeared or they are found, with thetaiprove their identity.

5. The biological sample taken from the criminals, velne subject to international search, after the

approval of the Attorney General.
6. The biological sample taken from persons, followéndecision of the competent court.

Section (3) of the 2103 Act gives judicial commisrs, public prosecutions and competent courtpdiveers
to use the DNA database in the following cases:

1. Identification of the person and his relatiopsta the crime committed.

2. Determination of paternity.

3. Identification of missing persons and their pése

4. Identification of unknown bodies.

5. Any other cases requested by the competentourt

The biological samples stipulated in Article (2)dia shall be collected, and DNA testing shall beied out by
the competent authorities, then the outcome slealielyistered, following a decision made by the tainghe
competent court or the Attorney General. Theused refusal to provide the necessary sample bball
considered a presumption of in committing the asfemith which he is charged, unless proven othenviitie
person in charge of conducting DNA profiling tekal record the DNA imprints with all the technigakeans
available in the DNA databaseThe DNA collection from an individual before arainal trial affects the rights

1 Article (1) of the 2013 Act.
2 Article (1) of the 2013 Act.
% Section (4) of the 2013 Act.
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to bodily integrity, to personal privacy, to theivilege against self-incrimination, and the prestiomp of
innocence. Article (39) of the Qatari Constitutioh2004 states that: “An accused person is presunmextent
until his conviction is proved before a court olvJavherein the necessary guarantees of the rigb¢léfdefense

are secured”. The presumption of innocence inposethe prosecution the burden of proving the gihand
guarantees that no guilt can be presumed untithiaege has been proved beyond reasonable dowlotthins
provisions regarding proof of criminal responsilililt provides that the prosecution bears a ldgaben of
proving every element of an offence relevant toghitt of the person charged. A legal burden mabhasurden

of proving the existence of a particular mattere Tdresumption of innocence provides that a legadidou of
proof on the prosecution must be discharged beymadonable doubt. In essence, the presumption of
innocence means that a person charged with a a@aindvffence must be treated and considered as not
having committed an offence until found guilty watdefinitive verdict by an independent and iméttibunal.

A defendant's right to be presumed innocent is ofdghe cornerstones of the right to a faial. The
presumption of innocence is today enshrined inchgt6(2) of the European Convention leiman Rights
(ECHR), which provides that "everyone charged wattcriminal offence shalbe presumed innocent until
proven guilty according to the law." The same gpleis also incorporated in Article 14, Paragrapbf the
International Covenant on Civil and Politidights (ICCPR), which reads: "Everyone charged \&ittriminal
offence shall have the rigtd be presumed innocent until proved guilty acamgydio law."

There is a vast literature on the importance amsbrétical underpinnings of the presumption. Thigudes
judicial assertions that the public interest inweirgy that innocent people are not convicted gyeatitweighs
the public interest in ensuring that a particuldm@al is brought to justice, in order to ensutdblic confidence
in the judicial system. It includes claims thatams on the defendant to disprove an accusatizvegagnant to
ordinary notions of fairness'.Ashworth, a leading criminal law academic, defetids presumption on several
bases. These include that (a) given the possilmetisa of removing someone’s liberty, it is rightat a high
threshold is needed for that to happen; (b) the@ways a risk of error in fact-finding in triaksnd it is better
that the Crown bear this risk; (c) police haveriaehing powers to conduct investigations andttiege powers
must be exercised in a way that properly respeatsam rights and freedoms; (d) typically the statesources
far exceed that of any individual; and (e) the pragtion of innocence is logically coherent witie principle of
proof of a criminal charge beyond reasonable dbubt.

The use of so-called reverse onus provisions, whlahes the burden of proof on a person who is settwf
wrongdoing, rather than on the prosecution, are gustsistent with the presumption of innocence. €hes
provisions are incompatible with the requiremerftauicle (39) of the Qatar Constitution of 2004 tire basis
that they require a court to act in a non-judicignner, undermining public confidence in the juatigiand
protection of fundamental human rights.

Subject to the provisions of Article (2) hereing tANA profiling shall be kept in the database, piihg to the
following crimes:
1. Crimes stipulated in the Criminal Code refert@thelow:

a. crimes against the external and internal secafithe State;

b. crimes related to public trust;

c. the social crimes provided for in chapters IVand VI of Chapter VII of the Second Book;

d. crimes against persons and properties.
2. Crimes stipulated in the Law against the ComfdNarcotic Drugs, Dangerous Psychotropic Substaraand
the Regulation of their Use and Trafficking.
3. Crimes stipulated in the Anti-Money Launderimgld errorism Financing Law.
4. Crimes stipulated in the Combating Terrorism.law
5. Any other crimes, as per a decision of the AtgrGeneral.
The recording of data for persons, whose genetigefiprints are required to be stored in the DNAabase,
shall be carried out at the request of the evidgatbering, investigation and trial authorities.
The collection of DNA (deoxyribonucleic acid) froonime scenes and from individuals is regarded esiregly
in political, policing and popular discourse asrdiaal aspect of effective modern criminal investiion and
prosecution. However, DNA collection from an indival affects the rights to bodily integrity, to penal

1 Gray, Anthony, "Constitutionally Protecting the Sumption of Innocence” (2012) 31(1) University aismania Law
Review 132

2 Andrew Ashworth, ‘Four Threats to the Presumptiérinnocence’ (2006) 10 International Journal ofdence and Proof
241, 246-250.
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privacy and the privilege against self-incriminatidhe European Court on Human Rights in the cAsand
Marper v UK mentioned above, concluded that the retentiofbath cellular samples and DNA profiles
discloses an interference with thpplicants' right to respect for their private Syewithin the meaning of
Article 8/1 of the ConventiohThe Court held that:

The Court observes, nonetheless, that the profilegain substantial amounts of unique personal
data. While the information contained in thmfiles may be considered objective and irrefigabl
in the sense submittday the Government, their processing through autechameans allows the
authorities to go well beyond neutral identificatioThe Court notes in thisegard that the
Government accepted that DNA profiles could be, atted had in some cases been, used for
familial searching with a view talentifying a possible genetic relationship betweedividuals.
They alsoaccepted the highly sensitive nature of such séaydnd the need for vestrict controls

in this respect. In the Court's view, the DNA pliesl capacityto provide a means of identifying
genetic relationships between individugdee paragraph 39 above) is in itself sufficientdoclude
that theirretention interferes with the right to the privdtie of the individualsconcerned. The
frequency of familial searches, the safeguard<la¢idthereto and the likelihood of detriment in a
particular case are immaterial in this respectsTdunclusion is similarly not affected by the fact
that, since the information is in coded fornt, ig intelligible only with the use of computer
technology and capable of beiigerpreted only by a limited number of personse Tourt further
notes that it is not disputed by the Governntbiat the processing of DNA profiles allows the
authorities to assess thikely ethnic origin of the donor and that suchheiques are in fact used in
police investigations (see paragraph 40 above). pbssibility the DNA profiles create for
inferences to be drawn as to ethnic origin makesr tfetention all the more sensitive and
susceptible of affecting the right poivate life. This conclusion is consistent witke thrinciple laid
down in theData Protection Convention and reflected in theaDBtotection Act thaboth list
personal data revealing ethnic origin among theciapecategories of sensitive data attracting a
heightened level of protectidn.

DNA samples contain biological matter taken frome thdividual, often in the form of a mouth swab.eTh
coding regions of the sample contain all of theiiithlial’'s genetic information including informatioabout
racial indicators, medical predispositions, andgital attributes. DNA profiles are derived from then-coding
regions of the DNA sample. The profile is esselytialnumber identifying the sample from which itdisrived.
This can be uploaded to the NDNAD and subsequen#iched to other samples from the individual, sash
samples recovered from a crime scene. It is gdyesatepted that these contain less personallytifisdyie
information than DNA sampleblt seems that the 2013 Act gives the police poviersake DNA samples
without warrant despite the fact that such procedwnstitutes searching of persons. Section 4f7fieoQatari
Criminal Procedure Act No. 23 of 2004 provides tHathe Judicial Commissioner may, in cases where taiges
legally permitted, search the suspect's body, eftlor the luggage or items he is carrying in i@hato the
investigated crime”. According to the 2004 Act thelice can search persons in the following casesn
suspect consefitwarrant issued by public prosecution and act &atg delicto’

Data recorded in the DNA database shall be confiilesaind may not be accessed without the permissidhe
Minister, the Public Prosecution or the competentrc The use of biological samples taken for pagsoother
than those provided for in this law is prohibifeData stored in the DNA database shall be deemeeto
authoritative in the evidence, unless proven otfssr{v

1 (2009) 48 EHRR 50, para. 77.

2(2009) 48 EHRR 50, paras. 75 and 76.

3 Joe Purshouse, “Article 8 and the retention of-comviction DNA and fingerprint data in England awles” [2017]
Criminal Law Review 253 at 260.

4 Section 52 0f the Qatari Criminal Procedure Actestahat: “The suspect may be searched with hiserdn and the
dwelling may be searched with the consent of ite@wThe consent shall be made in writing priotht® search, provided
that charges against occupants are known, anceérersshall be deemed illegal without their corisent

® Section 37 of the Qatari Criminal Procedure Act£8€ates that: “The crime shall be regarded asdtag delicto at the
actual time of committing the crime, or a shortdiadter committing it. The crime shall be regardledrante delicto if the
victim followed his perpetrator, the perpetratorswfallowed by a shouting crowd after the crime wasnmitted, or the
perpetrator was found soon after its commissioryoay tools, weapons, baggage, papers or othegshihich infer that he
is the perpetrator, or accomplice, or if at thatetindications or signs were found on him showhggsame”.

® Section (6) of the 2013 Act.

7 Section (7) of the 2013 Act.
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The biological sample and biological trace evidepoevided for in this law shall be destroyed, fallng a
decision of the Attorney General. The Minister loe tompetent court may authorize to destroy thepkemand
biological trace evidences, if the collection resfusas issued by either of them. In all casesstmaple or the
biological trace evidence referred to shall be mdgsid according to the scientific or laboratory hoets used in
this field, depending on the type and nature ofsgmmple or the trace evidence to be destroyethelsample is
related to any of the crimes set herein, thenatldie destroyed only after a final action has biden on the
case by a final order or a final judgment, as per situation® Without prejudice to the provisions of
international conventions to which the State isaatyp DNA data and information shall be exchangethw
foreign judicial authorities and international ongaations, in accordance with the provisions ofltwes in force
in the State, and subject to the condition of nejty.? Without prejudice to any more severe penalty sieal
by another law, a person who contravenes the poovief Article 6 of this Law shall be punished with
imprisonment for a period not exceeding one yedrafine not exceeding thirty thousand riyals othvdne of
these two penalties.

4. Conclusion

Future developments might allow for searches ofinimoating details about individuals. The “dangefr o
intrusive future uses is increased because thed?ahd Criminal Justice Act allows for a samplelftso be
retained rather than merely the “profile” derivedrh the sample®. The need for more safeguards to protect the
basic human rights against abuse is inevitable.pgdliee powers to retain fingerprints and body ss@fter
they have fulfilled the purposes for which they g&daken might undermine any protection provided for
acquitted suspects. Furthermore, this has raisadecons about the way in which the records were tamied
and used. There should be a statutory framewogkdeide for adequate controls to ensure that tcarere
accurate in order to satisfy the requirement ofchet8 of the European Convention. The statutoaynework
also should specify the bodies which have the righget access to the records, and the circumstanoghich
access to the records should be authorised. In thase powers require careful consideration tobéstathe
safeguards which are needed to maintain propotiigma relation to these powers.

The Government response represents only a margiwakement towards safeguarding the rights of non-
convicted persons. Principled concerns about nawicton DNA and fingerprint data retention will Ipaised,
and the tariffs for such retention set forth in fmtection of Freedoms Act 2012 will be evaluat€dese
provisions restrict the extent to which such daaa be retained from young persons and those adreste
charged with minor offences. However, blanket rébenin cases where an individual is arrested argéd but
not convicted is neither rational, minimally intrusjvaor fair. In sum, the lack of statutory critergad
procedural safeguards has raised significant pyiwancerns under Article 8 of the European Coneenénd
show a lack of respect for privacy rights. The Aes failed to meet necessity and proportionalisgstevhich
must be followed when deciding whether the persorfatmation should be disclosed or retained.

With regard to Qatari law, the DNA Profiling Act 28 should be amended. It should clearly state tiiang

DNA samples in cases specified by the law by tHiEears of the judicial authority must be approvedthe

Public Prosecution or the competent criminal coietause this procedure is an inspection in thd kagese of
the inspection as regulated by the Criminal Prooedct of 2004. In addition, the law should spedtig legal
periods required to retain DNA information on DNAtdbase in order to respect of the rights and @esd
enshrined in Qatari Constitution of 2004, in padiec the right to respect the privacy of individaial

1 Section (8) of the 2013 Act.

2 Section (9) of the 2013 Act.

3 Section (10) of the 2013 Act.

4 Barsby, C. and Ormerod, D., ‘Evidence: Retention biicE of Finger Print and DNA Samples’ [2008}iminal Law
Review39 at 40.
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