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Abstract

Objective: After the emergence of the new type of coronavirus (COVID-19) as a viral respiratory
disease, it has started to increase rapidly and steadily all over the world. Several studies are carried out
in different areas all over the world in order to control and effectively treat the disease. However, it
seems that the most appropriate way to manage the pandemic is to prevent the transmission. In many
different countries and Turkey the spread of the covid-19 pandemic is being taken under control with
innovative digital tecnologies. In this study, we tested whether the blockchain application can be used
in the successful execution of quarantine processes in order to support the controlled progress of the
COVID-19 pandemic process. Method: In this study, a unique control system called Blockchain
Quarantine Monitoring System is proposed to monitor a quarantined closed area. The study is based on
the problem scenario related to the isolation of the predicted quarantine patient. Results: The proposed
model started with placing a quarantine control system at the entrance of the closed area where
quarantine is applied. As the last step, the Quarantine Monitoring System web software was developed
so that the quarantine monitoring system can work in all areas where the internet is available,
regardless of location. Conclusions: The modeling suggested in our study showed that; Block chain
application is a useful method for the effectiveness of quarantine, which is the main factor that can
reduce the spread of pandemics.
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1. Introduction

The new coronavirus disease (COVID-19) first emerged on January 13, 2020 in Wuhan, China, as a
new viral respiratory tract disease defined by high fever and shortness of breath. It was declared a
pandemic by the World Health Organization (WHO), as it steadily began to emerge among the masses
in different parts of the world. According to WHO, 3,025,835 people have died due to COVID-19 in
223 countries as of 20 April 2021 (1).
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Due to nature of COVID-19 being highly contagious, lack of effective antiviral treatment, and a
mortality rate of more than 1%, it is seen that the only way to manage COVID-19 pandemic is to
prevent its transmission. However, statistics reveal that the success of countries in managing COVID-
19 varies from each other (1).

The first COVID-19 case in Turkey was seen on 11 March 2020, and the first wave was successfully
managed in a period of approximately 3 months until the end of May as a result of measures, such as
introduction of distance education in schools, transition to remote working system in some of the
workplaces, closure of entertainment venues such as hairdressers, nightclubs, bars, discos,
implementation of a partial curfew, travel ban, distributing free masks to individuals in the risk group,
and strict supervision of law through enforcement officers. During this period, symptomatic patients
diagnosed with COVID-19 were hospitalized and treated, and individuals with a positive PCR test
result without symptoms and those who were in contact with COVID-19 patients were isolated and
quarantine at home for 2 weeks and followed up. However, as the pandemic prolonged, the so-called
""new normal™ period started as of 1 June 2020, mainly due to economic reasons, travel restrictions
were lifted during this period, and there was a return to social life with recommendations, such as
social distancing rule and individual precautions (2). With these new normal period practices, despite
all the efforts of the Ministry of Health and relevant institutions, serious difficulties have been
experienced regarding compliance with individual protective measures and quarantine and isolation
measures. It was determined that the cases tested positive, who were diagnosed at different times and
who had decided to continue their treatment at home, taking into account the suitability of their
conditions, entered public environments during the quarantine period and even continued to work (3-5).
According to the news in the media, it was observed that most cases occurred after attending events,
such as weddings and funerals, even though being aware that they were tested positive, they were
within these organizations. For example, according to the news of Bursa Yeni Donem Newspaper dated
10 August 2020, a woman attending her daughter's wedding, although she knew that she was COVID-
19 positive, hid this situation from the guests by saying, “If my illness is known, nobody will come to
the wedding,” but after a while, most of the guests who attended the wedding were hospitalized due to
symptoms and it was found that they were infected with COVID-19 (6). As a result of a person with
COVID-19 attending a wedding in Malatya, 19 people (7) were infected after the wedding in Devrek
District of Zonguldak Province (8). Again, after mass participation in funerals, COVID-19 was
detected in a significant number of individuals. For example, in the village of Taskinpasa, which was
quarantined 8 days prior to that day in the Urgiip district of Nevsehir, 45 people were tested positive for
COVID-19 after collective funeral prayers (9).

In order to control and supervise cases that need to be isolated, filiation teams were established by the
Ministry of Health in July 2020 (2); however, the desired success in providing adequate control could
not be achieved. On evaluation of all these events, it can be concluded that despite the efforts of the
relevant institutions and organizations, especially the Ministry of Health in our country, the society did
not adequately comply with the isolation and quarantine measures. The repercussions of this situation
were clearly seen with the increasing number of cases in the autumn and subsequent winter months.
According to the data of Hayat Eve Sigar/Life Fits into Home (HEPP) application dated 20 April 2021,
the total number of cases in Turkey reached 4,384,624 and the number of deaths reached 36,613.

It is possible to find similar examples in other countries, although they are not as common as in Turkey.
In America and Canada, for example, it was observed that protesters who took to the streets by not
accepting the protective measures taken by governments did not pay attention to any protective
measures, such as social distancing and masks (10).

2. Digital Technologies and COVID-19

The IT sector is developing day by day and offers innovative solutions for different measurement
parameters, such as performance, cost, and security. These innovations are followed with interest by all
academic fields and adapted by various fields. The field of health, which is directly related to human
health among the different adapted fields, stands out from other fields. The digital technologies that we
see being used in the field of health can be summarized as the next generation network “internet of
things-IoT” (eg. 5G) (11), big data analytics (for example, the E-government application) (12),
artificial intelligence using deep learning (13) and blockchain technology (14). In recent years, studies
have been conducted on imaging devices, surgical robots, and artificial intelligence-based decision
support systems (15-16).

With the emergence of COVID-19 pandemic, the use of digital technologies has gained momentum in
several areas from education to management to health. Various countries around the world are trying to
confront the COVID-19 pandemic by taking advantage of the possibilities of digital technology and to
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control the spread of COVID-19 with community-driven, communication-tracking technologies. For
example, in the follow-up of COVID-19, 10T provides a platform that allows public health institutions
to access data. The 'Worldometer' application provides real-time data such as the total number of cases,
new cases, serious cases, recovered cases, the number of patients who died, on a daily basis, both
globally and on a country basis (17). John Hopkins University Center for Systems Science and
Engineering created a real-time monitoring map using data collected from the US Centers for Disease
Control and Prevention (CDC), the WHO, the European Center for Disease Prevention and Control, the
China Center for Disease Prevention and Control (18). It is possible to multiply similar examples.

In this process, we witness the increasing use of new generation technologies and the investments made
in Turkey. Education Informatics Network (EBA), which allows students to continue their education
through digital channels, the «Online Corona Prevention» website, which works with the machine
learning algorithm published by the Ministry of Health, the “Corona Tracking” program developed by
Boni Global, a Turkish R&D company, which is used to monitor and record interactions between users
and notifies all other users who were in contact with the infected user if a user is reported to be exposed
to the virus, and finally the “Life Fit into Home” application, which provides digital monitoring of
patients who need to be isolated at home with the cooperation of three major mobile operators and the
Information Technologies and Communication Authority, also known as BTK, are the examples of the
work carried out in Turkey within the scope of combating COVID-19. (19).

One of the increasingly used digital technologies in the world is the blockchain application (20). In this
study, we tested whether the blockchain application can be used in the successful execution of
quarantine processes in order to support the controlled progress of the COVID-19 pandemic process. In
the following section, the blockchain application will be briefly described, the studies carried out by
using blockchain will be discussed, and information on our own work will be included.

2.1. Blockchain Technology

Blockchain technology is one of the most interesting technologies of the recent period in terms of
network structure, architecture, and system algorithm. A blockchain, which has a structure consisting
of blocks, can be defined as a distributed database system that provides encrypted transaction tracking.
Each transaction made in the next generation transaction verification mechanism running in a
distributed structure and recorded encrypted is transformed into a "block™ structure and associated with
the block before it. Each block is recorded by adding it to the last block in the existing chain and
following each other. The blocks are encrypted during the transactions, they are made tamper-proof and
unbreakable. In summary, when a transaction is approved in the system and added to the chain, it
becomes impossible to change (21-22). The basic structure of the blockchain is shown in Figure 1.

| HASH OF PREVIOUS

‘ BLOCK 1 HEADER $-|_m 4—l ‘ BLOCK n HEADER ‘

HASH OF PREVIOUS HASH OF PREVIOUS
BLOCK HEADER BLOCK HEADER |:| T~ BLOCK HEADER
‘ TX ROOT ‘ ‘ TX ROOT ‘ ‘ TX ROOT ‘
BLOCK 1 BLOCK 2 BLOCK n

TRANSACTIONS ﬂ/ TRANSACTIONS

Figure 1. Blockchain Basic Structure

A blockchain includes all transactions made between stakeholders who are the participants of the
system, each transaction agreed upon is converted into smart contracts, and accepted by all
stakeholders of the system. In summary, the blockchain core ensures that the entire transfer path of an
object is fully recorded and traced. Therefore, blockchain is one of the most interesting technologies
that can be used to protect business processes from both errors and illegal activities, such as fraud, and
independently verify all kinds of critical information (23). The use of blockchain technology is
becoming increasingly widespread, especially in the field of health, where data security and privacy are
very sensitive. It stands out as a popular method in ensuring the security of medical images in the
health sector (24-25).
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2.2. Studies on Blockchain

There are studies on the detection of objects and people for different purposes with the camera using
image processing technology. For example, Munoz-Salinas et al. (26) presented a system that can
detect and monitor more than one person. In the design of the system, the cameras are placed in a
position under the head. The images taken are processed in real-time and modeled on the computer. It
is thought that the human head has an average size for face detection. The system analyzes whether the
points on the top of the object show a width similar to the width of the human head.

Haritaoglu et al. (27) conducted a study on determining human body parts and posture positions using
similar techniques. Snidaro and Micheloni (28) worked on video footage for media intelligence. For
this purpose, they placed fixed cameras at different points of the environment and analyzed the images
they obtained by converting them to black and white format. Soo (29) conducted studies on object
detection using the Haar-cascade classifier, which is a method used to find an object on the image. In
the study, an edge feature, a line feature, and a four-rectangle feature, found in the Haar-cascade, were
used. Padilla (30), Kasinki and Schmidt (31), Setjo et al. (32) studied the detection of human faces and
human eyes on the image using the Haar-cascade classifiers.

In the current study, the Viola-Jones algorithm was used by making use of the Haar-cascade classifier
features in order to determine the features sought in the image, unlike the aforementioned studies. The
images obtained were converted to Base64 format, converted to character expressions, and then
transformed into a blockchain structure to ensure their security.

2.3. Blockchain Quarantine Monitoring System

In this study, a unique control system called Blockchain Quarantine Monitoring System is proposed
to monitor a quarantined closed area. The problem scenario envisaged in the study is based on the
necessity of complying with the ban on visitors in a closed area with quarantine patients or patients
with COVID-19. The purpose of quarantine practices is to isolate individuals in the quarantine area,
thus preventing the spread of disease. However, as witnessed during the pandemic process, COVID-19
positive individuals can break the rules and do not fulfill the quarantine requirements during this vital
period. For example, a Pandemic Tracking System was established in order to monitor individuals
under quarantine in our country, and a warning message was sent to their mobile phones when COVID-
19 positive individuals left their residences. Despite this, a significant number of people have violated
quarantine rules by leaving their mobile phones at home. The proposed blockchain application is
capable of eliminating all these risks. The system architecture of the proposed model is shown in
Figure 2.
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Figure 2. Architecture of the Proposed Model
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The proposed model starts with the placement of a quarantine control system at the closed area
entrance where quarantine is applied (for example, at the entrance of an apartment). The quarantine
control system includes a camera and a motion sensor connected to the Raspberry Pi 3 device. As soon
as a motion is detected at a distance closer to the specified distance to the quarantine area, the
Raspberry Pi 3 is informed by the motion sensor. As soon as the Raspberry Pi 3 receives a signal from
the motion sensor, it takes a photo of the area using the camera connected to it. The source of the
movement can have different reasons. It applies image processing algorithms on the image it obtains to
detect the presence of a person at an illegal distance to the quarantine zone. Image processing
algorithms written in Python language in Raspberry Pi 3 are programmed to detect human face and
human eye. When people wear a mask, the face detection algorithm may not work properly. This
problem can be eliminated by eye detection algorithms. Sample pictures in which face and eye
detection algorithms were applied are shown in Figure 3.

Figure 3. Face and Eye Algorithm Applied to Sample Photographs

As soon as the person is detected on the processed image, the Raspberry Pi 3 device converts the
original image into Base64 format and sends it to the server. The data received with the blockchain
software prepared in the server is transformed into a blockchain structure on the server. Blockchain
technology is preferred because it minimizes the risk of images being stolen, deleted, altered, or
tampered. Image data in Base64 format converted into blockchain structure is stored on the server. In
addition, the Node.js environment based on the principle of asynchronous operation is installed on the
server.

As soon as new information is added to the blockchain structure installed on the server, a notification
message is sent to the quarantine monitoring stations established in different regions. The content of the
message to be sent also includes the original image obtained. The image converted in Base64 format is
decoded on the server and converted to image format. The content of the message includes the address
where the quarantine control system is installed, the original image of illegal visitor, and the time
stamp. At the same time, in the Quarantine Monitoring System, the addresses where the quarantine
control system is installed and information about the quarantine period can be displayed.

2.4. Image Processing Method

The study conducted by Viola and Jones (33) is known as the first robust and real-time face detection
detector, which is still valid today. The most important reason for the success of this sensor is the
integral image, Adaboost and cascade structure. An integral image is the algorithm that gives the sum
of density values in a rectangular subset within the resulting image. Formula 1 is used to calculate the
integral image (34). The value held by (x,y) in formula 1 is the density of the grayscale image in the

pixel (x,y).

iiGy) = )i,y )
x'<x
y'<y
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Using the integral image, the sum of the density pixels of the ABCD rectangular area named by any
points A, B, C, D on the image can be calculated by formula 2, taking into account only the four string
references.

i(x,y) = ii(D) + ii(4) — ii(B) — ii(C) 2)
(x,y)EABCD

Viola and Jones used it for the quick calculation of numerous Haar-like features defined as the
difference between the sum of densities in the dark-shaded and light-shaded regions of simple
rectangular patterns as shown in Figure 4 (33-34).

i) A"
A
&

o -
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(b) (© (d) (€)

Figure 4. Effective Calculation of Haar-Like Feature Using Integral Image

(a) Original image, (b) Integral image, (c) Ilustration of ii (A), (d) Illustration of equation 2, (e)
Examples of Haar-like features, (f) Example of a Haar feature overlapped with original image and
illustration of equation 3, (g) Example of another Haar feature overlapped with original image.

Formula 3 is used for the calculation of the image sample shown in Figure 3.

£ =[iD)+ii(A) — ii(B) — ii(C)] = [i(F) + ii(C) — ii(D) — ii(E)] 3)

2.5. Blockchain method

In order to ensure the security of the data obtained in the system, the data obtained from the quarantine
control system are stored in the blockchain structure. This software that we have created is used to
transform the data coming to the server into a blockchain structure. The working algorithm of the
software is shown in Algorithm 1.

Algorithm 1: Creating a hash for Base 64 format Image

Input: Deviceld, Received information, Timestamp, Previous hash
Output: Currenthash

Extract image data from incoming data

Convert Base64 format data to image format

Combine the incoming data with the hash of the previous data
Apply Hash algorithm to the final data

Send the obtained data to quarantine tracking stations

The device number of the quarantine control system (also showing the address information), the picture
taken by the system, the time stamp, and the hash information of the previous information are provided
as input data to the software. When the software is executed, a hash containing new information is
generated as output.
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Figure 5. Blockchain Structure Created on Server

The structure of storing the data obtained from the quarantine control system on the server is shown in
Figure 5. In accordance with the basic structure of the blockchain, each data is| stored after it is
combined with the hash information of the data that comes before it and subjected to the hash
algorithm again.

2.6. Quarantine Monitoring System

The Quarantine Monitoring System, which we can say is the final layer of the proposed model, has
been implemented as web software. In this way, the Quarantine Monitoring System can work in all
areas where the internet is available, regardless of location. Node.js technology, which works with
asynchronous demand fulfillment logic, was used in the realization of the software. The Quarantine
Monitoring System implemented is shown in Figure 6.
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Figure 6. Quarantine Monitoring System

The Quarantine Monitoring System displays the addresses where quarantine control systems are
installed, the remaining quarantine periods of the quarantine zones, if illegal visitors are detected,
pictures of the illegal visitors, and information on time of the visit.

3. Conclusion

During the COVID-19 pandemic, when the total number of cases exceeded 143 million in 223
countries and the number of deaths reached 3,056,400 (17), after analyzing the results of our study we
think that the blockchain application was an effective method to support the measures carried out by
the authorized institutions to control the increasing transmission of the COVID-19 disease.
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