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Abstract

The main objective of the study is to demonstrate the importance of cyber security in the applications of the
modern tourism industry, and to study the most important safe practices in the preservation of digital databases
in all aspects of the modern tourism industry, including airlines, travel & tourism offices, and facilities of
hospitality. It aims to enhance the security of the electronic information policy, both Descriptive and Spatial,
securing digital networks, and providing possible tools and means for the sustainable preservation of digital
databases, in order to achieve all the competitive and comparative advantages of all parties to the modern
tourism industry, through helping decision makers to understand the importance of adopting cybersecurity in all
inputs of the tourism and hospitality industry in the current century, in light of the enormous expansion in the
concepts of smart tourism. The study found out the importance of cybersecurity along with physical security in
tourism, which is the most important key in the process of development, marketing and management of tourist
sites at the time being.
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1. Introduction

For many years now, cyber security has been a source of concern for many government institutions and the
banking sector in securing databases against cyber-attacks and the resulting crimes. As far as the tourism and
travel sector is concerned, the concept of cyber security has recently become a major challenge in the growth of
global tourism and travel, especially with the spread of smart tourism, and its enormous expansion in the current
century in the electronic booking systems, and in all aspects of the tourism industry, represented by the airline
sector, the travel and tourism offices, and hospitality institutions (Burns& Roberts, 2013; Karajeh & Magableh,
2014; Al-Hussein et al, 2015; Khwaldeh et al., 2017; Alananzeh et al,2018; ).

The World Tourism Organization (WTO) celebrates World Tourism Day on 27 September each year. The
theme of 2018 was "Tourism and Digital Transformation".; to highlight the importance of technological
developments and innovations in the continuity and increasing sustainability in the tourism sector at the
international level, and the need for more investment in digital technology, leading to the formation of a tourism
environment characterized by leadership, creativity and innovation in the development of the tourism sector. The
competitiveness of the sector, investment, development, and marketing depend directly on the development of
digital tourism, which poses a challenge in trying to align the development of smart tourism within the
requirements of the transformation of the current era, and to put an end to cyber-attacks.

The year 2019 witnessed a clear and strong trend in introducing the concept of cyber security in all aspects
of the modern tourism industry at the international level, especially in developing countries. Therefore, the
tourism industry is one of the most developed and growing economic sectors in the field of e-commerce,
compared to other economic sectors, where statistics from the World Tourism Organization WTO for 2018
showed that 76% of the total travelers in Britain make tourist booking through the Internet, 88% of US travelers
use the Internet to make hotel reservations, and 90% on flights (Al-Omari et al,2015;Subba Rao ,et
al,1997;Ahmad et al,2012).

Achieving cyber security in the tourism and hospitality industry is subject to a number of controls that seek
to provide optimal requirements, standards and practices to minimize cyber threats to tourist databases across the
tourism industry, requiring the protection of digital databases by providing a number of controls based on the
confidentiality and integrity of information in tourist databases, as illustrated in Figure 1.
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Essential Cybersecurity Controls

Figure 1.Essential Cybersecurity Controls

2. Literature Review

Previous studies dealing with the applications of cyber security in tourism studies are characterized by their
scarcity at the international level and the lack of addressing them at the local level. Most of the studies dealing
with the subject focused on studying the aspects of physical security on the economic and social factors in the
tourism sector, without addressing the cyberspace security applications in the tourism sector, the extent of impact
on the value added, and the comparative and competitive advantages of all parties to the tourism industry, such
as those presented by Antonio et al. (Alananzeh et al, 2018b; Alsarayreh et al, 2011a; Fontanel & Corvaisier-
Drouart, 2014; Magqableh et al., 2015). These studies are based on distinguishing between tourism security and
cyber security, where these studies pointed out that physical security includes the security of tourist sites and
facilities of all natural and human hazards, while the term cyber security refers to the attack and piracy on digital
databases in tourist facilities and manipulation of their contents. The researchers referred to cyber threats as
complex and malicious. Previous studies have pointed out the need to build a coherent and connected
technological infrastructure between the various parties of the tourism industry in a holistic manner.

While Wembley and others (Jawabreh et al,2017a; Al-Shawagfih et al,2015;Alsarayreh et al, 2011,;Bada&
Sasse,2014; Zahir ,2013;Bazazo et al,2017a; Chatterjee et al,2018; Bazazo, & Alananzeh,2018), have relied on
the importance of cyber security applications in multiple areas of the hospitality industry, including customer
sales, safe account management, and airline tickets and reservations. The study has confirmed the need of tourist
and hotel organizations to provide the requirements of safe preservation of digital databases, by disseminating
awareness of the importance of spreading the culture of cyber security among employees in tourist and hotel
facilities, through continuous periodic training, to keep up with the latest developments in the field of cyber
security, which requires first-grade leaders of managers and administrators to provide all the requirements to
face the cyber threats affecting tourist and hotel facilities.

Bada&Sasse, 2014; Zahirlrani ,2013;Bazazo et al,2017a; Chatterjee et al,2018; Bazazo, & Alananzeh,2018;
Chevers & Spencer, 2017) studied the ability of tourism organizations that use technological approaches in
marketing and development processes, because they have the ability to continue and compete, access to global
markets, and obtain the highest market shares and profit, in addition to the positive mental image created by
tourists. Tourist and hotel facilities which do not have the ability to cope with the rapid developments in digital
technology in the tourism field will inevitably be isolated and unable to survive and compete. But studies have
shown that tourist and hotel facilities that are able to possess and to cope with the technological means will
suffer from cyber-attacks on their databases, which requires the need to establish alliances with all parties of the
tourism industry, and with countries and international organizations to face piracy and cyber-attacks, so that they
can continue survive and grow. Studies have found that cybercrime is evolving and changing over time, which
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requires tourism establishments develop their systems and capabilities to cope with the rapid changes in digital
technology.

A number of studies addressed the challenges and cyber risks in the hospitality industry, notably the study
of (Beck et al, 2019), where the researcher divided these challenges into five sections; identity theft and fraud,
data violations and theft especially credit cards, in addition to cyber-attacks on Hotel Wi-Fi networks, and access
to personal information for guests. Other sections of threats tackle the lack of audit courses in the field of hotel
security, especially in tourist facilities in the Middle East and South Asia. The study of (Bazazo et al,
2017b;Masa'deh et al,2020), addressed cyber security and its importance in developing tourism in India. The
study found that tourism relies directly on the application of cyber security concepts in all sectors of India's
tourism and hospitality industry.

The previous discussion of the study literature indicates that the applications of cyber security in the
modern tourism industry is an important element in the development of safe tourism at the international level, as
these literature sought a number of drawbacks resulting from the lack of understanding and integrating cyber
security in all aspects of the development of modern tourism, This study is a continuation of previous studies, in
an attempt to reveal the relationship between tourism security and cyber security, through the holistic approach
of all elements of the topic referred to (Jawabreh,2017; Klimburg,2012; Jawabreh& Alrabei,2012;
Korstanje,2018; Jawabrehet al,2012a; Jodo,2016; Lok ,2015;Jawabreh et al,2012;,; Khaleefah et al,2018;
Masa’deh et al., 2020; Rumman,2014; Saleh et al,2018).

New patterns of security have emerged in tourism, which are not limited to physical security, especially in
light of the steady expansion of the growth of international tourism. This has led to the emergence of very
dangerous patterns of digital attacks, which have been universally agreed to be called cyber-attacks. They aim to
disrupt vital services in all aspects of modern tourism industry, as well as to deploy malicious software and
viruses to sabotage communications' infrastructure, and control systems of tourist databases, especially in
important tourist facilities: airlines , tourist offices and hotels through several channels including optical
networks, mobile memory, in addition to other common channels, such as: e-mail, social networking sites, which
negatively and significantly affect the performance of these institutions, many studies have indicated that these
institutions are not immune to cyber-attacks even if they are not connected to the Internet.

3. Objectives of the study

The present study aims to diagnose and study the impact of cyber security, and the extent of this impact on the
size, trends and growth of tourism at the international level, by showing the most important applications of cyber
security in the modern tourism industry. This study also seeks to identify the following objectives:

1 .Promoting and upgrading digital tourism cyber security in all sectors of communications and information
technology in the modern tourism industry.

2 .Demonstrating the relationship between cyber security and the competitiveness and the relativeness of hotel
and tourist facilities.

3. Identifying the most prominent technical, procedural and functional means in the face of cyber-attacks and
promoting the policy of information security in the modern tourism industry.

4. The Problem of the Study:
The tourism industry in the 21st century has witnessed a rapid and remarkable development as one of the most
important global economic sectors in supporting the economies of the countries. This growth is represented in
the increasing use of digital technology in the development of smart tourism, which has become the prevailing
and dominant feature of the tourism sector, as many international reports have pointed out. This poses many
problems and challenges for all parts of the tourism industry towards digital transformation, obtaining a higher
market share and achieving comparative and competitive advantages, with the aim of achieving sustainability in
its tourism growth, which has led to more challenges of cyber-attacks in various forms. These challenges
threaten the survival and continuity of tourist and hotel establishments in performing their business to the fullest.

Researchers addressed the concept of cyber security and its applications in various fields, including
industrial, military and economic, since the early part of the current century. But in the field of tourism many
international organizations interested in tourism began recently to introduce the concepts of cyber security in the
tourism industry, and focus on this important scientific aspect. Studies have focused on the concept of physical
security for a long time, taking into account the security of tourists and tourist sites, without focusing directly on
cyber security. The fundamental scientific issue that this study is trying to address in a holistic and
complementary manner is identifying the most important applications of cyber security in all the aspects to the
tourism industry.

In light of the above, the study attempts to answer the following questions:
1 .Why is cyber security so important in the competitiveness of tourist destination?
2 .What techniques and tools are currently used to protect the descriptive and spatial databases used in modern
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tourism industry?

3 .What are the current threats to the security of digital database networks in the tourism sector?

4 .What international standards should be followed to achieve cyber security in the modern tourism industry?
5. What is the difference between physical security and cyber security in the modern tourism industry?

5. Methodology of the study

This study is one of the exploratory studies that seek to demonstrate a new concept at the international level in
general, and the tourism sector in particular in light of the rapid development of the volume of growth of digital
technologies. So the study relied on a number of scientific methods and means in addressing the subject, which
is the use of analytical descriptive approach, with the aim of diagnosing the digital reality of the international
tourism sector, and the main threats facing the complete transformation of all parts of the tourism industry
towards intelligent transformation, focusing on the method of collecting data from international reports issued by
a number of cyber security organizations. Using the chronological method was emphasized to identify the
evolution of cyber security applications over multiple time stages, and the comparative approach was used to
analyze the nature of the relationship between physical security and cyber security in modern tourism industry
applications.

5.1. Cyber security applications in the modern tourism industry:

Cyber security in tourism can be defined as information security as well as spatial and descriptive databases'
security through the cyber space from any illegal entry. Which lead to changing the construction and structure of
digital tourism reservation systems, the data of tourist and hotel establishments, their communication's systems,
and communications infrastructure among all parties of modern tourism industry? Enhancing cyber security in
tourism and hospitality industry includes a number of controls in tourism databases' management, the
management of access and authorities' identities, the protection of systems and information processing software,
depending on the management of network security from cyber risks, processing and management of backups,
and management of security gabs; these gabs are likely to be exploited by cyber-attacks. Cyber security
objectives in modern tourism industry include a number of areas:

1 .Taking all necessary measures to protect tourists and tourist establishments (hotels, airports, airlines, maritime
and land lines, tourist offices) from potential risks in various Internet uses.

2 .Promoting and protecting the confidentiality and privacy of data for tourists, within the digital databases of
airlines, hotels and tourist offices.

3 .Promoting and protecting the operational programs and the data contained therein concerning the marketing of
tourist sites and tourist establishments with the aim of preventing any access or entry in violation of the laws.

4. Protecting telecommunication and information networks, computer and embedded systems, with the aim of
reaching a holistic cyber security.

5.2. Cyber security applications in human resources management in the tourism sector:

Human resources are the backbone and the most important element in the development of the tourism industry.
Applying cyber security requirements in this aspect is very important through a number of procedures, including:
clearly indicating in career contracts to maintain the confidentiality and security of information during and after
the end of the employee's relationship with The tourism company, in addition to conducting security survey,
obtaining security clearances (Screening or Vetting), and focusing on raising employees' awareness of the
importance of cyber security in the preservation of tourist databases, through providing them with training
courses periodically and sustainably to keep up with the latest technical developments in the field of tourism and
hospitality industry. Raising awareness of the staff in cyber security concepts helps significantly in the fight
against cybercrime, through the existence of legislations governing their relationship.

5.3. Cyber security applications in hospitality management:

It is worth mentioning that one of the most important requirements for achieving cyber security in hospitality
institutions is the modernization of hotels' digital software on an ongoing and sustainable basis, especially in
relation to hotel reservation systems (Alsarayreh et al, 2010). This can be achieved through relying on software
for the protection of digital databases, which operate according to the Cyber security system, with the aim of
identifying internal and external threats, and identifying and classifying the degree of risk in the IT environment
on hotel reservation system servers in a way that includes a number of important topics:

1 .Defining roles and responsibilities within hotel establishments in relation to managing cyber risks in case of
emergencies and crises.

2 Maintaining the privacy of the data of the guests.

3 Networking and cooperation with all parties of the tourism industry and security authorities at the regional and
global level to face cyber threats, by signing joint cooperation agreements to address cyber threats.
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4 .Educating and training employees within tourist facilities, especially in marketing and reservations
departments to apply all cyber security provisions .

5. Analyzing cyber risk factors continuously, taking into account external and internal factors and vulnerabilities
in their databases based on continuous analysis of cyber risk scenarios, CRFA aims to ensure what threat sources
are identified and their kind.

Examples of cyber-attacks and data hacking of hotels and guests include the Butlmsr group which has been
exposed to cyber-attacks, accessing 34,000 guest databases, hacking their names, addresses, phone numbers and
e-mail addresses. Another example is dixonsrdComphone Global Group in 2018. The number of accounts
threatened by cyber-attacks was 10 million, indicating an increase compared to 2017, when the number of
threatened accounts was 8.2 million. The most prominent attacks were cyber piracy of personal data. Attackers
have identified the details of electronic payment cards for more than 5.4 million people. In addition, in
2015,"The Hilton" noted that its data, particularly electronic payment systems, were exposed to several cyber-
attacks(Beck et al,2019; Coca-Stefaniak& Morrison, 2018; Qeed et al,2010; Jawabreh et al,2017b;Bazazo et
al,2017..Soni et al,2017;Bazazo et al,2017d; Gcaza et al,2017)

Cyber security applications are used in many areas of the hospitality industry, including: improving guest
services, food and beverage management, database management for sales systems, front-end services,
accounting services, as well as procurement and storage services as illustrated in figure 2.

Cyber Security (IT) Can Improve Almost All Areas of Hospitality Industry

Figure 2. Cyber Security (IT) can improve Almost all areas of hospitality indusry

Many hotels do not directly declare the dangers of cyber-attacks on their technological systems because of
their fear of being prosecuted by hotel guests, in addition to being a service organization that seeks to maintain
its reputation and image for a higher market share.

Cyber security applications in the management of travel and tourism offices:

The 2019 ICEAM International Report refers to the study by Beck et al,2019, a specialist in the field of
cyber tourism security, who analyzed all digital data available online for the Truss Cad Group and accessed to
sensitive digital systems for private databases, email addresses, personal bookings for tourists, details of return
and departure trips, and all other details between 2013 and 2018. He was able to carry out cyber-attacks by
identifying all the previous details using a number of software that allow data recovery through Spice, Hughes
&Moscardo,2019. The researcher communicated with the group of companies, with the aim of correcting flaws,
protecting databases from cyber-attacks, and fixing all loopholes.

Another example is that in February 2017, APTB British, one of the UK's largest travel and tourism
organizations, was exposed to cyber-attacks on its technical systems, revealing details of travel bookings of up to
1,500 tourists. Leading the company to repair all the shortcomings of the system and apologize(Jawabreh& Al
Sarayreh;2017; Jawabreh et al,2018)

We may conclude, from the above, the need to achieve the requirements of cyber security in reservation
systems, and maintain confidentiality in tourist and travel offices in a sustainable manner, taking into account the
maximization of revenues of tourist offices, and the minimization of the damage caused by security attacks.
Booking systems in tourism and travel agencies on the Internet rely on three basic rules, confidentiality, safety
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and availability as shown in figure (3).

Most of the Cyber Security Tourism

Systems Provide Three Main Services

Confidentiality| | Integrity Availability

Figure 3. Cyber security tourism systems

Cyber security applications in airlines and airport management:

Since 9/11, the aviation industry has undergone structural changes at the international level in terms of security
and management processes that take into account the concept of cyber security clearly and accurately, where
hackers use a lot of tools, means and methods to, illegally, enter digital databases of global airlines as shown in
figure (4), such as: hacking, the use of deceptive electronic software which pretends to do one thing when in fact
intended to do something different, in addition to the use of computer viruses, and crimes related to e-mails,
encryption and digital terrorism.

Cyber Security Can Be Described as
the Protection of Systems,Networks
and Data in Cyber Space

Cyber Terror|| | Cyber War

Cyber Crime

Figure 4.Cyber security tourism protection systems
In 2017 British Airways announced that cyber hackers attacked the digital databases of travelers and were
able to identify Passengers' personal and financial data and all their booking details during the period between
August 21 and September 5, where 3800 bank cards have been hacked. In addition to the above, cyber-attacks
affect all transport systems, air navigation, airports, network and control centers, traffic systems, etc. as shown in
figure 5}—
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Figure 5.Tools of cyber security tourism
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Cyber-attacks and theft of passengers' data, lead to the use of this data to expose airlines and travelers to
extortion, theft, and violation of privacy. This has led to the suspension of many airports and airlines, especially
in developing countries, and directing many warnings from the World Aviation Organization for the need to:
preserve digital databases from cyber-attacks, use scanning systems to assess vulnerabilities at airports and
airlines, in addition to periodically checking digital databases, in order to identify weaknesses and vulnerabilities
and treat them, as well as the fight against cyber terrorism as illustrated in figure (6).

There are four kinds of threats

Cyber espionage Cybercrime |

e

x
Cyber terrorism k& 1[ 7> Cyber warfare
1

Figure 6. Cyber-attacks
It is clear, from the above, that there are a number of challenges that stand in the way of applying the
concepts of cyber security in the modern tourism industry, including hospitality institutions, airlines, airports and

tourist offices as shown in figure (7).
£ ™

Challenges and Concerns Cyber Security in Tourism
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o |
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lé== |
—

Cyber Security in Tourism

Especially for Defense, Police Cyber Laws i

Too Many Tourism Organizations

|
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Figure 7.Challenges and concerns cyber security in tourism

6. Conclusions and recommendations:

The results of the study indicate the need for all tourism companies to provide a complete record of cyber risks,
and to ensure that it is updated in a sustainable manner, in order to identify all cyber risks and their chronological
order, and to categorize the level of cyber-attacks.

The need for tourist and hotel establishments, especially small and medium-sized enterprises, for alliances
and contracts with international companies specialized in combating cyber-attacks.

The results of the study showed the need for tourist and hotel establishments to develop regulations,
principles and internal policies for employees, regarding the security of internet use and the use of networks and
databases by empowering employees through sustainable upgrading courses.

The study reached a diagnosis of the concept of cyber security, which includes the protection of systems,
networks and digital databases within three areas: cybercrime, cyber war, and cyber terrorism.

The study showed the difficulty of inducting a mathematical law, and the difficulty of finding physiological
evidence, taking into account all the climatic elements affecting human comfort, and the difficulty of measuring
psychological comfort. The study also showed the importance of the behavioral approach to identify the
characteristics of the studied phenomenon from different angles and aspects under consideration.

The scientific contribution of the study is to increase public knowledge and awareness about the
applications of cyber security in the tourism and hospitality industry, and to increase the knowledge of decision
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makers who manage tourist and hotel facilities, as well as researchers, in identifying different tools and
techniques for cyber security, which can be of interest in more detailed topics in future studies, especially those
related to cyber risk insurance research in airlines, hospitality and tourist offices.

Developing and encouraging scientific research in the field of malware analysis, digital evidence analysis,
and in the field of protecting and securing tourist database systems in the field of artificial intelligence and the
Internet of things.

References

Ahmad, T., Jawabreh, O. A., Afeef, M. (A. M. 1. A., &Almomani, A. (2012).Impact of Customer Relationship
Management of Hotel (A Case study UmaidBhwan). Asian Journal of Finance & Accounting, 4(1).doi:
10.5296/ajfa.v4i1.1362

Alananzeh, O., Al-Badarneh, M., Al-Mkhadmeh, A., &Jawabreh, O. (2018). Factors influencing MICE tourism
stakeholders decision making: The case of Agaba in Jordan. Journal of Convention & Event Tourism, 20(1),
24-43. doi: 10.1080/15470148.2018.1526152

Alananzeh, O. A., Masadeh, R., Jawabreh, O., Mahmoud, A. A., & Hamada, R. (2018). The Impact of Customer
Relationship Management on Tourist Satisfaction: The Case of Radisson Blue Resort in Aqaba City.
Journal of Environmental Management and Tourism, 9(2), 227.doi: 10.14505//jemt.v9.2(26).02.

Al-Hussein, M., Jawabreh, O., Alananzeh, O., & Ali, M. (2015).The impact of understanding the behavior of
workers on the success of management, (a case study of five star hotels in Aqaba).Journal of Management
Research, 7(3), 51-70. https://doi.org/10.5296/jmr.v7i3.7115.

Al-Omari,l,. Ali,M,. Mahmoud,R,. Jawabreh,0,.( 2015). The Arab spring impacts on the Jordanian hotels sector,
International Journal of Humanities and Social Science, Vol. 5, No. 4

Alsarayreh,M,. Jawabreh,O,. Helalat,M,.(2010). The Influence of Terrorism on the International Tourism
Activities, European Journal of Social Sciences — Volume 13, Number 1.

Alsarayreh, M, .Jawabreh,o,.Alkharabsheh,K,. ALfarajat,A,.(2011a). Information Technology and the
Performance of Establishments Hotel and Tourist in Jordan, Australian Journal of Basic and Applied
Sciences, C(): CC-CC.

Alsarayreh, M. N., Jawabreh, O. A. A., Alkharabsheh, K. S., &Aldahamsheh, M. M. (2011). Tourism
Promotion through the Internet (Websites): (Jordan as a Case Study). Asian Social Science, 7(6).doi:
10.5539/ass.v7n6p125

Al-Shawagfih, K., Alananzeh, O., &Jawabreh, O. (2015).The foundations of selecting cultural tourism product
in Jordan.European Scientific Journal, 11(29).

Bada, M. and Sasse, A. (2014), “Cyber security awareness campaigns: why do they fail to change behaviour?”,
available at: http://discovery.ucl.ac.uk/1468954.

Burns, S. and Roberts, L. (2013), “Applying the theory of planned behaviour to predicting online safety
behaviour”, Crime Prevention & Community Safety, Vol. 15 No. 1, available at:
http://link.springer.com/article/10.1057/cpcs.2012.13 .

Bazazo, 1., Elyas, T., Awawdeh, L., Faroun, M., &Qawasmeh, S. A. (2017a). The Impact of Islamic Attributes of
Destination on Destination Loyalty via the Mediating Effect of Tourist Satisfaction. International Journal
of Business Administration, 8(4), 65.doi: 10.5430/ijba.v8n4p65.

Bazazo, 1., ,Alshatnawi, E. A. R., Jawabreh, O., &Alshawagfih, K. F. A. (2017b). The Effect of Adopting the
International Standard (ISO 10015) in Training Programs on the Performance Quality of the Workers at the
Jordanian Ministry of Tourism and Antiquities. Journal of Social Sciences (COES&RJ-JSS), 6(3), 694—708.
doi: 10.25255/js5.2017.6.3.694.708.

Bazazo,l,.Jawabreh,O,.Alsarayreh,M,.Abdelraza,H,. (2018). Towards Sustainable Documentation of
Geographical Names of Touristic and Heritage Sites in Occupied Jerusalem Using Geographical
Information System (GIS) , Journal of Tourism, Hospitality and Sports, Vol.35.

Bazazo, 1. K., &Alananzeh, O. A. (2016). The Effect of Electronic Tourism In Enabling The Disabled Tourists
To Communicate With The Touristic And Archaeological Sites Case Study — Jordan. European Scientific
Journal, ESJ, 12(5), 111. doi: 10.19044/esj.2016.v12n5p111.

Bazazo, 1. K., Alshatnawi, E. A. R., Qaddhat, R. M., &Alomari, I. A. (2016).The Effect of Information
Technology in Creative Marketing “Case Study- Jordan Tourism Board.” Journal of Management Research,
8(3), 158.doi: 10.5296/jmr.v8i3.9315.

Bazazo, 1., Nasseef, M. A., Al-Zawaideh, A., Al-Zawaideh, A., & Al-Dhomaidat, M. (2017¢).The Impact of the
Attitudes towards Ecotourism Benefits on Destination Loyalty. Journal of Management and Strategy, 8(3),
67.doi: 10.5430/jms.v8n3p67.

Bazazo, 1., Nasseef, M. A., Al-Nsour, O., Altheeb, S., &Alez, H. A. (2017d). Assess the Application Level of
Hotels Located in Aqaba City to the ENAT Standards from the Staff’s Point of View. Journal of
Management and Strategy, 8(3), 35.doi: 10.5430/jms.v8n3p35.

53



Journal of Tourism, Hospitality and Sports wWww.iiste.org
ISSN (Paper) 2312-5187 ISSN (Online) 2312-5179  An International Peer-reviewed Journal DOI: 10.7176/JTHS JLLELE

Vol43, 2019 NSTE

Beck, J., Rainoldi, M. and Egger, R. (2019), "Virtual reality in tourism: a state-of-the-art review", Tourism
Review, Vol. 74 No. 3, pp. 586-612. https://doi.org/10.1108/TR-03-2017-0049.

Chatterjee, S., Kar, A., Dwivedi, Y. and Kizgin, H. (2018), "Prevention of cybercrimes in smart cities of India:
from a citizen’s perspective", Information Technology & People, Vol. ahead-of-print No. ahead-of-print.
https://doi.org/10.1108/ITP-05-2018-0251

Chevers, D. and Spencer, A. (2017), "Customer satisfaction in Jamaican hotels through the use of information
and communication technology", Worldwide Hospitality and Tourism Themes, Vol. 9 No. 1, pp. 70-85.
https://doi.org/10.1108/ WHATT-11-2016-0068

Coca-Stefaniak, A. and Morrison, A. (2018), "City tourism destinations and terrorism — a worrying trend for now,
but could it get worse?", International Journal of Tourism Cities, Vol. 4 No. 4, pp. 409-412.
https://doi.org/10.1108/1JTC-12-2018-099

Fontanel, J. and Corvaisier-Drouart, B. (2014), "For a General Concept of Economic and Human Security", The
Evolving Boundaries of Defence: An Assessment of Recent Shifts in DefenceActivities(Contributions to
Conflict Management, Peace Economics and Development, Vol. 23), Emerald Group Publishing Limited,
pp. 75-96. https://doi.org/10.1108/S1572-832320140000023007.

Gcaza, N., von Solms, R., Grobler, M. and van Vuuren, J. (2017), "A general morphological analysis:
delineating a cyber-security culture", Information and Computer Security, Vol. 25 No. 3, pp. 259-278.
https://doi.org/10.1108/ICS-12-2015-0046

Jawabreh,O. Al Sarayreh, M .(2017). Analysis of job satisfaction in the hotel industry: A study of hotels five-
Stars in Agaba special economic zone authority (AZEZA), International Journal of Applied Business
andEconomic Research,15 19 (Part-II), 407 - pp.389.

Jawabreh, O., Al Jaffal, T., Abdelrazaq, H., & Mahmoud, R. (2018). The Impact of Menus on the Customer
Satisfaction in Restaurants Classified in Agaba Special Economic Zone Authority (ASEZA), Journal
ofTourism, Hospitality and Sports, 33.

Jawabreh, O. (2017p). Distinction of Jordan as a destination for religious tourism.Journal of Environmental
Management and Tourism, 6(22), 1171-1182. https://doi.org/10.14505/jemt.v8.6(22).03.

Jawabreh, O. (2017¢). An exploratory study of the motives of Jordanian out bound tourism and its impact on the
development of tourism in Jordan. International Journal of Applied Business and Economic Research,
15(19 Part-11), 443-467.

Jawabreh, O. A., & .(2017). Analyzing Factors Affect on Five Stars Occupational Safety in Agaba Special
Economic Zone Authority (ASEZA). Journal of Social Sciences (COES&RJ-JSS), 6(4), 802-815. doi:
10.25255/js5.2017.6.4.802.815

Jawabreh, O. A., &Alrabei, A. M. (2012).The Impact of Accounting Information System in Planning,
Controlling and Decision-Making Processes in Jodhpur Hotels. Asian Journal of Finance & Accounting,
4(1).doi: 10.5296/ajfa.v4i1.1435

Jawabreh, O.A., Allahham, M., Alrjoub, A., & Ahmad, M. (2012). Impact of Information Technology on
Profitability of Airlines Industry: A Case Study of Royal Jordanian Airlines. Infernational Journal of
Business and Management, 7(18).doi: 10.5539/ijbm.v7n18p149

Jawabreh, O.A. (2014). The Impact of Customer Relationship Marketing by Aqaba Economic Zone "A Case
Study of Five Stars Hotels". International Journal of Academic Research in Accounting, Finance and
Management Sciences, 4(1).doi: 10.6007/ijarafms/v4-11/583

Jawabreh, O.A., Alagrarah, B., Hrerat, H.A., Shaabatat, I. A., & Jarah, Q.A. (2017a). Assessing Factors that
Prevent Female Students from Studying Hotel Management: A Case Study of the University of Jordan
(Aqaba Branch). Journal of Management Research, 9(4), 76.doi: 10.5296/jmr.v9i4.11690

Jawabreh, O.A., Alagrarah, B., Hrerat, H.A., Shaabatat, I. A., & Jarah, Q.A. (2017b). Assessing Factors that
Prevent Female Students from Studying Hotel Management: A Case Study of the University of Jordan
(Aqaba Branch). Journal of Management Research, 9(4), 76.doi: 10.5296/jmr.v9i4.11690

Jodo, R. (2016), "Electronic Government in Cabo Verde: The Prospects and Limits of Innovation in Small Island
Developing States", Adesida, O., Karuri-Sebina, G. and Resende-Santos, J. (Ed.) Innovation Africa,
Emerald Group Publishing Limited, pp. 99-165. https://doi.org/10.1108/978-1-78560-311-220151022

Hughes, K. and Moscardo, G. (2019), "ICT and the future of tourist management", Journal of Tourism Futures,
Vol. ahead-of-print No. ahead-of-print. https://doi.org/10.1108/JTF-12-2018-0072

Karajeh, H., & Maqgableh, M. (2014). Security of cloud computing environment. The 23rd IBIMA Conference
on Vision 2020: Sustainable Growth, Economic Development, and Global Competitiveness, USA, 2202-
2215.

Khaleefah, Q. Q., Jawabreh, O. A., Najdawi, B. M. A., & Mahmoud, R. M. (2018). Why Arab Societies do not
Encourage the Work of Their Members in Hotels? Modern Applied Science, 12(11), 259. doi:
10.5539/mas.v12n11p259.

Khwaldeh, S., Al-Hadid, 1., Masa'deh, R., & Alrowwad, A. (2017). The association between e-services web

54



Journal of Tourism, Hospitality and Sports www.iiste.org
ISSN (Paper) 2312-5187 ISSN (Online) 2312-5179  An International Peer-reviewed Journal DOI: 10.7176/JTHS mig

Vol43, 2019 NSTE

portals information quality and ICT competence in the Jordanian universities. Asian Social Science, 13(3),
156-169.

Klimburg, A. (2012), National Cyber Security Framework Manual, in Klimburg, A. (Ed.), NATO CCD COE
Publications, Tallinn.

Korstanje, M. (2018), "The epistemological structure of mobilities", Journal of Tourism Analysis: Revista de
Analisis Turistico, Vol. 25 No. 1, pp. 54-67. https://doi.org/10.1108/JTA-02-2018-0006

Lok, C. (2015), "Adoption of Smart Card-Based E-Payment System for Retailing in Hong Kong Using an
Extended Technology Acceptance Model", E-services Adoption: Processes by Firms in Developing Nations
(Advances in Business Marketing and Purchasing, Vol. 23B), Emerald Group Publishing Limited, pp. 255-
466. https://doi.org/10.1108/S1069-09642015000023B003

Magableh, M., Rajab, L., Quteshat, W., Khatib, T., & Karajeh, H. (2015). The impact of social media networks
websites usage on students’ academic performance. Communications and Network, 7(4), 159-171.

Masa'deh, R., Alananzeh, O., Jawabreh, O., Alhalabi, R., Syam, H., & Keswani, F.(2020). The Association
among Employees'’ Communication Skills, Image Formation, and Tourist Behaviour: Perceptions of
Hospitality Management Students in Jordan, International Journal of Culture, Tourism, and Hospitality
Research.

Masa’deh, R., Obeidat, Z.,Maqableh, M., & Shah, M. (2020). The Impact of Business Intelligence Systems on an
Organization’s Effectiveness: The Role of Metadata Quality from a Developing Country's View.
International Journal of Hospitality & Tourism Administration.

Qeed, M. A. A,, Bazazo, 1. K., Hasoneh, A. 1., & Qaid, B. A. A. (2010). Using Geographic Information System
to Visualize Travel Patterns and Market Potentials of Petra City in Jordan. International Journal of
Marketing Studies, 2(2).doi: 10.5539/ijms.v2n2p144

Rumman, M. A. A., Jawabreh, O. A. A., Alhyasat, K. M. K., &Hamour, H. M. J. A. (2014). The Impact of Work
Environment on the Average of Job Turnover in Five-Star Hotels in Al-Aqaba City. Business Management
and Strategy, 4(2), 111.doi: 10.5296/bms.v4i2.4020

Saleh, M. M. A., ,Jawabreh, O. A. A., Alsarayreh, M. N., Malkawi, E,.(2018). Environmental accounting as
perspective for hotels of Aqaba special economic zone authority (ASEZA). Problems and Perspectives in
Management, 16(4), 169-185. doi: 10.21511/ppm.16(4).2018.15.

Soni, V., Anand, R., Dey, P., Dash, A. and Banwet, D. (2017), "Quantifying e-governance efficacy towards
Indian—EU strategic dialogue", Transforming Government: People, Process and Policy, Vol. 11 No. 4, pp.
535-571. https://doi.org/10.1108/TG-06-2017-0031.

Subba Rao, S. (1997), "The Internet in India: An update", The Electronic Library, Vol. 15 No. 6, pp. 485-494.
https://doi.org/10.1108/eb045601

Zahir Irani, P., Mubarak Alharbi, 1., Zyngier, S. and Hodkinson, C. (2013), "Privacy by design and customers’
perceived privacy and security concerns in the success of e-commerce", Journal of Enterprise Information
Management, Vol. 26 No. 6, pp. 702-718. https://doi.org/10.1108/JEIM-07-2013-0039

55



