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Abstract

The present wireless networks are equipped withiptellradio links and operate in a collaborativeyva
enable continuous data transfer even when anygads down. The IEEE 802.21 is a standard to provide
continuous wireless connectivity between heterogaselink technologies using media independent
handover functions as MIHF. The standard suppatslbver between IEEE 802.11, IEEE 802.16, 3GPP
cellular networks. The wireless sensor networks VBased on IEEE 802.15.4 consists of sensors to
monitor various physical or physiological activitieand to transfer the collected data to the remote
controlling station using a short range radio. Buthis case if the wireless node moves out of edhbr’s
communication range data transfer is not possibtein this paper, the WSN communication protocol is
made as a part of the IEEE 802.21 stack to exgloeehandover feature offered by the standard. The
proposed stack has an internal partition to maké\\i®tocol to operate independently with other &mi
modules as long as they are in range, and the Miidtifon gets triggered by the application whenhbme
networks are not available thus to provide handéreen other link interfaces.

The proposed hardware has IEEE 802.11, IEEE 802ri®%,3GPP links which are operated by the MIH
functions along with the IEEE 802.15.4 interfacea he WSN modules are provisioned to have
connectivity from multiple radio interfaces evertliy move out of the coverage range from the atirre
point of access. The proposed primitives for haeddvetween WSN and other links are efficient in
providing reliable handoff.

Keywords: IEEE 802.21, Media independent handover, IEEEBR2Z, Wireless sensor network.

1. Introduction

Wireless sensor network based on IEEE 802.15.4latdr{1] consists of autonomous sensors spreadaover
geographical region to monitor some of the physieatnts like temperature, pressure, humidity and
communicate the monitored data to a central cdetrar network coordinator by forming a short range
wireless network. In this case the data transfgroissible as long as the coordinator and the aoelén
communication range of each other. Whenever theyenmut of the physical coverage range, the node
becomes orphaned. Adapting to different networlologies can give only a temporary relief. In a \éss
environment there will be multiple radio links opting each with different coverage range. In predey
wireless nodes it is common to find multiple raliitcks which coexists in the same transceiver arerate

in a coordinated way. As an example a 3G mobilenphequipped with GPRS and Wi-Fi interface for
internet access. As the Wi-Fi has limited physiealge, the user can access the internet servioes the
GPRS link if the Wi-Fi access is not available. .

The IEEE 802.21 is a standard [2] to provide wssleonnectivity between different wireless link
technologies, i.e.802 or non 802 links, in a cawatkd way by performing handover between them.tbue
this even if the user moves out of the coveraga af@ne network, the other networks will be ava#ato
have continued data transfer. It supports horizcantd vertical handover between IEEE 802.11 WLAN,
IEEE 802.16 Wi MAX, 3GPP cellular networks usingsat of functions called Media Independent
Handover Function MIHF.

It provides three types of services namely eveomroand, information services to the layers above or
1
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below it when incorporated into a protocol stackeTarchitecture of the IEEE 802.21 has higher kyer
consisting of MIH users which initiate the handopescess by commanding the underlying MIH functions
The MIHF provides event  services to the highgeta as MIES which deals with reporting of events
related to the changes in the link behavior, litd¢uss like link up, link down, or any changes i fink
parameters. These events can be generated frofovaerlayers within the protocol stack.

Media independent command services (MICS) are gésbrby the higher layers which enables them to
control the physical, data link layers to estabtist network connectivity based on the status,dymémic
behavior of the links. Thus MICS enables MIH uderselect the best network and to control its bedrav

Media independent information service (MIIS) cotssisf gathering the entire network information 4f a
the networks operating within a physical regionuding their network type, address information eodfd
services. This information is used by a MIH enabteabile node to access the available networks vithen
is out of the coverage area of its present sem@tgork.

There are several works on the MIH which discugsrtwide efficient handover between IEEE 802.11 and
IEEE 802.16 links [3]. It also uses new schemeasfdidate deployment and tries to provide connegtivi
between 3G and IEEE 802.16 networks also. The fiiomaf framework for MIH [4] [5] to provide
connectivity between 802 links provides easier tasler handover. In [6] cross layer based apprégsch
used to provide handover between the 802 and aelhdtworks by using the network selection policy
engines and new mobile node architecture. By cenisig the mobile nodes, the handover implementation
issues are simulated in QualNet [7]. For efficibahdover, an information server is designed witlthi:
new architecture and prototype is evaluated inT8F results shows optimum processing time in heado
and it varies based on the application. The RIW@&ahitecture for reconfigurable hybrid networks is
discussed in [9] with the detailed view of compadsenf RIWCos link layer with the primitives for kn
interoperability. It has implemented Bluetooth dsk with in the stack to provide handover. Toleot the
handover information from the information serveffeaively centre node architecture is proposefiLdy,
which collects information from all servers to upelthe network [11].

In all the existing works, the MIH features are lexed to have connectivity between 802 or cellular
networks. But in this paper, the MIH is used tgder the handover process whenever the WSN nodes
loose connectivity with the coordinator to contirthe data transfer. Thus in this case the wireleske is
called as Mobile Node (MN), is a portable wirelesi which has multiple wireless links and also ki,

The IEEE 802.15.4 based protocols which is usedsémsor based inter node communication is also the
part of the same MN [2]. Initially the WSN nodesnuounicate to have data transfer as long as those
devices are in communication range of each othergu802.15.4 link, but when they move out of the
coverage area, the application layer of the integrdneterogeneous wireless unit invokes the MIHF to
perform the handover services using other wirdlags like IEEE 802.11, IEEE 802.16, or 3GPP netkgor

in order to have continuous data transfer. Thioise with the help of a central data base whiclp&éeck

of all the network information called MIIS servéil the networks are connected to the MIIS servtres
directly or via their point of services (PoS) tashthis information.

2. Thenode architecture

The node architecture consists of ‘7’ layers; thpli@ation layer invokes the task functions toialize the
entire stack as soon as the device is powered O&lsd has application objects and MIH user fumdio
This stack in -houses IEEE 802.15.4 protocols alanth the Media Independent Handover (MIH)
functions to facilitate the handover process. tBatWSN protocols and MIH functions are separatee,
to the reason that the IEEE 802.21 MIHF does netifpabout its support to IEEE 802.15.4 standat
MIH user feature allows configuring various sergidetween different network elements. The appboati
objects are used to map between different sengticapons

The application sub layer is initiated by the apgiion task; its functionality includes initializat of
buffers from the recourses  pool and hand it ee¢he required layer for the transportation odat

As this stack provides support for the internetedagata, the TCP-UDP layer is included to provide
2
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connection oriented or connectionless data sertizeése different link technologies. The UDP duetto
light weight nature is most suitable for the powenservative wireless modules. As shown in therégu
the WSN data communication is bypassed with the/TOP layer.

APPLICATIONLAYER

o e ——— = ———

MIH USERS #1. . .gy4MIH USERS #n

APPLICATION SUB LAYER

RESQURCES

I TCP/UDP LAYER

NETWORK LAYER

|
B02.15.4 MAC 802.11 MAC J1 802.16 MAC

PHYSICAL LAYER

INTEGRATED HARDWARE

802.15.4 Chip 802.11 Chip 802.16 Chip

Fiure.1 Mobile Integrated Node architecture

The function of the Network layer is to provide tiog information and to offer various addressing
mechanisms to easily facilitate the data transfeghim the network. The network layer also has the
responsibility of address translation for the deekets which emerge from different link technoésgiThe
network manager (NWK MNGR) module within the netlwdaiyer maintains the data base of all the link
addresses from different networks when being brastgd by the newly joined network elements. The
security functions associated with the network @s® be initiated by the network layer. Currentiythe
proposed stack, the security module is not showthisake simplicity.

Media independent handover function is the coréhef protocol stack in providing media independent
handover services. It provides event, commandynimftion services to the layers within the stack alsd
gathers information from the MIIS server which miagr located anywhere in the network to provide
information about heterogeneous handover. Usuall$ iderver will be located in such a position takele

all the MNs to have access at least by a single lin
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There are separate link layers for each standied|lEEE 802.11, IEEE 802.16, and IEEE 802.15.4 to
enable (support) respective hardware to get coadectThe devices communicate via respective medium
access protocols while accessing the wireless ehamhe IEEE 802.15.4 LLC and MAC are separated
from the main stream as indicated in the node gechire.

Hardware layer has functions to control the undegyhardware during data trans-reception operation.
Handling of transceiver timing, interrupts, opengtstates are controlled by this layer.

The hardware being the integrated hardware whictudes transceiver IC’s to support IEEE 802.15.4,
IEEE 802.11, and IEEE 802.16 while providing haretov

3. Thegeneral scenario

The wireless environment consists of different leiss technologies operating within a geographiegion

as shown in the figure 2. It consists of IEEE 8@2habled WLAN, IEEE 802.16 enabled WIMAX, 3G
cellular network, and IEEE 802.15.4 enabled WSN uhesl As the physical ranges of these technologies
are different, to provide continuous coverage, Wreless nodes operate in a coordinated way. TiEIE
802.21 a standard for heterogeneous handover, velmiahles the handover between WLAN, WIMAX, 3G
networks. It consists of a set of functions defimsdMIHF (media independent handover function) isnd
also served by an external server named MIIS miediependent information services) server. The MIIS
server (MIH server) gathers all the networks infatimn and communicates with the MIHF of the deve
provide the required information to allow continsatninterrupted wireless services.

As shown in the figure, where all the wireless rats are being served by the internet via inteseetice
provider (ISP). The client devices are MIH configdrmobile units which are compatible with all the
wireless link technologies. Here the source cliemde (MN) has to transfer the gathered sensortdatse
sink (coordinator) using IEEE 802.15.4 link. Duithe time, if the source client moves out of ranfe
the IEEE 802.15.4 link, the application layer withe MN invokes the MIH function to get informatio
about all the networks operating around using 808rik via internet (Instead of 802.15.4, as MIHedo
not specify about 802.15.4).The MIH server whichc@nected to the internet backbone has all the
network information collected from the network ekmts. As all the networked devices broadcasts the
network information during its association with ithginks or point of access, the MIIS server cdiorim

the client about all the surrounding networks \ia same link. Thus the MIHF can decide about the
handover process.

4. Implementation

As long as the client2, i.e. the mobile node isgeierved by the WSN coordinator, the handoverqa® &

not triggered; and the mobile node acts as an argdiw/SN module. But when the signal received by the
WSN coordinator to the mobile node reduces belotrashold the MIH process is triggered by the
application. Thus the MIH is separated from the BEEED2.15.4 standard as IEEE 802.21 standard doesn't
specify about this. In this paper the handovertier WSN data is done with the help of MIH functions
coordination with the other wireless network stadda So whenever the node fails to get fair signal
strength from the serving WSN station, the appilicatriggers the hand over procedure.

If the mobile node moves away from the coverage arethe coordinator, it may happen to miss the
successive beacons from the coordinator indicatiad) the node orphaning. To avoid this by providing
continuous communication, in this design the apgiin support layer is made to trigger the handover
process by enabling the IEEE 802.11 chip of thegrdted hardware to collect the network information
The flow chart of the implementation sequence @ghin figure 3. The MIH function instructs theBE
802.11 transceiver within the mobile node to gater network information from the MIIS server. The
MIIS server transfers all the required informatfosm its data base to the MN using the 802.11 IBésed

on the obtained information from the server, the Métides the best network element as its future
coordinator to get connected with. During this ghasthe design a preference is provided. |.e.Nihe
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prefers the future coordinator network as in thdeor802.11, 802.16. 3GPP. If the highest preference
network is not available, only then it selects tieéworks of lower preference.

INTERMET BACKBOMNE
—
-

MIH

.\ - -,
\

“'-

>
rs
.
-
.
rd
-

: " CELLULAR
802.15.4 - . NETWORK

NETWORK

NETWORK
802.11 2.16
TWORK
i
i
802.15.4  ——
NODE 802,11 (Wi-Fi)

80
NE
AP ‘Q
MOBILE
NODE

Fiure.2 Mobile Integrated Node architecture

Thus if the 802.11 networks are not available thérmes to join the 802.16 network. This process ko be
done before the IEEE 802.15.4 link between the dinator and mobile node gets terminated. The mobile
node prefers to join the coordinator’s network lejadilt, but if the coordinator has moved away fribra
coverage area then the node can join other netwtmkents based on its preference list. To join the
network of the coordinator of its choice, the nedsociates using 802.11’s association primitivi¢ loas to

re- register using MIHF primitives by sending itgability information to the associating networkraknt.
This process has to be carried out under the sigp@mof the MIIS server.

5. WSN scan and association procedure

In the following sections the network formation thie WSN nodes are demonstrated. Initially as s@on a
the MN is powered ON, the IEEE 802.15.4 protocoimade to get enabled by default. It scans all the
surrounding WSN networks by enabling its transaeivEhe WSN coordinators operating in its
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neighborhood send their beacon details to the M&&el on the received information, the MN seleas th
coordinator of its choice to join its network whightermed as association. After the associatidh tie

WSN coordinator, the MN performs the data transfer.

Power ON the MN, Start Scan &
Associate using 802.15.4

l

Continue with
802.15.4 link

Is the link going
down?

Mo

Yes l

Enable 802.11 link & trigger
MIH

l

Get network configurations
from MIIS

l

Try Association with
802.16 & complete
Handover

Is re association
possible?

Yes l

Associate with the B02.11 point
of access & Update data base

Fiure.3 Implementation sequence flow chart

Initially as the node gets ON, the application daper initiates the scan process to determine the
surrounding wireless networking entities to formeawork with them for the data transfer. As peElE
802.15.4 specifications, the scan process can be iotwo ways i.e. active scan where the init@atiode
sends the beacon request to the surrounding IEERE.B@ coordinator entities, on receiving the ret)tiee
coordinator nodes will transmit the beacon to tequested node indicating the details required for
association with it. In passive scan the node waitshe beacon frames from the operating coordisain
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its surrounding to form association with anyonelBEE 802.15.4 standard to form a network between a
child node and the coordinator by forming the nekyohe child nodes (unassociated) searches for the
coordinators which are operating nearby by perfogrhe scan process. The scan process is perfaymed
each channel to find a signal on that channel whitlsufficient strength. While performing the scan
process the PHY layer enables the transceiverdeptéon mode to collect the quality of the signal &
scan duration period. After the elapse of this tlomait shifts to the next channel in the list dfannels
provided by the higher layers. After successfuhsohall the channels, a report will be prepareseoiaon

the quality of the received signal and a decisiglh ve made about the selection of channel to jbie
networkof that particular coordinator.

5.1 Scan Channel process

The communication between each layer is shownguord 4, in terms of primitives which consist of
sending a set of parameters between the layers.

The Application Sub layer initiates the scan predagsending thBILME-FIND-NWK.requesprimitive to

the Network layer indicating the list of channedshte scanned to discover the networks operatiniirwit
the device’s personal operating space (POS) . Thasetwork layer instructs the MAC layer to penfior
the scan process by enabling the transceiver igptEm mode. The Application sub layer sends the
following main parameters:

NLME-FIND-NWK.request
{ Scan Channels, ScanDuration

}

On receipt of this primitive, the NWK layer willtatnpt to discover networks operating within theide's
personal operating space (POS) by performing dmeastan or passive scan over the channels spiaifie
the Scan Channels argument for the period spedifiite Scan Duration parameter. The scan is peddr
by means of the MLME-SCAN. request primitive. Oeeaipt of the MLME-SCAN.confirm primitive, the
NLME issues the NLME-FINDNWK-confirm primitive coaining the information about the discovered
networks with a Status parameter value equal tatoatereturned with the MLME-SCAN. Confirm.

The MLME-SCAN. Request primitive is used to inidad channel scan over a given list of channels. A
device can use a channel scan to measure the tstrefghe signal on the channel, search for all
coordinators transmitting beacon frames within B@S of the scanning device. The MLME-SCAN.

Request primitive is generated by the NWK layer &slied to its MLME to initiate a channel scan to

search for activity within the POS of the device.

The active scan is performed on each channel btHdE first sending a beacon request command. The
MLME then enables the receiver and records therimétion contained in each received beacon for
ScanDurationperiod on each channel as specified in the Chdistelnd generates a report containing the
scanned details. Based on the MLME-SCAN. Confirporg the higher layers will decide about the best
coordinator to join. Thus the parameters in theited beacons of the surrounding coordinators playal
role.

On receipt of this primitive, the next higher layemotified of the result of its network searchhwhe list

of coordinators operating in its POS. The statuicites SUCCESS if search was successful else error
Then the ASL proceeds to start the associationggha® by selecting a coordinator obtained fromstian
process. The selection of the coordinator is basethePANId, RSSI, LinkQualitgarameters.
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Figure.4 WSN scan primitive by the Mobile node.

5.2 Association with the Coordinator

The association process starts by selecting a eh&om the scanned result list and forwardingéguest
to associate with that particular coordinator. s toordinator gets the association request, itlde@bout
the association of the requesting device to ita/oek.

The association process is initiated by the apitinasub layer by sending tid_ME-JOIN-NWK.request,
to the selected coordinator using the lower layEngs primitive is generated by the ASL to the NWger
requesting the unassociated device to join a nétwbthe specific coordinator from the list of cdorators
in its POS obtained from the scan channel prodessng this request it indicates mainly its capiapil
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information to the coordinator.
NLME-JOIN-NWK.request

{
PANId, CoordAddrMode, CoordAddresss, Capabilityinfation,

}

The network layer instructs the MAC layer to counstrthe association request frame and to transsréina
association command to the coordinator by enabthgy hardware. Thus the MAC layer sends the
MLME-ASSOCIATE.requeptimitive requesting association with coordinatbhas following parameters:

MLME-ASSOCIATE.request

{
LogicalChannel,CoordAddrMode, CoordPANId, CoordAsidy, Capabilitylnformation

}

The coordinator on receiving the association refggesds the association command to the requesting
device with the Short address indicating its s@ecinto its network. In this way a node joins thetwork
of the coordinator of its choice.

After the formation of the network between the nielbiode (MN) and the associated WSN coordinater, th
newly associated MN sends its network informatmalt the network entities operating in the geogiegl
area as broadcast information using its IEEE 802.1i6k in the form of link independent frame. This
makes the MIIS information server to know about thk newly joined networks to help in handover
process. The main parameters passed by the nods &okows:

{

IEEE 802.15.4 ExtdAddress, ShortAddress, |IEEE 804.inkAddress, IEEE 802.16 LinkAddress,
Beaconlnfo Capabilitylnfo.

}

6. M ode of communication

The protocol stack of a WSN node which is meantifobile activities consists of separate link feasufor
IEEE 802.15.4, IEEE 802.11, IEEE 802.16, etc tov/jpl® seamless handover facility.

As soon the node is powered ON, the sensors conuatenthe gathered data to the destination using the
802.15.4 scan and association method. As sooneasdtie gets associated with the coordinator of the
network (which is operating using the 15.4 linkyde transmits the address and link details (current
association address, extended address, 802.11 MA@ss, 802.16 MAC address, capability information,
etc) of all its other link technologies as a braelc This phase is needed to make the MIIS sdover
update its data base.

The node communicates with the coordinator as g is in physical range with the coordinatorthié
coordinator moves out of range of the node’s marinphysical coverage range (like the coordinator may
be a laptop enabled with dotll and 16, 3gpp liknelogies) or vice versa (node moving away if its
present with in a movable unit like a vehicle) #pplication will trigger the need of handover te tIH
using the suitable primitive (it may be initiategthe coordinator or the node). After this the MAll take
over the responsibility of providing continuous ecage to the requested party by performing inter
technology handovers.

As per the present design, the MIH is configuredryoto provide handover in the order starting with
802.11, 802.16, 3gpp, respectively. The figure éwshthe primitives used for the handover to the new
network:

9
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Initially the MIH user of the MN requests the MId get the details of all the networks operatinguach
the region using Get_nwk_info_request command.MHh¢ generates the command frame and transmits to
the MIIS server using IEEE 802.11 interface.

{

Dest_Id, Src_Id, operational _freq, power_src, ragpe, link_addrs

}

When this request frame reaches the MIH of theeseitvindicates to the MIH user of the server dlibe
request. In response to this the MIIS server salidie network details in the form of Get_nwk_resge
frame to the requesting MN.

{

Dest _id, interface_type, dist_info, link_addrs, a&hitity info,PoS_id,event_support, resourses inf

}

On receiving the network details of all the surrding network interfaces, the MIH user of the MNest$

the best preferred network element based on theimfis, PoS_id, event_suppoted, capability info,
resources_info parameters.

On deciding the future network entity to get coniadcthe MIH user of the MN sends Nwk_committ
_request to the MIH of the selected network entiityaccept the service request. This also indictites
selected network about the required resourceseasés, QoS requirements by the MN.

{ Dst_id, resources_info, link_addrs

}
In response to this the MIH of the selected netvaakds the Nwk_committ_respose to the MIH of the MN
indicating the status of the request. This re cordithe MN with its offered services.

{ Dst_id, Link Addrs_list, Status, QoS_Supportedhueses_list
}

After the acceptance of the service request froennéwly selected network, the MN has to configtse i
link interface to accept the service. So the Mltgrusinction of the MN configures the MIHF to perfor
the lower layer settings as a result the MIHF iaths the MAC of the MN with the list of con figuiat
settings.

{ Beacon_info, Link_infoBase, QoS_Supported

}

Finally the handover of the MN to the new servioipis confirmed by sending the completion request
the MIH of the PoS of the newly selected networksending MN_HO_complete_request. On receiving
this request, the MIH of the PoS confirms the puobgi of handover by sending
MN_HO_complete_response. After this the MN willd®ved by the 802.11 network

10
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Fiure.5 MIH primitives for handover to 802.11 netko
7. Conclusion

The proposedscheme of handover services in a WSN using IEEE2802H functions can perform
satisfactorily to enable efficient data transfes. goon as the formation of the network by the W8Nes,

as they broadcast their network information tata elements within the network helps the MIIS seito
know about all the link details of a particular @ess node; which enables the smooth handover. This
scheme facilitates minimum delay during handovemby establishing the link with an optimum IEEE
802.11 access point whenever it notices the pakrdonnectivity by the WSN interface.

The application layer assigns the preference fibrdionnectivity in the order as IEEE 802.11, IEER 86,
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3G cellular network, thus the higher ordered nekwscan is done only if lower order networks are
unavailable. This makes the handover process powreservative.

The proposed node architecture has internal partith separate the WSN data from other interfatks.
network manager with in the network layer provitles required topology information to aid the carmdid
selection process.

The MIH primitives between the mobile node and &02802.16 PoA has minimum redundancy in terms
of parameters and thus supplied parameters aretiefein forming the handover process smooth and
efficient between heterogeneous interfaces.
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