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Abstract

Border Gateway Protocol (BGP) is a standardizedrittgateway protocol designed to exchange rouaimd
reachability information among autonomous systeAf) (on the Internet. The protocol is often classifias a
path vector protocol but is sometimes also classeal distance-vector routing protocol.

This study focused on the performance analysis@P Bvhen implemented in a network. The configuratibn
BGP was done using Graphical Network Simulator (BNSo test the performance of BGP in a network,
Wireshark was used for this purpose. The Wiresl&r& network packet analyzer where it can captive |
packet data from a network interface and displackpbwith every detailed protocol information.

Performance details of the packet in terms of sdymrameters are used in this study namely: leabfacket,
total packets captured, packets captured betwestrafid last packet, average packet per seconthge/packet
size in bytes, number of bytes , and average Ipgesecond.

Based on the results, all routers have the samkepdength and packets captured. However, the packe
captured between the first and last, the averagkepaec, Avg. packet size (bytes), Bytes, and Ayges/sec
differ in all the routers.
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Introduction

Border Gateway Routing Protocol (BGP) is a rougingtocol that literally makes the Internet workitais used

to route traffic across the internet. BGP is coerad to be one of the most relevant protocols ézlbem large
organizations connecting to two or more Internetvie Providers (ISPs) as well as ISPs conneciingther
network providers.

To implement a BGP in a network allows creationladp-free inter-domain routing between Autonomous
System (AS). An AS identifies network under a sintgichnical administration and is required wheming a
BGP.

The focus of BGP is scalability and stability aredaaresult, it behaves differently than most raufimotocols
which is why, it is most often used between ISR$ lagtween enterprises and their service providéris. study
focused on the performance analysis of BGP wheneimgnted in a network. The configuration of BGP was
done using Graphical Network Simulator (GNS3). &st the performance of BGP in a network, Wiresiveak
used for this purpose. The Wireshark is a netwartkpt analyzer where it can capture live packed ffaim a
network interface and display packet with everyadetl protocol information. The output was obtairted
examining the results taken from the console ofptheket analyzer as the detailed information wapldyed by
the Wireshark. This enabled the researcher to yeathe captured packets for analysis.

As to the methodologies used, Part | made use adésariptive method to discuss the characteristich®
protocol used. In Part I, network implementatioasndone using the GNS3. Experimentation methodusad
in the analysis part using the Wireshark Packetyxea.

Related Literature

Border Gateway Protocol (BGP) is an interdomaintinguprotocol using path vector routing. The Intdris
divided into hierarchical domains called autonomsystems. For example, a large corporation thatages its
own network and has full control over it is an autmous system. A local ISP that provides servioel®dal
customers is an autonomous system. We can divid@aumous systems into three categories: stub, nouited,
and transit. A stub AS has is either a source sin A good example of a stub AS is a small casion or a
small local ISP. A multihomed AS has more than omenection to other ASs, but it is still only a smior sink
for data traffic. It can receive data traffic framore than one AS. It can send data traffic to ntbam one AS,
but there is no transient traffic. It does not walldata coming from one AS and going to another &dss
through. A good example of a multihomed AS is gdacorporation that is connected to more than eg®mnal
or national AS that does not allow transient taffiA transit AS is a multihomed AS that also akotransient
traffic. Good examples of transit ASs are natiaral international ISPs [1].
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In the article by Lammle, T., Odon, S., Wallace, R001) mechanisms of functioning of the dynanaiating
protocol BGP are examined in details. Guides farfiguring Cisco routers and Quagga package on lmsis
Gentoo Linux are given. A stand in which coherebheaveen networks is realized due to routes promeigd
BGP was assembled. On this stand a reconnectianréserve channel on failure of the primary line haen
tested. BGP is the basic protocol on the Interaned, due to it ISPs in the whole world are availablee study
further mentioned that: Border Gateway Protocol FBEFC-1265-1268,1467,1655,1771,1772) was developed
by companies IBM and CISCO. A pair of BGP neighbestablishes a connection via TCP, port 179. Neighb
that belong to different autonomous systems shbaldvailable for each other directly; for neighbfscsn the
same AS there is no such restriction because teenad routing protocol provides all necessary esuietween
nodes of the autonomous system. BGP routers exehamegsages on changing routes. The maximal lerigth o
such a message is 4096 octets, the minimal is ttl9so&ach message has a header of a fixed sizevdlme

of an information field depends on the message #pe

The study conducted by Hanif (2010) focused onahalysis of the dependence of BGP performance apon
given topology. It attempted to understand the aasp of BGP if Internet faces unavoidable substhgtowth
and if the current topology changes in characiesgither than its magnitude More precisely, treeagch is an
attempt to comprehend the influence of topologyadits, in terms of its scale and Internet's openati
topological characteristics, upon BGP performance.

The researcher used a BGP simulator that implerdeB®€&P protocol with certain level of abstraction.the
study, the abstraction enables the simulator toehatithe order of magnitude of current Interned aigher,
letting up to 60,000 AS's to interact with eacheotand maintain sessions of BGP. In the simulaach AS is
implemented as single entity similar to a vertexaafraph. The researchers’ purpose was to findlifigrent
trends of behavior BGP exhibits, if it is run widkfferent kinds of topologies and varying paramgtfihe study
wanted to understand the way BGP expresses itagstiad weak points that appear due to certain kind
underlying topology. It is important to note that &nalyzed BGP behavior with respect to its coremrg delay
and signal duration across a topology. In simptense convergence delay is the amount of time inctvta
network information change is propagated over h@erSignal duration also has a similar definitibiis not the
researchers’ intention to measure the amount ofncfnumber of BGP update messages) faced by thersou
across Internet. Nor did he intend to analyze tianan routing table sizes as the years pass [3].

The project of Szekeres (2011) shed some more iigbtthe behavior of multi-path routing mechanisamsl
how they affect BGP. The research studies on ttegrad topologies from CAIDA show that the Interietiery
well connected, with more and more ASs choosinlgaiee multiple providers. This aspect is very fabbeas it
will provide many disjoint paths that can be expthrHowever, BGP was not designed to propagateiptault
paths, and therefore, it doesn't take advantagenacfullest of the current Internet topology. Higperiment
showed that introducing the multi-path methodshia turrent Internet will not have a great impactBfBP’s
stability, i.e. the convergence time. It will deltne convergence time with less than 30 secondsth®n aspect
worth noting is that the convergence time increassg slowly from year 2004 to 2010. This meang tha size
of the topology doesn’t have a great impact orcthrevergence time [4].

M ethodology

This study made use of three (3) approaches, nanidyt | used a descriptive approach to discuss the
characteristics of the protocol used which is tleed®r Gateway Protocol. In Part I, network implertagion
approach was done using the Graphical Network ZitouB (GNS3). Experimentation approach was usehdn
analysis part using the Wireshark Packet Analyzer.

This research is concerned on the actual data ggokfrom a given network topology and a routingt@col.

The data were analyzed and certain parameters ugs@ such as: length of packet, total packets waghtu
packets captured betweetidnd last packet, average packet per second, avpeatet size in bytes, number of
bytes , and average bytes per second.
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Fig.1. Network Topology
Figure 1 shows the network topology where BGP wmaglémented in each of the routers. Details forlthe
addresses are as follows.

TABLE 1. IP ADDRESSES USED

Network Address of the WAN link (R1-192.168.1.0/24
R2)
Network Address of the WAN link (R1-172.16.0.0/16
R3)
Network Address of the WAN link (R1-10.0.0.0/8
R4)
Device Interface | IP Address Subnet Mask
Label
R1 s0/0 192.168.1.1]  255.255.255.0
(AS100) s0/1 172.16.0.1 255.255.0.0
s0/2 10.0.0.1 255.0.0.0
R2(AS200) s0/1 192.168.1.2  255.255.255.0
R3(AS300) s0/2 172.16.0.2 255.255.0.(
R4(AS400) s0/3 10.0.0.2 255.0.0.0

The assignment of Network addresses was such te alidhe network classes, Class A, B and C. THaule
subnet mask was used for the purpose of discuss@mmever, a subnetting mechanism can also be sedra
the user’s requirement. . As such, a prefix lemdtf80 or 255.255.255.252 subnet mask can be wselintinate
the number of wasted addresses.

Par ameter s Used

The following are the parameters used in the perémce Analysistength. An integer value indicating the total
length of the messag®ackets captured. In this study, there are 100 captured packBeébyveen 1% and last
packet. The time between the first packet and last pasketh were captured?ackets/sec. The time it takes a
packet to move and is measured in secoRdsket size. It is the size of the packeBytes. It is a unit of digital
information which is eight digits lon@®ytes/sec. It is the number of bytes per second.

Results of the perfor mance analysis

To analyze the first packet, a hello packet was Between R1 as the source to all the destinatR#hsR3 and
R4. The conversations that took place betweendhece and destination showed that:
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TABLE 2: IPv4:1 CONVERSATIONS (R1-R2) TABLE 3. TGBONVERSATIONS (R1-R2)
IPv4:1 Details TCP Conversations Details
Conversations Address A (Source) 192.168.1.1
Address A (Source) 192.168.1.1 Port A 45798
Address Bl 192.168.1.2 Address B (Destination) 192.168.1.2
(Destination) Port B 179
Packets 18 Packets 18
Bytes 1020 Bytes 1020
Packets Ato B 6 Packets Ato B 6
Bytes Ato B 378 Bytes Ato B 378
Packets B to A 12 Packets B to A 12
BytesBto A 642 Bytes Bto A 642
Rel Start 12.7617 Rel Start 12.7617
Duration 300.3332 Duration 300.3332
bps (Ato B) 10.07 bps (Ato B) 10.07
bps (B to A) 17.10 bps (B to A) 17.10

TABLE 4. IPv4:1 CONVERSATIONS (R1-R3) TABLE 5CP CONVERSATIONS (R1-R3)

IPv4: 1 Details TCP Conversations Details

Conversations Address A (Source) 172.16.0.1
Address A (Source)| 172.16.0.1 Port A 49270
Addrgss ) B| 172.16.0.2 Address B (Destination) 172.16.0.2
(Destination) Port B 179
Packets 20 Packets 20
Bytes 1070 Bytes 1070
Packets Ato B 10 Packets Ato B 10
BytesAto B 35 Bytes Ato B 535
Packets B to A 10 Packets B to A 10
Bytes B to A 535 Bytes B to A 535
Rel Start 45.4756 Rel Start 45.4756
Duration 240.2807 Duration 240.2807
bps (Ato B) 17.81 bps (Ato B) 17.81
bps (B to A) 17.81 bps (B to A) 17.81

TABLE 6. IPv4:1 CONVERSATIONS (R1-R4) TABLE 7CP CONVERSATIONS (R1-R4)

IPv4:1 Details TCP Conversations Details
Conversations Address A (Source) 10.0.0.1

Address A (Source)| 10.0.0.1 Port A 13996
Address B| 10.0.0.2 Address B (Destination) 10.0.0.2
(Destination) Port B 179
Packets 18 Packets 18
Bytes 1020 Bytes 1020
Packets Ato B 6 Packets Ato B 6
BytesAto B 378 BytesAto B 378
Packets B to A 12 Packets B to A 12
Bytes Bto A 642 Bytes Bto A 642
Rel Start 40.5353 Rel Start 40.5353
Duration 300.2562 Duration 300.2562
bps (Ato B) 10.07 bps (Ato B) 10.07
bps (B to A) 1711 In all | bps (BtoA) 17.11

the tables, most of the parameters for both IPMHTERP are the same except the ports in the TCPecsation.
In a TCP conversation, TCP port 49270 uses the shn@sion Control Protocol. TCP is one of the main
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protocols in TCP/IP networks. TCP is a connectigesded protocol, it requires handshaking to seeng-to-

end communications. Only when a connection is getuser's data can be sent bi-directionally over the

connection. TCP guarantees delivery of data paaketport 49270 in the same order in which they vsnat
[7].

BGP uses different source and destination portsrdttan 179 depending on who originates the sesBIGR is
essentially a “standard TCP based protocol, whielams that it is client and server based. When a dliéRt
attempts to establish a connection to a TCP satviirst sends a TCP SYN packet to the server whta
destination port as the well known port. This fiBYN essentially is a request to open a sessiathmelfserver
permits the session it will respond with a TCP SXNK saying that it acknowledges the request to djhen
session, and that it also wants to open the sedsidhis SYN ACK response the server uses the wadwn
port as the source port, and a randomly negotidéstination port. The last step of the three waydshake is
the client responding to the server with a TCP A@Kjch acknowledges the server’s response and ateyl
the connection establishment [8].

Summary of Captured Packets

TABLE 8. TCP COVERSATIONS (R1-R4)

Parameters R1- R2 R1-R3 R1-R#
Length 9992 9392 9992

bytes bytes bytes
Packets captured 100 100 100
Between T and last packet (sec) 340.200 341.120 340|791
Avg. packets/sec 0.294 0.293 0.293
Avg. packet size (bytes) 66 60 66
Bytes 6576 5980 6576
Avg. bytes/sec 19.330 17.531 19.296

Table 8 shows the summary of data in all the rouRdsbeing the source and R2, R3 and R4 being the
destination. Based on the data, it can be seenhdength and packets captured have the samesvalin

the other hand, the other parameters show a differen values. This implies that, even if the l&ngft the
packet and the number of captured packets areatine,she other parameters will differ. Figure 2vehio
the captured packets in graphical form.
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Fig.2. Captured Packets
Conclusion

To fully understand the behavior of a specific poat, it is important to know its features and euderistics.
These will lay the foundation on the network impésration. The performance of a network can be exadi
and analyzed based on specific pre-determined mdeasn These are essential in creating and opgratin
reliable and available networks and services.
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